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LAB 1: n15619A1 Nginx Reverse Proxy + Load Balancer uu

Ubuntu 24.04

(vl comss.kru.ac.th)
szezLIa1: 3 Il
SEAY: Intermediate

NAaWS: KiSauaLN3aYI Reverse Proxy + Load Balancer #lyaulaasa

@ adndidSeudewilile
(Y]

A o ‘o X ¥ o
Wevheueilelauay yliguaganans:

° Wadunnu http://comss.kru.ac.th bha7

— Wiunadnsa7n Backend Server 1 uag Backend Server 2 wuuaduriu
o WAvulnum Load Balancer la
e VAFRUSYUUANWEAI (Failover) ln

o g Log umedualaniinerlstu

L] 1) Taseatreszuuiidaainlilanns LAB

Tua3es 3 w509

JowA309 | IP Address Wi

Server A | 192.168.10.10 | Reverse Proxy + Load Balancer

Server B | 192.168.10.20 | Backend Web Server 1

Server C | 192.168.10.30 | Backend Web Server 2

Domain ﬁi%’tu LAB

comss.kru.acth — 192.168.10.10

aluvies LAB laifl DNS 939 Tua hosts (Windows):
C:\Windows\System32\drivers\etc\hosts

NUTIYIO:

192.168.10.10 comss.kru.ac.th

L] 2) duneuiidiSeudesinanu (Suujid)
aeluiliiutuneunuy Step-by-step Wﬁgﬁauﬁmmﬁaz%@

#gsa — negeu — Wi — Wdunaudaly

L] duit 1 - Suimnszuu (mae3es A, B, ©)

Surda:

sudo apt update && sudo apt upgrade -y
NnihuAnde Nginx:

sudo apt install nginx -y

AFIREOUI Nginx ¥11974:

systemctl status nginx



Page |2

'3

o Ay P
naansndasla:

Nginx = Active (running)

|| 9ufi 2 - #ap1 Backend Server (B uag C)

yiNuu Server B:
echo "<h1>BACKEND SERVER 1</h1>" | sudo tee /var/www/html/index.html
YU Server C:
echo "<h1>BACKEND SERVER 2</h1>"| sudo tee /var/www/html/index.html
NAFDUINN Server A:
curl 192.168.10.20
curl 192.168.10.30
HadwiAidaald:
. 192.168.10.20 — BACKEND SERVER 1
. 192.168.10.30 — BACKEND SERVER 2

[ ] 9ufi 3 - a%19 Reverse Proxy + Load Balancer (Server A)

avnlvte:
sudo nano /etc/nginx/sites-available/comss
Nilani:
# ﬂfju backend servers 494 LAB
upstream backend_servers {
server 192.168.10.20 max_fails=3 fail_timeout=30s;
server 192.168.10.30 max_fails=3 fail_timeout=30s;

server {
listen 80;

server_name comss.kru.ac.th;

access_log /var/log/nginx/comss_access.log;

error_log /var/log/nginx/comss_error.log;

location / {

proxy_pass http://backend_servers;

proxy_set_header Host Shost;
proxy_set_header X-Real-IP Sremote_addr;
proxy_set_header X-Forwarded-For $proxy add x forwarded for;

proxy_set_header X-Forwarded-Proto $scheme;

proxy_connect_timeout 5s;
proxy _read_timeout 60s;

proxy_send_timeout 60s;

proxy_http_version 1.1;

proxy_set_header Connection ";
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1Walsau config:
sudo In -s /etc/nginx/sites-available/comss /etc/nginx/sites-enabled/
sudo rm /etc/nginx/sites-enabled/default
MIIADU:
sudo nginx -t
sudo systemctl reload nginx
v o sdy P
naawssadle:

Config OK, Nginx reload d1159

[ ] ‘flguﬁ 4 - nagdU Round Robin Load Balancing

tiﬁauaaqrﬂﬂﬁwmaﬁ%"’q:

curl http://comss.kru.ac.th

curl http://comss.kru.ac.th

curl http://comss.kru.ac.th

HadWSTIRaiu:
e  BACKEND SERVER 1
e  BACKEND SERVER 2
e  BACKEND SERVER 1
e  BACKEND SERVER 2

AFUAUILUUANY = Round Robin

| | 9ufi 5 - wWaey Load Balancing 1Ju Least Connections

unlvta:
sudo nano /etc/nginx/sites-available/comss
LL; upstream vu:
upstream backend_servers {
least_conn;
server 192.168.10.20;
server 192.168.10.30;
}
Reload:

sudo systemctl reload nginx
NAdHdU:

Weauiiu browser vianaudiululvannidn 9

sy <

NARNWSNADILTU:

falviuiuini — Neinx asluiaiasiunou

[ ] 9ufi 6 - wWaeuy Load Balancing \Uu IP Hash

LLﬁv upstream:

upstream backend_servers {
ip_hash;
server 192.168.10.20;
server 192.168.10.30;

}

Reload:

sudo systemctl reload nginx
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NAdaadU:
4 Yo < 1)
ﬂ?ﬂhﬂif’]\ifﬂlﬁﬂu — Waiunanunss
v o sdy <
WNAANINADILNU:

n Backend g1 ws1g IP LAu

|| ufi 7 - naaau Failover (31aa91a309 Backend 1§e)

9n Backend Server 1:
sudo systemctl stop nginx  # ¥i1Uu Server B
NAFDUINN Reverse Proxy:
curl http://comss.kru.ac.th
nadwsTidauRnt:
e UINDIUAN error (B 502)
o wdwiniae error 3 ade (A max_fails=3)
e Nginx 3@ Server B 99n31N55UY
o ynA1wearly Server C Snlulif
9nthuda Backend ndu:

sudo systemctl start nginx

|| 9l 8 - asasaU Log n1sineu

Access Losg:
sudo tail -f /var/log/nginx/comss_access.log
Error Log:
sudo tail -f /var/log/nginx/comss_error.log
éL%‘ﬂuéT@maam:

e  connection refused

®  upstream timed out

®  marking server as down

e no live upstreams
HadnSTgasls:

wiseuesu1elam Log waniimunedivesls

[ ]9) ?iaﬁﬁjl,%ﬂué’imdﬂu LAB (20 AZLuUL)

I18N13 ASHUU

1. Backend 2 1A389YNUYNABY

. Reverse Proxy ﬁﬁﬂ’lugjﬂmad

. Round Robin wanaxaadulnass

. IP Hash ¥4 + 85UleNa

AR~V VW[V W

2
3
4. LeastConn ¥191U + 95U18Na
5
6

. nagau Failover Wadluy Error Log

EXEY 20 AsLuY
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|:| LAB 2: Deploy Web Application 728 Docker Compose
(Nginx + PHP-FPM + MariaDB + phpMyAdmin) ui Ubuntu

24.04

wWhiadundnine: (3 httpy//comss.kru.ac.th

Wnfe phpMyAdmin sinu: C? http://comss.kru.ac.th:8080

@ Saguszasdues LAB

dlovh LAB Hauau éﬁﬂu%mmm:
o  @nR Docker + Docker Compose Uy Ubuntu 24.04
®  Deploy Web Application wuu Full Stack 18 Docker Compose

o lyeuuins 4 @ leun

& Nginx (Web Server)

& PHP-FPM 8.x (Uszunana PHP)

& MariaDB (gmﬂﬂaz&a)

V7 phpMyAdmin (Famsgiuveyaruliv)
o wilamsvhnuves

« bind mount (lAauALafiuviui)

7 volume (luifiureyanias)
®  YAABUNIT restart WUU Zero Downtime

e @1uanUg container kazunUgnilowula

[ ] 1) Tnsea¥reszuuves LAB

usnsvanusvhauluasasden (Server A)

comss.kru.ac.th (Nginx)

‘— PHP-FPM — Uszanaraliu

‘— MariaDB — ifiuveya
phpMyAdmin — AN15§1UVBYA

wosanld
uims  wasda URL
Nginx 80  http//comss.kru.ac.th

phpMyAdmin 8080 http://comss.kru.ac.th:8080

MariaDB 3306 Internal (lidalvnneuen)


http://comss.kru.ac.th/
http://comss.kru.ac.th/

L] 2) w3saasaslindoy

Fuddsmaluiluu Ubuntu 24.04:
sudo apt update && sudo apt upgrade -y
AadauinunaiugIw:

sudo apt install ca-certificates curl gnupg -y

| | 3) finkis Docker waz Docker Compose

'
3.1 W Repository U89 Docker
sudo install -m 0755 -d /etc/apt/keyrings
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o /etc/apt/keyrings/docker.gpg
Lﬁmméa:
echo \
"deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpg] \
https://download.docker.com/linux/ubuntu noble stable" | \
sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

dULAR:

sudo apt update

3.2 AnA9 Docker Engine + Compose

sudo apt install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin -y

3.3 RS2AABUNITANNY

docker --version

docker compose version
v sy v
naawsndadle:
e Docker Engine 119371 26+

e Docker Compose v2 Fuly

L] ) a81ainlawnaslusianddnsu LAB 2

mkdir -p ~/lab2-docker

cd ~/lab2-docker

anlitainosiiu:

mkdir src

echo "<?php phpinfo(); ?>" > sr¢/index.php
¥a index.php zuansHasIEaviden PHP

L] 5) a&qlwid docker-compose.yml

asslvla:
nano docker-compose.yml
Tatiovnasil:

version: '3.9'
services:

nginx:

image: nginx:latest
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container_name: lab2-nginx
ports:
- "80:80"
volumes:
- ./src/var/www/html
- ./nginx.conf:/etc/nginx/conf.d/default.conf
depends_on:
- php

restart: always

php:
image: php:8.2-fpm
container_name: lab2-php
volumes:
- /src:/var/www/html

restart: always

db:

image: mariadb:10.7

container_name: lab2-mariadb

environment:
MYSQL_ROOT_PASSWORD: rootpass123
MYSQL_DATABASE: labdb
MYSQL_USER: labuser
MYSQL_PASSWORD: labpass123

volumes:
- db_data:/var/lib/mysql

restart: always

phpmyadmin:
image: phpmyadmin:latest
container_name: lab2-phpmyadmin
ports:
- "8080:80"
environment:
PMA_HOST: db
PMA_USER: labuser
PMA_PASSWORD: labpass123

restart: always

volumes:
db_data:
a ¥
BIUNYHLIYU:

e bind mount (/srcvarwww/html) —> wnbakaduiUagudiug

*  volume (do_data) — lelAiugnuveyan1is

[ 1 6) a¥19lud nginx.conf

asnalvla:

nano nginx.conf

Tat:

server {
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listen 80;

server_name comss.kru.ac.th;

root /var/www/html;

index index.php index.html;

location / {

try files Suri Suri/ /index.php?$Squery_string;

location ~ \.phps$ {
fastcgi_pass php:9000;
fastcgi_index index.php;
include fastcgi_params;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;

L 7) Bussuusianun

docker compose up -d
7939 container:
docker compose ps

v <

NBILNRU:

nginx / php / db / phpmyadmin = running

|:| < " ¢ ¢
8) NATULIUNIULUIIILYDS

 unan (13U PHP)
va:

Cf http://comss.kru.ac.th

v ¢y <
NAANINADILNU:

AU phpinfo() LanITEazLdun PHP

«” phpMyAdmin (3an13g1utaya)
va:
C? http://comss.kru.ac.th:8080
L%’Wé’i?‘»UUG,]"JFJ:
®  User: labuser
®  Pass: labpass123

ABAUAUFIUTBYA labdb UazANTalYUlA
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http://comss.kru.ac.th/

[ ] 9) nagau Hot Reload (uAlWEuESuURausiui)

unlvia:

nano src/index.php

Wasudu:

<?php

echo ”ﬁuaéllﬁlu%@;lfdmhé comss.kru.ac.th (LAB 2)";
>

Swlsudu:

CE,? http://comss.kru.ac.th

Naans: vorulnunoILaniui

|:| 10) nagaUu Restart LLUU Zero Downtime

Su:
docker compose restart nginx
NAGWS:

Hudaihauunid wuluil downtime

L] 11) as29s0u Volume vasgrudoya

9 Volume:
docker volume (s
fAYaya Volume:
U YU

docker volume inspect lab2-docker_db_data

Y 1

[]12) deifBoudasds (20 Azuuw)

unde ATUUY

finda Docker + Compose #1153

Viundnuans phpinfo() 814 comss.kru.ac.th

phpMyAdmin Dale7 comss kru.ac.th:8080

Hot Reload 11911

25U18AUANY Bind Mount vs Volume

W[ W] W|W|Ww

Restart WUU Zero Downtime &1159

33U 20 AZLLUY
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http://comss.kru.ac.th/
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L] LAB 3: d1alagn Web Server aae rsync + Incremental

Backup + Restore Test yu Ubuntu 24.04

(Incremental Backup, Migration & Recovery Validation)

@ Saguszasdves LAB

VAU LAB il giSgunasanunsn:
 landnNNIS rsync WU incremental backup
Vv drseweyaiviargiueyauuuasasiy

v e e e e e
+ eiulenanndsiinesinuludadsiesinu
14 SSH Key dmsunisiteunseenslasndie
& ¥ automation backup script

/ Vnaaunfu (Restore Validation) na3e

L] 1) Tasea¥reszuuves LAB

luAses 2 1ASes:

Todd IP Address Wﬁﬁﬁ

Server A | 192.168.10.10 | Web Server lual (Uansng)

Server B | 192.168.10.20 | Web Server 11 (mumns)

Tawulunsnageu
comss.kru.ac.th
Qﬁaumaﬁmaﬁumﬂ Server B — Server A

Tngla rsync incremental backup

L] 2) w3sugntnundau

NIUUNY 2 LATDS:
sudo apt update && sudo apt upgrade -y

sudo apt install nginx rsync mariadb-server -y

L] 3) a%1a15usnagneuu Server B (1ASa98un9)

sudo mkdir -p /var/www/comss

echo "<h1>WEB SERVER OLD (B): comss.kru.ac.th</h1>"| sudo tee /var/www/comss/index.html

sudo chown -R www-data:www-data /var/www/comss
a%w Nginx config:
sudo nano /etc/nginx/sites-available/comss
Taitfown:
server {

listen 80;

server_name comss.kru.ac.th;

root /var/www/comss;

index index.html;



}
el
sudo n -s /etc/nginx/sites-available/comss /etc/nginx/sites-enabled/

sudo systemctl restart nginx

|| 4) negousduuy Server B

91 PC #30970 Server A:
curl http://192.168.10.20
v o ¢dy <
HNARNINANDILNAU:
WEB SERVER OLD (B): comss.kru.ac.th

UAevayanuneiiisnay Backup LU Server A

[ ] 5) @%19 SSH Key wiie Backup wuulsidasldswarinu

YU Server A (Uanenna):

ssh-keygen -t rsa -b 4096

dlenulana Enter ‘Vjﬂﬂ%ﬂ (lumosds passphrase)
a3 Public Key U Server B:

ssh-copy-id user@192.168.10.20

(Wasu user Lﬁu%él%’uaﬂﬁﬂﬁﬂmuu Server B)
nagoulunedasiianiu:

ssh user@192.168.10.20

[ 16) % Full Backup ASausn (3N B — A)

UU Server A:

sudo rsync -avz --delete user@192.168.10.20:/var/www/comss/ /var/www/comss/

RLTREE
Anda AUNRUY
2 Vivdvislila
v LARIIIUAZLEN
z Tusaveya
~delete | aulnanlulunumcesn

v edy I
waansnaasla:

INaA8s Avarwvw/comss UU Server A Aasiivayadnn Server B ASUNIY

] 7) ©19A1 Web Server Uu Server A (Ua18v14)

sudo mkdir -p /var/www/comss
sudo nano /etc/nginx/sites-available/comss
Tat:
server {
listen 80;
server_name comss.kru.ac.th;
root /var/www/comss;

index index.html;
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Oalya:
sudo In -s /etc/nginx/sites-available/comss /etc/nginx/sites-enabled/

sudo systemctl restart nginx

L] 8) wasauiiuiignéingly server A

curl http://192.168.10.10
NAANS:
WEB SERVER OLD (B): comss.kru.ac.th

d15v — VugneneiSeusesuan

[ 1 9) $1aesaarunisaiiiuiinissuian (Incremental Backup)

UU Server B (AuUN4):
echo "<p>Updated Content from Server B</p>" | sudo tee -a /var/www/comss/index.html
$u incremental backup 8nATIUL Server A:
sudo rsync -avz --delete user@192.168.10.20:/var/www/comss/ /var/www/comss/
{2 12) K
curl http://192.168.10.10
v o sdy <
NAANINADILNRU:

3 <p>Updated Content from Server B</p> LN

L] 10) §579 Automation Backup Script

YU Server A:

sudo nano /usr/local/bin/comss-backup.sh

Tat:

#l/bin/bash

rsync -avz —delete user@192.168.10.20:/var/www/comss/ /var/www/comss/
Hedns:

sudo chmod +x /usr/local/bin/comss-backup.sh

[ 1 11) &3 Cron Job 14 Backup anludAnn 5 w1

1Ja cron:
crontab -e
T

*/5 * * * * /usr/local/bin/comss-backup.sh

[] 12) waseu Restore (FrapauUanennegnav)

uu Server A aulwa:

sudo rm /var/www/comss/index.html
$u Backup Script:

sudo /usr/local/bin/comss-backup.sh
NAaDU:

curl http://192.168.10.10



NAANSABINAUNLNITDULAY

—> Restore #1159

L] 13) 3eifBoudasda (20 Azuuw)

Sy '
FYNIINABDIA

ASLUY

1. rsync Full Backup p3ausndSe

2. Bugnean B — A lnase

3. Incremental Backup 11911

4. Automation Script #1159

5. Cron 19U (U log/Nadws)

6. Restore Test @1159

A POV OV]| VW[ W

3

20 AZLLUY
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[ ] LAB 4: finsauazsiann DNS Server @28 BIND9 (Master—

Slave Replication) Ui Ubuntu Server 24.04

Domain 7l41W LAB: comss.kru.ac.th

JUuuU: DNS Authoritative + Master/Slave + Zone Transfer (AXFR)

< TngUszaAvag LAB

899U LAB %L‘%&Ju(;a\‘iamﬁa:

7 #nda DNS Server (BIND9)

v 4 ﬁ%’"lﬂ Forward Zone wag Reverse Zone

W #901 NS, A, MX, CNAME

Vv 4 #aAn Master Zone uag Slave Zone

& ¥ Zone Transfer (AXFR) ¥V Master E] Slave
v NAFDUNTTNUAIE dig k&A% nslookup

9 Log uazunludaymitug1u DNS la

[ ] 1) Tasea%19s2uu DNS 94 LAB

Tua3es 2 w509

F &
YDA P Unun

Server A | 192.168.10.10 | DNS Master

Server B | 192.168.10.20 | DNS Slave

Domain:

comss.kru.ac.th

DNS Server Name:
e nsl.comss.kru.ac.th — Master (192.168.10.10)
e ns2.comss.kru.ac.th — Slave (192.168.10.20)

L] 2) Andausinina BINDS

v
o

AARIUUNY Master Lag Slave:

sudo apt update
sudo apt install bind9 bind9utils bind9-doc -y

MIIVEU:
systemctl status bind9

maadu active (running)

] 3) #9A1 DNS Master (Server A)

3.1 @%19lWa zone Uu Master
Dalwa:

sudo nano /etc/bind/named.conf.local



Wi Ivin:
zone "comss.kru.ac.th” {
type master;
file "/etc/bind/zones/db.comss.kru.ac.th”;

allow-transfer { 192.168.10.20; };  // Slave

zone "10.168.192.in-addr.arpa" {
type master;
file "/etc/bind/zones/db.192.168.10";
allow-transfer { 192.168.10.20; };

I

3.2 @519lnawmas zone

sudo mkdir -p /etc/bind/zones

D 4) @519 Forward Zone (db.comss.kru.ac.th)

alla:

sudo nano /etc/bind/zones/db.comss.kru.ac.th

’J’l\‘iLﬁE]Wl:

STTL 604800

@ IN SOA  nsl.comss.kru.ac.th. admin.comss.kru.ac.th. (

2025010101 ; Serial
3600 ; Refresh
1800 ; Retry
604800  ; Expire

86400) ; Negative Cache TTL

; DNS Servers
IN NS nsl.comss.kru.ac.th.

IN NS ns2.comss.kru.ac.th.

; A Records

nst IN A 192.168.10.10
ns2 IN A 192.168.10.20
www  IN A 192.168.10.10
lab IN A 192.168.10.50

app N CNAME  www.comss.kru.ac.th.

|:| 5) @514 Reverse Zone (db.192.168.10)

analila:

sudo nano /etc/bind/zones/db.192.168.10
'JNLﬁE]W]:

STTL 604800

@ IN SOA nsl.comss.kru.ac.th. admin.comss.kru.ac.th. (

2025010101
3600

1800
604800
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86400 )
@ IN NS
@ IN NS
10 IN PTR
20 IN PTR
50 IN PTR

|:| 6) N53vedULLAL Restart DNS Master

nsl.comss.kru.ac.th.

ns2.comss.kru.ac.th.

nsl.comss.kru.ac.th.
ns2.comss.kru.ac.th.

lab.comss.kru.ac.th.

asyvaaula zone:

sudo named-checkzone comss.kru.ac.th /etc/bind/zones/db.comss.kru.ac.th

sudo named-checkzone 10.168.192.in-addr.arpa /etc/bind/zones/db.192.168.10

Restart:

sudo systemctl restart bind9

[ 1 7) &afin DNS Slave (Server B)

Delwla:

sudo nano /etc/bind/named.conf.local

LN

zone "comss.kru.ac.th" {

type slave;

masters { 192.168.10.10; };

file "/var/cache/bind/db.comss.kru.ac.th”;

zone "10.168.192.in-addr.arpa" {

type slave;

masters { 192.168.10.10; };

file "/var/cache/bind/db.192.168.10";

%

Restart:

sudo systemctl restart bind9

n529@0UN Slave lalwla zone visaly:

ls -l /var/cache/bind/

dy <
WNANABILNU:

filwa db.comsskruac.th uaz db.192.168.10 gnivananlnesalusia

L] 8) nagdau DNS Query UU Master LLag Slave

8.1 nadau A Record:

dig @192.168.10.10 www.comss.kru.ac.th
dig @192.168.10.20 www.comss.kru.ac.th

NaaNsMRL LB Ui
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8.2 nngau CNAME:

dig app.comss.kru.ac.th

8.3 Nn&dU Reverse Lookup:

dig -x 192.168.10.10

D 9) NAdaU Zone Transfer

VU Slave AsI9d9U:
dig @192.168.10.20 comss.kru.ac.th AXFR

NAANSABILEAS Zone NINUA

[ ] 10) 312990581 Master gu

7#EAUINTT DNS UL Master:

sudo systemctl stop bind9

TniSouansds

dig @192.168.10.20 www.comss.kru.ac.th

Hadws: Slave Aesdanou DNS 1 (Read-only)

wla HA 989 DNS ¥a1u

D 11) ms9dau LOG

YU Master:

sudo tail -f /var/log/syslog | grep named

Uy Slave:
sudo tail -f /var/log/syslog | grep named
éﬁ‘auﬁ?@agum:
®  “Zone transfer complete”
e  “AXFR request received”
o “refresh zone”
e  “zone updated”

[ ]12) fefiglisunasds (20 AzLuw)

I8N7 ASUY

1. DNS Master v1197u

2. DNS Slave sync zone a3

3. A, CNAME, PTR Record %1147

4. Zone Transfer (AXFR) #1153

5. 1884 Master axl ua3 Slave naula

3
3
a
a4
3
3

6. WUV Log N3yiaunsauA1asule

kit 20 ASLUU
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[ ] LAB 5: szuudnenanuuasnsie Linux — SSH Hardening +
UFW Firewall + Fail2ban + Log Monitoring Ui Ubuntu
24.04

(Advanced Linux Security Hardening & Threat Mitigation)

(7]
@ Saguszasdues LAB
&y LAB gi3ounawviilule:
V' USuuns SSH lnasade
« WWasy Port, Disable Root Login, Authentication Hardening
W aan Firewall UFW Tvougaanizuinissndu
v 4 Anduazisan Failzban Usafu brute-force attack
759980 Log kagiasznnisians

 vegeuluAdnaeuiien Fail2ban vieuase

[ ] 1) Tasea¥reszuuvee LAB

lonsoaden (Server A)

Service Port Wﬁﬁﬁ
SSH 2202 | Remote Login (Wasuann 22 ileruuaenie)
UFW — Firewall
Fail2ban — Unafu brute-force
Syslog/Journalctl | — Log
wWhuune:

yiluasee Ubuntu 24.04 fiszuusnwianudasndenseulyauasslussans

L] 2) w3suszuy

sumawiinn:

sudo apt update && sudo apt upgrade -y
#339dUAN1UL SSH:

systemctl status ssh

Hevmaiviiuy Ubuntu 24.04

[ ] 3) fadn SSH Hardening

3.1 Wiy SSH Port (22 — 2202)
wnlylna:

sudo nano /etc/ssh/sshd_config
muazunle:

#Port 22

Port 2202
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3.2 UaANs Login #1728 root

AUNT:
PermitRootLogin yes
undu:

PermitRootLogin no

3.3 1UalY Only Strong Authentication

\isussiie:

PasswordAuthentication no

PubkeyAuthentication yes

RUNELAR): newda PasswordAuthentication
ABIAs1e SSH Key anawuniitetosiudendulula
Restart SSH:

sudo systemctl restart ssh

L] 4) a%14 SSH Key (#laidng Server wuuuaaasie)

VLLA3DY Client (W39UU Server 51’516183):
ssh-keygen -t rsa -b 4096

a1 key U5 Server:

ssh-copy-id -p 2202 user@server-ip

neaDU:

ssh -p 2202 user@server-ip
nosgszuulalaglalysany

[ ] 5) &efin Eirewall §28 UEW

Walseu UFW:

sudo ufw enable

AR SSH Port Tv:

sudo ufw allow 2202/tcp

oYy HTTP (01999n19):

sudo ufw allow 80/tcp

AFANIUL:

Y

sudo ufw status numbered
v Ay v

waawsdasle:

UFW paseugiaaniy 2202 wag 80 Nty

|:| 6) aﬂﬁgﬂ Fail2ban (Ua9nu brute-force)

sudo apt install fail2ban -y

Faaonliia config:

sudo cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local
sudo nano /etc/fail2ban/jail.local

Famn jail @1SU SSH:

[sshd]

enabled = true

port = 2202

filter = sshd



logpath = /var/log/auth.log
maxretry = 3
findtime = 10m

bantime = 30m
Restart Fail2ban:

sudo systemctl restart fail2ban

sudo systemctl status fail2ban

|1 7) negau Failzban @2en1slaufsass

Uum‘%mqﬂma Tumerenudieuneuuusiaiin:
ssh -p 2202 wronguser@server-ip
a03AA 3 AT (AU Mmaxretry)
LLa’J@amuwuLsTﬁWnas:
sudo fail2ban-client status sshd

v o ¢dy <
NAANINADILNU:

IP gn Ban aglusens

[ 1 8) ms79@au Log windasizvinislaud

7399 log SSH:
sudo tail -f /var/log/auth.log
NiFsumodiu:
e 115 login @159
e 19 login An
o Yufinves Failzban L
L] fail2ban.actions: WARNING [sshd] Ban <IP>
7393 log Fail2ban:
sudo tail -f /var/log/fail2ban.log

[ ] 9) 5 Unban IP (nsdign Ban #in)

sudo fail2ban-client set sshd unbanip <IP>

[ ] 10) asavdaunuUasnsievasszuunas Hardening

Ni3surInTILTA:

10.1 SSH Port Qnm?{au

sudo ss -tulpn | grep ssh

festunese 2202

10.2 Firewall Daldeunazudondu q
sudo ufw status

PEsBYRIARNE 2202, 80

10.3 Fail2ban %191u

sudo fail2ban-client status
1

[ ] 11) 8efifiSeudasds (20 azuuw)

Y
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ASUY

\Wasu SSH port d5auaz Login w1 key la

Jn root login / Inswianu

UFW Waamisaisndu

Fail2ban ¥a1uway Ban IP lnase

kU logs (auth.log / fail2ban.log)

85U18 Hardening M3z uU

W|lwlr|lw|lv| s

39U

20 ASLLUU
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L] LAB 6: nsfnnsuazlderu Cockpit iiasan1si@sniaasnu

13U U Ubuntu Server 24.04

(Web-Based Server Management for Linux)

@ Saguszasdves LAB

& LAB 1l E:»}IL%EJUGT?NHWEJ’]SQI

W fnka Cockpit Uu Ubuntu 24.04
5Ny Browser 1o

& 937988U CPU / RAM / Disk WU Real-Time
Vv 9 Llog, Imn13 Service, Firewall, Storage, User
v dnis Cockpit Modules Lt

& 791 Security d15UNTIBURS

L] 1) Tasea¥1eszuu LAB

TuaSoaien (Server A)
U3ns wesdn URL

Cockpit 9090 https://server-ip:9090

L] 2) $Uiamszuu

sudo apt update && sudo apt upgrade -y

[13) fincs Cockpit

Ubuntu 24.04 i Cockpit Tu Repo:
sudo apt install cockpit -y

el service:

sudo systemctl enable --now cockpit
#3738DU:

systemctl status cockpit

[ 1 4) Vn Firewall wiawdn Cockpit

s UFW:

sudo ufw allow 9090/tcp

[ 1 5) wldanu Cockpit W11 Browser

TygFouda Browser wadluin:
https://<IP_SERVER>:9090

feYns:
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hittps://192.168.10.10:9090

LIDNUT Login

T UnyTnlyves Ubuntu lunsiwgseuu (wu user finnddlyan)
v gy <

NAAWSNAD I

‘1/1‘1:7 Dashboard w83 Cockpit

L] 6) drsraftiaaslu Cockpit (fiFoudasufjinasa)
6.1 Dashboard

HZounDITINN:
e CPU Load + Usage
e  RAM Usage
e  Disk /0

o  Network Traffic

6.2 Logs
1‘1J‘17ﬂm§ Logs
HITUUADY:

« AU Error
 NIDIWINUINIT

/9 Security Logs

6.3 Services

;EL%‘auéTawmaaa:
e %gA Nginx — Start Again
®  Restart SSH
®  Check Fail2ban service (311 LAB 5)

6.4 Networking

HISEURTINEOU:
e [P address
®  Routing table

e Listening ports

6.5 Accounts (User Management)

HITHUNARDY:

e iy User Tuu

3 Password

€

=

(33

. 3815 sudo

3

(] au User
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6.6 Storage
NiZEunDg:
e  Partition
®  Filesystem

e Disk I/O Graph

[ 17) finse Cockpit Modules iiuiu

7.1 Cockpit-NetworkManager

sudo apt install cockpit-networkmanager -y

7.2 Cockpit-Package Updates

sudo apt install cockpit-packagekit -y

7.3 Cockpit-Podman (3an1s Container)

sudo apt install cockpit-podman -y
Aissudeuiiuayluivsinglu Cockpit

[ 1 8) s Security 999 Cockpit

8.1 U TLS WUU Browser Liafe

a;%‘i self-signed cert:

sudo mkdir -p /etc/cockpit/ws-certs.d

sudo openssl req -new -x509 -days 365 \
-keyout /etc/cockpit/ws-certs.d/cert.key \
-out /etc/cockpit/ws-certs.d/cert.crt \

-nodes
Restart Cockpit:

sudo systemctl restart cockpit

8.2 NAN5LT MU nIe IP A1elu

winlu UFW:
sudo ufw allow from 192.168.10.0/24 to any port 9090
sudo ufw deny 9090/tcp

L] 9) N1357M5936dU Log V94 Cockpit

9 Log:
sudo journalctl -u cockpit
sudo tail -f /var/log/syslog | grep cockpit
KiSpuReIdann:
e  n17 Login
o maunlom

e ANUAANAIAUDY service



= 4

L] 10) deigBoudasds (20 Azuuw)

318019

ASLUY

Anga Cockpit #1139 uazLw1 Dashboard e

#979@0U CPU/RAM/Disk 88199784

w914 Logs, Services, Networking

fnsa Modules tiisis (Network, PackageKit, Podman)

e Security (Self-signed Cert + 41in IP)

WUU Screenshot + 85UTNa

WP | OW|W|Ww| A~

3

20 AZLUY
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L] LAB 7: nns@nseuaslfienu Netdata 19U Real-Time

Monitoring Ui Ubuntu Server 24.04

(Real-Time Performance Monitoring Dashboard)

@ Saguszasdves LAB

loau LAB 1 giSeunsaninsa:
« #aAd Netdata Uu Ubuntu 24.04
& 97 Dashboard W1y Browser

& 9157988U Real-Time v8358UU:

e (PU
e RAM
e Disk /O

e Network
o  Filesystem

®  Services
V7 Aamanulasndeiiugiu
« USuund Netdata Trmsngdunnslyeuasa

7 932388v Log wazunUgynilemuy

L] 1) Tasea¥reszuu LAB

TumSaaden Server A

usns | wedm URL

Netdata | 19999 | http://server-ip:19999

D814
http://192.168.10.10:19999

L] 2) $Uiamszuu

sudo apt update && sudo apt upgrade -y

D 3) AnAY Netdata (A59119019)

AasarnuansUaenIses Netdata:

bash <(curl -Ss https://my-netdata.io/kickstart.sh)
aewsEvaRng Iney YES NNAIA
AT19d8UN Netdata vinanu:

systemctl status netdata

meadu active (running)
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L] ) Aalnéq0ad G114 UFW)

auIRIMNTNeTH Netdata:

sudo ufw allow 19999/tcp

|:| 5) 19194 Dashboard ¥849 Netdata

Daduusiwes — la:
http://<IP_SERVER>:19999
Freens:
http://192.168.10.10:19999
NAANS:

ma4diu Dashboard 989 Netdata wsaunswlimdaulmuuy Real-Time

L] 6) suiifjiSeudinavinlu Netdata Dashboard

HisEunasdTIIRasTuinA1nvNInae Uil

& 6.1 CPU Utilization
HiZEunDg:

e  User CPU

e  System CPU

®  jowait

e Load Average

® Interrupts

Bunsmazsuannn 1 3undl

« 6.2 RAM & Swap

F&L%Uuﬁ]@ﬂi']ilﬂ?u:
o RAM filwany
e  Available RAM

®  Swap Usage

« 6.3 Disk I/O
;;Juﬁaugmﬁamm:

e Read /O

e Write /O

®  Busy time (%)

neaesasslnan:
sudo dd if=/dev/zero of=/tmp/testfile bs=1M count=500

naulugnsm — nesdl spike



& 6.4 Network Traffic
NiSEunog:

® Incoming (In)

e  Outgoing (Out)

®  Frrors

®  Drops

NAaBY ping/transfer LialmAnnswianina

& 6.5 Filesystem
HSeunosy:
o arwyvadlrlaszuy
®  Inode usage

®  Mount point

& 6.6 Services Monitoring

HISHUADINALYY:
e  systemd services
e nginx (03IAAFIAN LAB Naunun)

e mariadb (01AAFIAIA LAB Naunun)

L] 7) seAnpnnulasnsoves Netdata

W 7.1 MaNsLanIzAsadneniely
unlwa:

sudo nano /etc/netdata/netdata.conf

WUTIA:

bind to =

wridu:

bind to = 192.168.10.10:19999

Wasuan 0.0.0.0 (Jeavun) — Inandaemzlurseniemitu
Restart:

sudo systemctl restart netdata

& 7.2 \Ua Basic Authentication (optional)

asslila auth:
sudo apt install apache2-utils -y
sudo htpasswd -c /etc/netdata/passwd admin
LL; config:
sudo nano /etc/netdata/netdata.conf
LVQ\IIZJ:
[web]
basic auth = /etc/netdata/passwd
Restart:

sudo systemctl restart netdata
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v, v o
AR IURDIlE user/pass

[ 18) A Log 984 Netdata

#33980U Log:
sudo journalctl -u netdata
guuuiFealvs:
sudo tail -f /var/log/netdata/error.log
KSouRDIAU:

e  Port Binding

e  fErrors

e  Plugin failed

e  Metrics dropped

[ ] 9) nagau Load 14 Netdata wanewaas

tiﬁaué’{aﬁuiwam 191 CPU, RAM, Disk:

CPU Load:
yes > /dev/null &

v

NYARIE:

killall yes
RAM Load:

stress-ng --vm 1 --vm-bytes 512M --timeout 10s

Disk Load:
sudo dd if=/dev/zero of=/tmp/file bs=4M count=256

ndulugnamn — mowiiu spike MinTUT3e

= 4

L] 10) #ef3oudasda (20 Azuuw)

318113

ATHUU

fnfa Netdata #1159 uaztun Dashboard 1a

iﬂmmmmﬂwmm CPU, RAM, Disk, Network, Services

nsuansnNalan CPU/RAM/Disk 91nASVIA@OU

Faaaasnds Bind IP / Basic Auth)

#97989U Log NIDUDTUNHUDHANAIADYNUDE 1 TIUNTT

a
6
a
3
3

kit

20 ASLLUU
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|| LAB 8: n1sfingia Prometheus + Grafana wiiaa195suu

Monitoring 53AU9ANSUX Ubuntu Server 24.04

(Enterprise Monitoring Stack: Prometheus + Node Exporter + Grafana)

@ Saguszasdves LAB

v v v
P a

AN LAB 1 WiSsunasaunse:

U

finFa Prometheus v Ubuntu 24.04
finsls Node Exporter Liiayiu Metrics 91n55UU

N Prometheus fu Node Exporter

P
a o

AAEY Grafana Wagds19 Dashboard

AUAZIATIEN Metrics dAgy 1w CPU, RAM, Disk, Network

73 Alert Rule Wiugu

CLCCKK

V7 932980 Log wazunUgynilemuy

[ ] 1) Tnsea¥reseuuves LAB

TuASoaien (Server A)

U3ns wasm URL

Prometheus 9090 | http://server-ip:9090

Node Exporter | 9100 | Metrics Endpoint

Grafana 3000 | http://server-ip:3000

[ ] 2) $Uiamszuu

sudo apt update && sudo apt upgrade -y

[ ] 3) finsia Prometheus

3.1 a111lnan Prometheus

cd /tmp

curl -LO https://github.com/prometheus/prometheus/releases/download/v2.53.0/prometheus-2.53.0.linux-amd64.tar.gz
tar xvf prometheus-*tar.gz

relalUiumusanesgu:

sudo mkdir -p /etc/prometheus /var/lib/prometheus

sudo cp prometheus-*/prometheus /usr/local/bin/

sudo cp prometheus-*/promtool /usr/local/bin/

sudo cp -r prometheus-*/consoles /etc/prometheus

sudo cp -r prometheus-*/console_libraries /etc/prometheus

sudo cp prometheus-*/prometheus.yml /etc/prometheus/
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3.2 @579 User wasans

sudo useradd --no-create-home --shell /bin/false prometheus

sudo chown -R prometheus:prometheus /etc/prometheus /var/lib/prometheus

3.3 @519 Service 9849 Prometheus

sudo nano /etc/systemd/system/prometheus.service
Taitlown:

[Unit]

Description=Prometheus Monitoring

After=network.target

[Service]

User=prometheus

ExecStart=/usr/local/bin/prometheus --config.file=/etc/prometheus/prometheus.yml \
--storage.tsdb.path=/var/lib/prometheus/ \
--web.console.templates=/etc/prometheus/consoles \

--web.console libraries=/etc/prometheus/console_libraries

[Install]

WantedBy=multi-user.target

Tian Service:

sudo systemctl daemon-reload

sudo systemctl enable --now prometheus
MIIFDU:

systemctl status prometheus

maardy active (running)

[ | 4) fincis Node Exporter

Node Exporter Tafis Metrics a1n55uU 1wy CPU, RAM, Disk

4.1 a1llvian

cd /tmp
curl -LO https://github.com/prometheus/node_exporter/releases/download/v1.7.0/node_exporter-1.7.0.linux-amd64 tar.gz
tar xvf node_exporter-*.tar.gz

sudo cp node_exporter-*/node_exporter /usr/local/bin/

4.2 d3149 Service

sudo nano /etc/systemd/system/node_exporter.service
Tat:

[Unit]

Description=Node Exporter

After=network.target

[Service]
User=root

ExecStart=/usr/local/bin/node_exporter

[Install]
WantedBy=multi-user.target

LSUAU:



sudo systemctl daemon-reload

sudo systemctl enable --now node_exporter
73U

systemctl status node_exporter
neapadag Metrics:

http://<IP_SERVER>:9100/metrics

|:| 5) L‘ff\iil Node Exporter Tu Prometheus

unlelia:
sudo nano /etc/prometheus/prometheus.yml
sl scrape_configs:
- job_name: 'node_exporter'
static_configs:
- targets: ['localhost:9100']
Restart Prometheus:

sudo systemctl restart prometheus

] 6) AnRq Grafana

amvian:
sudo apt install -y apt-transport-https software-properties-common wget
wget -q -O - https://packages.grafana.com/gpg.key | sudo apt-key add -
echo "deb https://packages.grafana.com/oss/deb stable main" | sudo tee /etc/apt/sources.list.d/grafana.list
sudo apt update
sudo apt install grafana -y
L%méllu Grafana:
sudo systemctl enable --now grafana-server
Lﬁ?ﬂ@ﬂu Browser:
http://<IP_SERVER>:3000
Login:
e  User: admin

. Pass: admin

(svuvag R UBEUTHAR LT

|:| 7) 74 Data Source Tu Grafana

Iuwﬂw Grafana:
1. U7l Connections — Add new data source
2. i@en Prometheus
3. e URL:
http://\ocalhost:9090
4. nm Save & Test

o g X . P
WaaWS: AI3U "Data source is working
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1%
[ | 8) finss Dashboard du5agy
TU7i:
Create — Import Dashboard
Taia% Dashboard ID ﬁi%ﬂaa:
‘Tlla Dashboard ID

Node Exporter Full 1860
Node Exporter Detail 3662
Prometheus 2.0 Stats 3664
Adn Import — Dashboard aznseulseusiui
Ki3sumoafiuns v

e (CPU Usage

e  Memory

e  Disk Read/Write

®  Filesystem

e Network Traffic

®  Process

® | oad Average

ylanun Real-Time Ag

] 9) A Alert Rule ﬁug']ﬂu Prometheus

Feens Alert CPU gaifiu 80%
unlvia:
sudo nano /etc/prometheus/alert.rules
Lﬁllli
groups:
- name: cpu_alert

rules:

- alert: HighCPUUsage

expr: 100 - (avg by (instance) (rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 80

for: Im
labels:
severity: warning
annotations:
summary: "CPU Usage High"
description: "CPU usage on {{ $labels.instance }} is above 80%"
wnlvia config Tvlvan rule:
sudo nano /etc/prometheus/prometheus.yml
wq\lliJ:
rule files:
- "/etc/prometheus/alert.rules"
Restart:
sudo systemctl restart prometheus
N7I96U Alerts:
http://<IP_SERVER>:9090/alerts
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[ 10) ©372983dU Log

Prometheus:

journalctl -u prometheus -f
Node Exporter:

journalctl -u node_exporter -f
Grafana:

journalctl -u grafana-server -f

L] 11) defiSoudasds (20 Azuuw)

318113

ASLUY

fnda Prometheus + Node Exporter d15q

Grafana + Dashboard WanInNaass

Import Dashboard (ID 1860) wiex Capture

@319 Data Source §nnad

#1 Alert Rule (CPU >80%)

WU Log M¥au + Jinseviveya

WA |IN|IW[A~] P~

3

20 AZLLUY
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[ ] LAB 9: nsfinsa Zabbix Server + Zabbix Agent d1%5U

3¥UU Monitoring wag Alerting Ui Ubuntu Server 24.04

(Enterprise Monitoring System: Zabbix Server + Agent)

@ Saguszasdues LAB i

KiZsumDIAINI0:

(v 4 Ainke Zabbix Server + Frontend + Agent Ia
i Host Iﬁgﬂ Monitoring

757988V Metrics 1wy CPU, RAM, Disk, Network
v 4 14947 Zabbix Dashboard

v 4 #a Trigger & Alert ﬁugm

9 Log uazundayvileny

L] 1) Tasea¥reszuuves LAB

lunSaien (Server A) 19 Server + Agent

usns wasn URL

Zabbix Server — —

Zabbix Frontend | 8080 | http://server-ip:8080

Zabbix Agent 10050 | Localhost

L] 2) $Uiamszuu

sudo apt update && sudo apt upgrade -y

L] 3) finda LAMP/Stack 1Sy Zabbix Frontend

Annq Apache, PHP, MariaDB

sudo apt install apache2 mariadb-server php php-mysql php-gd php-xml php-bcmath php-mbstring php-ldap php-zip php-json php-cli php-
common php-xmlreader php-xmlwriter -y

Restart Apache:

sudo systemctl restart apache2

[] 4) finss Zabbix Repository

weet https://repo.zabbix.com/zabbix/7.0/ubuntu/pool/main/z/zabbix-release/zabbix-release 7.0-1+ubuntu24.04 all.deb
sudo dpkg -i zabbix-release_7.0-1+ubuntu24.04_all.deb

sudo apt update

[] 5) finsa Zabbix Server + Agent + Frontend

sudo apt install zabbix-server-mysgl zabbix-frontend-php zabbix-apache-conf zabbix-sql-scripts zabbix-agent -y
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L] 6) a¥19g1udeya Zabbix

g MariaDB:

sudo mysql

Sudds:

CREATE DATABASE zabbix CHARACTER SET utf8mbd COLLATE utf8mbd_bin;
CREATE USER 'zabbix'@'localhost' IDENTIFIED BY 'zabbixpass123';

GRANT ALL PRIVILEGES ON zabbix.* TO 'zabbix'@'localhost’;

FLUSH PRIVILEGES;

EXIT;

11 Schema 191 Database:

sudo zcat /usr/share/zabbix-sgl-scripts/mysql/server.sql.gz | mysql -uzabbix -pzabbixpass123 zabbix

L7 K31 Zabbix Server

unlvia:

sudo nano /etc/zabbix/zabbix_server.conf
Waew:

DBPassword=zabbixpass123

Restart:

sudo systemctl restart zabbix-server

sudo systemctl enable zabbix-server

] 8) %3A1 Zabbix Frontend

wnlwg Apache v84 Zabbix:

sudo nano /etc/zabbix/apache.conf

msa Timezone:

php_value date.timezone Asia/Bangkok
Restart:

sudo systemctl restart apache2

[ ] 9) Aalnéread Ersdndw)

sudo ufw allow 8080/tcp
sudo ufw allow 10050/tcp

|:| 10) AU Zabbix Frontend

1Jm Browser:
http://<IP_SERVER>/zabbix
yiTanfiousnainisle format iy — vindu:

http://comss.kru.ac.th/zabbix
Y a g
RIS Step-by-step:
1. Welcome Screen — Next

2. Check Requirements — OK

3. Database Connection



a.

DB: MySQL
Host: localhost
User: zabbix

Pass: zabbixpass123

Hostname:

Zabbix Server LAB

5. Summary — Finish

v

RREERATITP L

User: Admin

Pass: zabbix
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L] 11) izt Host (1eSaaiieniy) wials Zabbix Monitor

sL‘u‘VﬁZW Zabbix Web:

Ui

Configuration — Hosts — Create host

AIAN:

e \Visible name: Ubuntu 24 LAB

Hostname: Ubuntu-Server

e  Templates:

Interfaces:

a
baBN

& Linux by Zabbix agent

e Agent: 127.00.1

Port: 10050

nn Update

ey 1-2 Wl Host asaududiden

|:| 12) 9 Metrics wuyU Real-Time

HITYUABITILNUAINN :

& C

PU Load

Monitoring — Latest Data

AUNT CPU

& Memory

AUNT Mem

D

ory

isk

AWM Disk Space

gy Ty . »
@JLUB‘JL%UWLMN%@QLLM&% Partition

v N

etwork

AU net.ifin LAY net.if.out



[ 13) &5 Trigger ﬁug'm

#0813 RAM ideuesnin 500MB
lui:
Configuration — Hosts — Triggers — Create trigger
Eélg\‘iﬂl’k

e  Name: Low RAM Warning

®  [Expression:
{Ubuntu-Server:vm.memory.free.last()}<500M

®  Severity: Warning

[ 1 14) negou Alert 1% Trigger Fuass

Sulvian RAM:
stress-ng --vm 1 --vm-bytes 1G --timeout 20s

Trigger mosludivdndlunun Monitoring — Problems

L] 15) ©159989U Log V94 Zabbix

Server Log:

sudo tail -f /var/log/zabbix/zabbix_server.log
Agent Log:

sudo tail -f /var/log/zabbix/zabbix_agentd.log
Apache/Zabbix Ul Log:

sudo tail -f /var/log/apache2/error.log

I%&L%EJ‘L![F]?NLLﬁﬂﬂWé}ﬂiﬂuaﬂ’Nuaﬂ 2 378119

L] 16) FeiifBoudiasda (20 Azuuw)

I8NT ASLUY

finsa Zabbix Server + Frontend #1153

WL Host + Template Linux @139

Wang Metrics CPU / RAM / Disk / Net

&919 Trigger a3 RAM Pl

yilut Trigger YUATS

W W WA~V P+

WUU Log + aSunadgniinu

kit 20 ASLLUY
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L] LAB 10: nsfiasanazldeny Ansible da9su Server

Automation Ui Ubuntu 24.04

(Centralized Automation: Inventory, Playbook, SSH Key, Remote Execution)

@ Saguszasdves LAB

KiZsumDIAINI0:

7 #nde Ansible uu Ubuntu 24.04

W dav Inventory ilemunuielasaeymaaneiades
v #apn SSH Key @%3U Automation

v 4 Tayfnds Ansible Ad-hoc

e Playbook d1115U Automate 911874 9 1y
o Fadwiinina
o dnaenlva
° E’{;’N user

(] Restart service
& 79EBUNT Run Automation WIDNLAAINAGNS

7 518 Log wasunludgymiowmu

L] 1) Tasea¥1eszuu LAB

Tua3es 2 w509

P &
YDA P Unun

Server A | 192.168.10.10 | Ansible Controller

Server B | 192.168.10.20 | Managed Node

Server A ziduiAsaInIuAN

Server B 9$)n&IUK1U Ansible

|:| 2) aﬂﬁgﬁ Ansible (U Server A)

sudo apt update

sudo apt install ansible -y
MIIVEU:

ansible --version

[ 3) faAn SSH Key wiialsi Ansible wnds Server B

UU Server A:
ssh-keygen -t rsa -b 4096
a1 key Tuds Server B:
ssh-copy-id user@192.168.10.20
'@ a v e ‘o
nagaunasndulalaglunadasia:

ssh user@192.168.10.20



s — Tdumeld

[ 4) §a9i1 Inventory 145U Ansible

asnalite:

sudo mkdir -p /etc/ansible
sudo nano /etc/ansible/hosts
LVQ\II?,J:

[webservers]

192.168.10.20

NAFU Ping:

ansible webservers -m ping
naawsHadle:

SUCCESS => {"changed": false, "ping": "pong"}

[

L] 5) 1didnds Ad-hoc (uguddn)

v

5.1 »999&8dU uptime VB9 Server B

ansible webservers -a "uptime"

5.2 n993¢8U Disk

ansible webservers -a "df -h"

5.3 #579989U Memory

ansible webservers -a "free -h"

a &
5.4 AnA9 package nginx szezlna
ansible webservers -m apt -a "name=nginx state=present" -b

MIIFDU:

ansible webservers -a "systemctl status nginx" -b

L] 6) e Playbook (Automate 941u)

asalvames:
mkdir ~/ansible-lab
cd ~/ansible-lab

6.1 Playbook: Ainfq Nginx + #519mti AU + Restart Service

asnslna:
nano install_web.yml

Ta:

- name: LAB 10 - Install Nginx and Deploy Website
hosts: webservers
become: yes

tasks:

- name: Install Nginx
apt:
name: nginx

state: present
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update_cache: yes

- name: Deploy HTML File
copy:
src: index.html
dest: /var/www/html/index.html
owner: www-data
group: www-data

mode: '0644'

- name: Restart Nginx
service:
name: nginx

state: restarted
asamndu;
echo "<h1>Hello from Ansible Automation</h1>" > index.html
3u Playbook:
ansible-playbook install_web.yml
HaANSTiAaTiu:
3 tasks = ok / changed
nAgeuLIu:
http://192.168.10.20

L17) Playbook: &3519 User T

@379 Playbook:

nano create_user.yml
&

LUBNN:

- name: Create devops user
hosts: webservers
become: yes

tasks:

- name: Create user
user:
name: devops

shell: /bin/bash

- name: Set authorized_keys
authorized_key:
user: devops
key: "{{ lookup(‘file', /home/user/.ssh/id_rsa.pub’) }}"
Su:
ansible-playbook create _user.yml

NavU:

ssh devops@192.168.10.20

+ RaA" SSH Key
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[ 1 8) Playbook: Ainaauiininavnanesandauiu

nano multi_pkg.yml
Tat:
- name: Install multiple packages
hosts: webservers
become: yes
tasks:
- name: install packages
apt:
name: "{{ item }}"'
state: present
loop:
- htop
- curl
- unzip
- git
Su:
ansible-playbook multi_pkg.yml

L] 9) 73738dU Log Y89 Ansible

journalctl -u ansible
w3eg log 3nlvla:
less /var/log/syslog | grep ansible
HITHUADILAR:
e Task 15U
do
° LIANIU

a ¢ =
e AUAANAIR (a13)

L4 1

L] 10) FeifBoudasds (20 Azuuw)

318113 ASUY

Inventory + SSH Key nsaulweu

14§ Ad-hoc commands la (disk/mem/nginx)

Sudalaaseit 192.168.10.20

$u Playbook create_user.yml #usq

il
4
$u Playbook install_web.yml BRIk 4
3
3
2

kU log + asunedym

kit 20 ASLLUU
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L] 4 LAB: nsdndudeyauaziinmezidamssuu (System &

Network Data Capture & Analysis)

a wal

VivuailanunsaUuRtaaseun Ubuntu 24.04 + Tools 1asg1u

@ \dUe 10 e LAB nnssiuland “nisandudayatinaiiiun

Anzitdgynvasszuy”

(0 LAB ansnsnideunilelvlauuuasiBenmiion LAB 1-10)

LAB 1 — n1519 tcpdump tivaaAnau Traffic LASBUIYLUU

WINNLNARBLWNLND

Lﬂj‘u: Filter, Capture, Decode, Export PCAP, 3Lﬂi"|z1/?ﬁfgm network latency, packet loss, DNS error

LAB 2 — n151% Wireshark Jtaszndeynasatigaininag

PCAP

L‘l:u: TCP 3-way handshake, Retransmission, Zero Window, HTTP Error, TLS Handshake Failure

LAB 3 — n1514% Netstat & ss @512 Port, Connection,

Slow Connection Wazud¥n15Iaum

L‘l:u: mfmmwa%mvﬁyﬂa, SYN flood, abnormal socket states, TIME_WAIT overload

LAB 4 — n151% lsof #5993 Process #k4 Resource WuUNf
N a -1

NIDLDULUANDIN

Wt M990 Process #RmUNA, Malware, Unauthorized Port Binding

LAB 5 — n151% top / htop / iostat / vmstat tiNans2980U

CPU / RAM / Disk Bottleneck

nju: ?Jm'i’w‘t; CPU spike, RAM leak, I/0O wait, Disk saturation



Page | 44

LAB 6 — n151% System Log (journalctl) Lﬁaal,ﬂi'lzﬁﬂfylm
Service a4, System Crash, Authentication Fail

uiu; SSH brute-force, kernel panic, system interrupt, repeated restart

LAB 7 — n151% Nginx Log / Apache Log ia3tAs12% Web
Server Performance &% Error

Lﬂj‘u: HTTP 5xx, slow query, DDoS pattern, bot traffic, URL brute-force

LAB 8 — n1514 MySQL Slow Query Log tiWans33dau Query

Pazaankuun1susule Performance

v

WU slow query detection, query plan analysis, indexing

LAB 9 — n151% Netdata (LAB 7 1) LiN@3du Metrics Wuu
Real-Time WazaLAs12% Performance Spike

L‘J‘u: CPU spike correlation, RAM leak timeline, Disk I/O burst

LAB 10 — n154% Prometheus + Grafana tAs1e Trends,

Alert LLay Historical Metrics

WU: Long-term trend analysis, anomaly detection, alert rule tuning

¥ 9ns LAB YA “ANIU + AATIEN” ATUINDT

auailanansaeluinyageu 10 dUanulaae

NUBIAY LAB sULUUANIY Aaszidymn

LAB1  tcpdump Raw Packet Jayn1 Network

LAB2  Wireshark PCAP Decode TCP/HTTP Issues

LAB3  ss/netstat Connection State  Port, Flood, Socket

LAB4  lsof Process/File Handle Malware, Unauthorized Access
LAB5  htop/iostat Resource Usage CPU/RAM/Disk Bottleneck

LAB 6  journalctl System Log Service Fail, Crash

LAB7  Nginx/Apache Log  Web Log Axx/5xx, Slow Access

LAB8  MySQL Slow Log Query Time DB Performance

LAB9  Netdata Real-Time Metrics  Performance Spike



nUBLAY

LAB 10

o

LAB FULUUANIY Aaszdam

Prometheus/Grafana Time-series Metrics Trend, Alert

Yy Y,
ATNDUININTT

Tsaanunsa:

 @en

1 LAB uadeu “aileufjufuuuasidenunn”

V Jouiaman 10 LAB wuy LAB 1-10 (s

 Favhlunu + Azuuuysediu

« 9091 PDF wsaunmusznau

 dnduresaaau 10 dalua

I,

ANDNFIALY

feusosnivlsa Bulisualio LAB falvureou ax?

fegnsdaniiania:

LAB 1: tcpdump

LAB 2: Wireshark

LAB 3: ss / netstat

LAB 4: (sof

LAB 5: htop/iostat

LAB 6: journalctl

LAB 7: Nginx Log Analysis

LAB 8: MySQL Slow Log

LAB 9: Netdata Real-Time

LAB 10: Prometheus + Grafana

fiousidenlaeny Q

AMYAIN:
lab 1

ChatGPT %nd:

laauasfiens Q@

uedlsaazyin LAB 1: tcpdump - M3anau Traffic iasatieiinadinsnzidemssuu

wuu azideaingn lualaa LAB 1-10 Ainuyn

IS g T “ppalANaaNESI 100%”

mLNzdnsuNITaellAT s N IASU AU Advance Az
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L] LAB 1 — nsTdeu tcpdump siiesnsu Traffic w3atne

wazAAT1zndeuniszuuuy Ubuntu 24.04

(Network

@

Packet Capture & Analysis Using tcpdump)

1QUTLEIAYDY LAB
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&Y LAB HiSBuneannsn:

19 tepdump dnduuiininaievisla

 fawes Traffic malusianea wu ICMP, TCP, UDP, HTTP, DNS
& Export Twa PCAP itoTinsnevilu Wireshark

(v 4 maaaauﬁﬁymﬂ%aﬂm e
e latency g4
®  Packet Loss
e  DNS error

®  TCP Retransmission

7 AesznauseUynilowmuainads tcpdump

L] 1) Tasea¥reseuu LAB

Typdoadion (Server A)
IP ghegnsiilely LAB:
Server A: 192.168.10.10
Gateway: 192.168.10.1
DNS: 8.8.8.8

HISYUARIMATBUANTU Traffic MV NIN-U188NUY interface:
eth0

L] 2) w3eanadas

FUAnTEUU:

sudo apt update && sudo apt upgrade -y

finda tepdump:

sudo apt install tcpdump -y

avavdeuIdl interface axlsune:

ipa

I%El,%‘EJ‘L!L;]II’NW‘Uq Interface L“U“L! eth0, ens160, ens33

[ 1 3) Suguldiers tepdump (Wugw)

v
3.1 LLﬁﬂ\‘lLLﬁﬂLﬂﬁ]ﬁﬁ‘WﬁJﬂLLUU Real-time
sudo tcpdump -i etho
wadwSTIGeudaadiu:

e  Source IP

®  Destination IP

e Protocol (TCP/UDP/ICMP)

e  Port Number

nA CTRL+C Litonyn

3.2 BAASINUIULNNLNINIUlA

sudo tcpdump -i eth0 -c 10

Fuuininaun 10 gn — vendnlulf



L] 4) Wawmasnnsindu (drdayitam)

4.1 ANAULANIZ ICMP (A5 Ping)

Jn terminal 2 AN
1w A — dndu:
sudo tcpdump -i eth0 icmp
2. wuee B — du:
ping 8.8.8.8
NAANS:

[ @L%BumaﬁLﬁu request + reply WUy ICMP Echo

4.2 andusanne Traffic 984 IP 1Wwnune

sudo tcpdump -i ethO host 8.8.8.8

4.3 anAULRNIE TCP Port

HTTP (Port 80)

sudo tepdump -i eth0 tcp port 80
HTTPS (Port 443)

sudo tcpdump -i ethO tcp port 443

4.4 anU DNS Traffic (UDP/TCP 53)

sudo tcpdump -i ethO port 53
Ju:
dig google.com

v o ¢dy <
NAANSNABILAU: Query + Response

L1 5) n3228UUnILATaUIBAIY tcpdump

5.1 m19523 Packet Loss (Q Retransmission)

o

U
sudo tcpdump -i ethO tcp[13] & 0x01 = 0
fawmosiiduianie TCP Retransmissions
1198V = Jyviedens iy

o Linkug

e  MTU mismatch

e  Firewall U&®nu14 Traffic

5.2 9152988 U DNS Error

findu DNS:
sudo tcpdump -i eth0 port 53 -vwv
FunanadnsRaUnd wu:

(] SERVFAIL

(] NXDOMAIN

Page |47



(] FormErr

5.3 159989V Latency #28 ICMP Timestamp
finns ping:
sudo tepdump -i eth0 icmp -vwv
Fana:
®  “time exceeded”
e “request/reply delay”

01 delay g9 — 9198 network congestion

5.4 »357389UN13 Scan Port (Nmap Detection)

vJa tcpdump:

sudo tcpdump -i eth0 tcp flags syn
LLE;J’JZ%IJQ:

nmap -sS 192.168.10.10

Naaws: azuiu SYN vaneseenss — 1Ju port scanning pattern

[ 16) Export W& .pcap WoAas1zilu Wireshark

Sufinveyaadlyia:
sudo tcpdump -i eth0 -w labl_capture.pcap
§naU 30 3t W CTRL4C
guualvia:
ls -lh lab1_capture.pcap
;EL%‘aua'lmsaﬁﬂWf;ﬁLﬂﬂiu Wireshark Lﬁa@swaz@am e
e  TCP handshake
®  Retransmission
. HTTP stream
®  TLS handshake
®  DNS Query

L7 Ansizntdymszuu (19dayaann tepdump)

HiSEURBUINMIMARBLvaT LA IdeuaTUNa

& 7.1 AAs7e% Traffic ¥89 Web Server
fndu:
sudo tcpdump -i eth0 tcp port 80 -wv
@ﬂ"l:
e SYN/ACK
e RST (1inan connection gniaAudn)

(] HTTP error code

& 7.2 Jpssvinsitauneananta

fndu:
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sudo tcpdump -i eth0 tcp and 'tcpl13] & 0x10 I= 0'

grauaazuiining — ameiuduini = Ty latency

& 7.3 752380V Traffic WauUnd (Malware Pattern)
ﬁﬂﬁunﬂashqmﬂwa%mé?aqmé’a:
sudo tepdump -i eth0 port not 22 and port not 80 -c 50
nndl:
e W0 4444, 6667 = botnet
e  UDP flood = DDoS
e  SYN flood = attack

TnpiSuseau

L] 8) AeiigjiFeudacds (20 azuuw)

$18N15

1. 19 tepdump Fuufininalaess 3
2. Filter Traffic la (ICMP, HTTP, DNS) 4
3. Export .pcap wareSuny 3 aruddny 4

4. 3Lﬂi’mﬁﬂ'ﬁym Network (latency / DNS / retransmission) 4

5. 95993V Pattern Attack (port scan / flood) 3
6. is1guaTUNE LAB Wi 2
39U 20 AZLLUU

‘é‘ LAB 1 (¥ Data Capture) \a30aaysel

wsoslvaousiumazlvySoulRlaviudiey
fiousmesnsivisavine:

C’j’ LAB 2: Wireshark 3Lﬂi'1:ﬁﬂzgmszuumﬂ PCAP
%30

(3 #osn1ssau LAB 1 1Juwenans POF + Tusw ?
Tnlsavidulunefing?

AnYAIN:

lab 2

ChatGPT %nd:

lawaasiiens Q@

uelsaazdnyin LAB 2: Wireshark - Fiasigntlayvniasatnaanning PCAP

Tusedu Advance alaaieniu LAB 1

gsewrimala 100% wazt1lads “Amsendyymssuuase” nu Wireshark Az
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L] LAB 2 — msTldieru Wireshark Aiasnesidyniaiadngann

lwa PCAP

(Deep Packet Inspection & Network Problem Analysis Using Wireshark)
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< TngUszasAvag LAB

899U LAB éﬁaué?aaamﬁaz
 nlvia Pcap lavn tcpdump
1 Display Filter Sinsznvoyaianizqn
& #329@0U TCP handshake, Retransmission, RST, FIN
& 9379@8U HTTP, DNS, TLS, ICMP
Vv Aeszidamiedenns loun

e |atency

®  Packet loss

e  DNS ERROR

e  Slow HTTP

e  TLS handshake failure

 ansasuradymeeninuuuiloandn

L] 1) Wéhidaslely LAB

TWashansde:
lab1_capture.pcap
Julaiilasnn LAB 1 (tcpdump)

mEsuansalylnasse vislulnaanenaseiiwieuliila

L] 2) Walnd PCAP §18 Wireshark

10n Wireshark — 1den:
File — Open — labl capture.pcap
wﬁwaa%uam:

o  Packet List

e  Packet Details

o  Packet Bytes

[ 1 3) n1s1d91u Display Filter (si2lawas Wireshark)

3.1 BAASLAWIZHANLND ICMP
icmp

3.2 \@an1g HTTP

http

3.3 1an1g DNS

dns

3.4 12Ny TCP handshake

tepflags.syn == 1

3.5 TCP Retransmission
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tcp.analysis.retransmission

3.6 TCP Connection Reset

tcp.flags.reset == 1

3.7 TLS handshake

tls.handshake

L] 4) Siasn29 TCP Handshake (As7ageuANFLYsalvaIns

:
= 1
L UBUAD)
Tyei3ouaum:
tepflags.syn == 1
Funpanau:
1. SYN
2. SYN/ACK
3. ACK
WNAURAUNG 1w
o luil SYN/ACK — oy firewall
e {iRST — gy port ludn
e Delay 529719 SYN — SYN/ACK > 300ms — dJymLatency

v, v “ ¢
[%&LﬁEJ‘L![F]?NL“UEJuNﬁ’JLﬂiW%MaﬂIuIUMU

L] 5) AT12%Usy1n7 Retransmission (1ia Packet Loss)

1{; Filter:
tcp.analysis.retransmission
pwevansauaTsluratandy 9 = Jaynniin
awniig3ouneiagen

e Network congestion

e  MTU mismatch

e Wi-Fi Signal i

e  Firewall/IPS Drop

L] 6) Awasresiddeym HTTP 91 (Slow HTTP Response)

1“5 Filter:
http.response
Fenuininafil:
Response Time
@Jf’ﬁ:

e 6N 200ms = @

e 200-500ms =

o 15 = Ugmszuu Web/Backend

ATIVEADU:
http.time

a1 response time g4 — AATIEN:
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e CPU Backend ¢4
e  Database %1

e Network Delay

L1 7) 31ms129i DNS Error

v Filter:
dns
ATIVEBUAINDU (Answers)

ANV Error Lyu:

° SERVFAIL
° NXDOMAIN
° REFUSED

L] FormatError
TnpiSeusy:
) da
e Domain wuiiienain
o Query laawmlug
e Resolver flyunauiin

N5y DNS Query 1@gtaiunu:
dns.time > 0.5

DNS Tataaniiu 500ms = Jeym network 130 DNS &l

] 8) AAI129 TLS Handshake Failure

1% Filter:
tls.handshake
IANU:
e  Client Hello
e lufl Server Hello
eonu:
e  Alert: Handshake Failure
e Bad Certificate
NiBumDIaTUAYR LU
e  Certification expired
e  Protocol mismatch (TLS1.0 vs TLS1.3)
e  Firewall #3293URANARA

e Cipher suite Tusassu

L] 9) A2 ICMP (Latency & Routing Problems)

1% Filter:
icmp
Tu3oudann:
®  Destination unreachable
e Time exceeded (TTL exceeded)
® latency — g time between request/reply

Jaymfiaela



®  L@UNSAA (Routing Error)
o iasasUangmalunau

e  Ping #{l8931n congestion

[ 1 10) 31A512%% Port Scan (Nmap)

1% Filter:
tcp.flags.syn == 1 and tcp.seq ==

o
nIn:
tcp.flags.syn == 1 and tcp.flags.ack ==
adaniu SYN Sruauannaeluwasdu 9 = port scanning
QL%EJUE]@QWTJQH@U?WZ

o P sunnspslas

° wanUNBIALAURLlTUNS

] 11) AAsIERAURAUNRAVDY Traffic LUUSIY

Ty I/0 Graphs:
Statistics — 1/0 Graph
AnTen:
e  Traffic Peak
e Drop
®  Retrans Peak
®  DNS Peak
SL% Conversations:
Statistics — Conversations
91 Top Talker:
o P lvuawnniian

e Protocol Twulwunniign

L] 12) asun1sasraseutigm (alusw)

;;Saw;mmauﬁwmﬂu LAB:

1. P ﬁﬁ Retransmission mm?iqmﬁa?
il DNS Error a¥lsuna?
finns Port Scan iAntuviela?
TCP Handshake amyj’iajﬁal‘ul?
HTTP Response Time wlns?

Traffic ianuA Peak vavantng?

N R LN

WU TLS Error visely?

L] 13) AeiidiSeudasds (20 azuuw)

$78n15 AZKUY
1. \Un PCAP uagly Display Filter gnaes i

2. ?Jmi’]w; TCP handshake + Retransmission 4
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378013 ATUUY
3. 9999WU DNS Error %8 Delay 3
4. 7539 HTTP Response Time 3
5. 91593 TLS Handshake Failure 3
6. nsenanemnvaym 3
374 20 AZHUY

3 < 4 [ 1 d'
> LAB 2 Lai%augsmumﬂzwam
AsUNY azden TsaeutinAnwviseramundilaviud
fiousnoenslvlsari LAB 3 (ss/netstat 31A51% port & connection) nataglnuny?
AUNATN:

lab 3

ChatGPT yyn31:

Imavaziions Q

voslsaaydnyi LAB 3 — n1sl4 ss uag netstat 5137123 Port, Connection, waslayvniasatessaussuy

LUU azdenuIn, aaupj&'auﬁﬂﬂswu Network Socket 934, nsasiaaeudym, AMSAWN Malicious Connection

wazn ATz Service lupauausing

|:| LAB 3 — 1519 ss / netstat iWansdau Port,

Connection, wazilgynnasadnguy Ubuntu 24.04

(Advance Socket & Connection Analysis for System Troubleshooting)

@ Saguszasduos LAB

KiZsumesAINIn:

v mmaauwa%mﬁgﬂﬂagﬁluﬁzw

W/ A599@8U Process iy Port

« A59 Connection State 1 SYN_SENT, ESTAB, TIME_WAIT
7 asaeutym “vhluuinislumeuaues (Service Down)”

Vv asedunesanesasd / uininesdiida Backdoor

v 4 3Lﬂ'i'13‘1; SYN Flood / Port Scan s\ﬁumi@ Connection State

7 lyveyaiiiaundeym Network Layer 484 Ubuntu

[11) gunsniuazszuuilély LAB

e  Ubuntu Server 24.04
®  Tools: ss, netstat (310 net-tools), lsof
®  Service n@@au: SSH, Nginx, MySQL (WEpUSNTBUALTiRARSLD)

e P @987 192.168.10.10
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(]

L] 2) fiasansesiiafisdu
Ubuntu 24.04 1 ss findsaniuan

m"l,aiij netstat:

sudo apt install net-tools -y

L] 3) asavsmau Port Millnagluszuu

s v
3.1 ATIAINDINNY SS

ss -tulnp
Anasune:

e t=TCP

e u=UDP

e | = listening

o n=uanatusuan (la resolve 7o)
®  p = L@MY process
fiFeudastuiinua 1u:
Protocol Port Process
TCP 22 sshd
TCP 80  nginx

TCP 3306 mysqld

3.2 A5IANBIAAE netstat

sudo netstat -tulnp

WiDlUSgUiB UANMULANANIVBINAGNE

|| 4) ms2980U Process + Port wuuLanzan

4.1 931 “wasatiduvaslusunsuazls”

ﬁaa&wmmmﬁgwaw 80:
sudo ss -tulnp | grep :80
-
nIv:
sudo lsof -i :80
v sdya y_ o

NﬁﬁWﬁ%ELiﬂuﬂaﬂﬁﬂT}u:

e PID

o olUsunsu

e Path vadlUsunsu

e FNSUDY user

L] 5) Bums129i Connection State

AN
ss -tan

dunmaniugves TCP wu:
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State AUVNNY Usymnuaw
ESTAB Foumeuan  Unf
SYN_SENT  soi%ouna Jaym1 network 39 server lupau

SYN_RECV  server 98 ACK server load g4 / firewall
TIME_WAIT 98 connection Un# uAgLazan = Ty
CLOSE_WAIT 599n91n client 81aiidsyu application hang

FIN WAIT  Jn connection Un#

L] 6) neassaatunisaiasely LAB

6.1 d319 Traffic lagn1si1utinLiv

1Jn browser vastinAnwN:

http://192.168.10.10

Ul server u:

ss -tan | grep 80

KSsunpaiumany connection ogluanuy ESTAB waz TIME_WAIT

6.2 Snanelaym “LIudlaild” wazdiasient

99 Nginx:
sudo systemctl stop nginx
vwadosiTou:
curl http://192.168.10.10
UU server:
ss -tulnp | grep :80
HaANSTideslATei:
o lufilusia listen port 80

= web server lulasu — Jaymegi service layer

6.3 31aa3Usynn SYN Flood Attack

1Ja tcpdump Tudn terminal:
sudo tcpdump -i eth0 "tcpltcpflags] & tcp-syn I= 0"
waluiadasdulan:
nmap -Pn -p 80 --send-eth --max-rate 1000 192.168.10.10
mmr;w SS:
ss -tan state syn-recv
NAGWS:
e SYN_RECV shuausnniinund — 1du SYN Flood

HITHUABITIBNUTEAUAIIEY

L 7) Suasnzninasld Port deinUn@ (Backdoor/Malware)

finduneTe 4444;
ss -tulnp | grep 4444

07498 unknown process LUU:



e reverse shell
®  meterpreter
e nc listener
H3ounoa:
1. s¥yPID
2. \dalvaaswedusunsu:
ls -l /proc/<PID>/exe
3. szynidu Malware vidola

D 8) M523daUAITUIU Connection 8 IP (71533 DDoS)

ss -tan | awk '{print $5}' | cut -d: -f1 | sort | uniq - | sort -nr
HaAWS AL

200 192.168.10.30

50 192.168.10.40

o
MNATU:

a0 . a a e )

o IP lﬂuﬂﬂ']U'Ju connection ANNKNAUNA = AINMDIASEHY

° mmm’ﬁ 100-200 connection = 813wy bot #38 attacker
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L] 9) asraseuilymn Service &9 (CLOSE_ WAIT 31u2usi1n)

ss -tan | grep CLOSE_WAIT

fufiunanesey connection:

GRTIR
e  Application U connection RANAA
e Tan backend i bug
e  kernel backlog L

yd ¥ a ad i
Qﬁ&mmaﬂwwmma + 0N

L] 10) 5129 Delay v89 TCP Connection

1Jn Wireshark 5ua38 91581 ss:

ss -0 state established '( dport = :80 or sport = :80 )'

AAN:
U
[ rtt
[ rttvar
10814
rtt: 500ms

1N rtt > 300ms = network delay

d L%

L] 11) fefiglisounasds (20 AzLuw)

518M9 AZULY
7339 Port + Service lagnmas 4

iAW Connection State (ESTAB/SYN_RECV/TIME_WAIT) 4
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3189015 AZLLUY
asranud Service lumauauas 3
MFIINU SYN Flood / Port Scan 3
34A5199 Backdoor Port (unknown process) 3
JiAT129181U3U Connection Ao P 3
LY 20 ASLUY

-3)- < ¢ v A
& LAB 3 iwFaauysaiudadziions @
0199313 Uaslsaaunsavin LAB 4: lsof ATz Process/Port 1itaw Malware uazilaywn File Handle aolwlalaspziiows
poamslvuny?
AMYAIN:
no

ChatGPT yyn31:

Imavaziions Q

vaslsaauidou LAB 4 — n1sl4 Lsof 1itans29dau Process, Port, File Handle wazdasizilgmiszuy
InaziBonsyiulrnuasdusians

wisguvihangle 100% waziwnlaitlinsendymuuuiieoinee

|:| LAB 4 — N34 lsof Lﬁa"?mi’wﬁ Process, Port, File

Handle wagiaunalgyniszuuuu Ubuntu 24.04

(Deep Process & File/Port Analysis Using lsof)

@ Saguszasduos LAB

dleau LAB ;JL'%ausTaqmmm

19 lsof m579@0uN Process lnuidnlastls

v ms’aﬁlaamwwa%mgﬂLﬂmimﬂiﬂil,miﬂm

& 1 Process LLiJaﬂ/(;aqaqﬁa WU malware / reverse shell
7 a5 File Descriptor Fdaurniiiu (FD leak)

1 Lsof %ffagmmsauiw&ﬁﬁqgﬂlﬁgmu

1% Lsof Tasrzadymn /0 w7, log TnRnund

7 lu57uiu ss/tcpdump 270 LAB naunutiiemaunaUay

[]1) gunsniuagszuuild

e  Ubuntu Server 24.04
e  Tools: lsof (ﬁmmzﬂ), ss, ps

o USNsvaaau: SSH, Nginx, lna log, n5eu3uns load g9



L] 2) Anna sof GREEE)

sudo apt install sof -y
FIIVADU:

lsof -v

L] 3) gin “Tusunsula@aludlatng

ﬁwé"aﬁuugﬁu:

(sof

HadwsaziTL:
e COMMAND — #glusunsu
e PID — process id
e USER — 91984
e FD — file descriptor
o TYPE — lnladsmanesls
e NAME — path lvia

D 4) AA1LH Port + Process (R523daun1sWanasn)

4.1 v lusunsulaly Port 80

sudo lsof -1 :80

NEENSTRDIRAI:
o Tsunsuezlsidanesn? (nginx? apache? 3o unknown?)
o PIDwnls

o Path Tusunsuagfilmu?

4.2 %5931 Backdoor Port

#0819m579M7 port 4444;
sudo lsof -i :4444
vienumynesai “lusdn”:
sudo lsof -i -P | grep LISTEN
NIEUADIIATIZ:
o wosalvuluesilluszuu
o TUsunsuitdaunanlu

. v malware v3olu

L] 5) Bumsnzsi Process fifnaeld Network

sudo (sof -i

301N TCP:

sudo sof -ITCP -sTCP:LISTEN
AviSeunaei:

7 amaasunasatdaviaviig

 Muinsiuu listen
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 Usnstvulumisidn

 Usnslvuenaldes

[ 6) S1ase File Descriptor (FD) FlFunnivly (FD Leak)

Jayyildu root cause imuuesluszuu Production

6.1 pauulnanUalaslusiaa nginx

sudo sof -p $(pidof nginx) | wc -l

6.2 alusiwainly FD wnfigalussuy
sudo sof | awk {print $1}' | sort | uniq -c | sort -nr | head
Tgyn:

o ynlUsunsuladalriaunniiu — FD leak

®  SEUUL error:

®  Too many open files

HiSyunRTlATEnuaz vy lUTwaiaUn A

L] 7) Auasnzsitiymn Disk 1/0 uazlnditluaifinuni

L%

7.1 m33391 process lanausulwaniiniga

sudo sof | grep REG | grep -v deleted

7.2 #529M1Na log TaRaunf

LU nginx log:
sudo lsof /var/log/nginx/access.log

a1 FD €3 active 8y = vunalnaduiiuges 9

L] 8) nsavmeulndfignaunddagnld ey Disk laifunui)

Jeymeweadalu Productionl!

Su:

sudo lsof | grep deleted

HaEWSFI0E:

nginx 1234 root 4w REG /var/log/nginx/error.log (deleted)

RATIEn:
o "valégﬂau us nginx Ssloau — disk space iﬁgﬂﬁu
o (;EN restart service \iie free file handle

TniSeunnass:

aulna log:

sudo rm /var/log/syslog

339

sudo sof | grep deleted

L] 9) Aupsnesidymn “uinslaineuauas”

NAFDINYA Nginx:
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sudo systemctl stop nginx

#378U:

sudo lsof -i :80

wadws: lufl process — u3n sl
noaeaudatuinlva:

sudo systemctl start nginx

M5199nAST — ABdiL nginx ndun listen

[ ] 10) ms519d0uUsn1sduUes (Zombie Process / Defunct

Process)

ps aux | grep defunct
#3579 Process AU lsof:

sudo lsof -p <PID>
mnludl file handle — wffu zombie process
r:gl,’%‘wgaaisummg i

®  Parent process Tanfiu exit status

e Application crash

D 11) N159AS1EM Reverse Shell / Malware Connection

AN connection WUURAUNR:

sudo lsof -i -nP | grep ESTABLISHED

298:

bash 1222 user TCP 192.168.10.10:45678 -> 45.9.10.23:4444 (ESTABLISHED)
TJufie reverse shell

v, v

HITEURDN:

 szunlasda

 alusios

7 aulvafinenves

L] 12) defBoudasds (20 Azuuw)

318013 ATHUY
1. 1393 port + process M Lsof 159 [
2. %1 Backdoor/Unknown ports 3
3. 3iAT v FD leak 3
4. Asizalla log InAnunf 3
5. ngravlila deleted idsgnlvau 3

6. AU reverse shell/connection HAUNA 4

kit 20 AZLUU
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X < ¢ [ ' a
& LAB 4 aSvauysaiudanziions Q
nesnslnlsavin LAB 5 seluunz?
LAB tinlUe:
[] LAB 5: 14 top / htop / iostat / vmstat siia3as123% CPU / RAM / Disk Bottleneck wuuiloandn

nlsadeunaiaslrung?
AUNAIN:
7o

ChatGPT yad:

lPLaonsions Y%

vodlsaaiin LAB 5 - msld top / htop / iostat / vmstat 31a312% CPU / RAM / Disk Bottleneck
LUY aiBEmsEAu Production Hi3ewnaalaTss 100%

wialumnsiadym Performance w04@359395 Ubuntu 24.04 Meuazuiuianny

L] LAB 5 — n151% top / htop / iostat / vmstat ATIZH
Usynin CPU, RAM, Disk wazszuulagsiuuu Ubuntu 24.04

(Advance Performance Troubleshooting & Bottleneck Analysis)

@ Saguszasdues LAB

\dleau LAB ;JL’%awTaqmmm:

v Tgeda top wag htop Aps1zalusiwadiin CPU / RAM

v 4 T4 fostat m529@8U Disk 1/O bottleneck

v 1% vmstat A533988U system load iag kernel activity

W anlvannnaouiiiogneingsussuy (CPU/RAM/Disk Stress Test)
v A2 root cause 993Ugyn1 Performance

 asuiansnsiadeuldunaila

L] 1) aSesfiafigasld
fada:
sudo apt update
sudo apt install htop sysstat -y
ﬁqé’ﬁﬂﬁ?z
e top — Monitor CPU/RAM uuuitugiu
e htop — N5 + Algaune
o iostat — AAT129 Disk/IO

e umstat — 31A5189 kernel/CPU/MEM load

(%4

L] 2) 1w top (ugudndny)

U

o

U

top
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TniSoudann:

A1 1: system load (f1Aguxnn)
é’aas&lgwuuu:

load average: 0.12, 0.08, 0.05
pAgaAus L CPU — szuuidudn
#8873 CPU = 2 core

load average > 2 = AI53¥

4 = geilnun@

10 = \ASaslumoUEALDS

& A1 2: CPU usage
@*ﬁum:
%us sy %id %wa

A1 AUNNNY Usymn

%us User CPU  TuUsunsuiu CPU
%sy System CPU Kernel ¥n91uwiln
%d Idle 14

%wa |/0 Wait Disk / Storage %’1
57 %wa > 20% = disk bottleneck
£1 %us > 80% = app 1% CPU 111

01 %sy > 30% = kernel/driver BauUn

& @1 3: Process viewer
B:J:L%FJW;{ENHW:

e P —> JaS8emu CPU

o M — JA5IRN RAM

e T — dalFemuan CPU

Yuiin process 91 CPU gugn 3 51813

[13) nsTdanu htop (#7n731 top)
Su:
htop
sjﬁaué?aa@:
« uaud CPU
. “ﬁﬁa kernel
e TyIFD user

e umsABa I/O

& uau Memory / Swap
e AGed (cache)

o a4 (active)

& Process Tree (F5)



Twga process lyuidune—gn
Ty zombie lageann

v o
& AUNI process ANUYD

nn / byu:

/nginx

D 4) 19 iostat #5299 Disk 1/0 bottleneck

o

U
jostat xz 1

TnySeuiiasenan:

A AYIUNIY Uaymn
r/s, w/s read/write per second throughput
rkB/s, wkB/s read/write KB data rate
await NANANBUAUDY >20ms ‘g’]
svctm service time Susulul
%util nslwau Disk >80% = disk full load
Froenadaym:

81 %utit = 100% — Disk gnlvsnuiiy — naaufial IOPS #3e optimize DB

[ 5) 19 vmstat 3LA512% Kernel Activity

o

U
vmstat 1 10
Tva:
Y
fin AURNNY
r U process 158 CPU
b 314U process 7159 1/0

free RAM 719
si/so swap in/out
bi/bo input/output block
us/sy/wa CPU breakdown
ﬁaaéwﬁq%ﬂmm:
e > 91U CPU = CPU bottleneck
o b >3 =1/0 817N
o si/so>0=RAM luwe

*  wagt=1/OWait g

|:| 6) N15as19lnanLNBNAddU Performance

6.1 nagdau CPU

yes > /dev/null &
neyn:

3
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killall yes
IniSounnalu htop
Y Y

6.2 nagdau RAM

stress-ng --vm 2 --vm-bytes 512M --timeout 20s
AR 9 1u top/htop

dunm swap, free, cache

6.3 Nadau Disk

dd if=/dev/zero of=/tmp/testfile bs=1M count=2000
TnpiSeugaly iostat

L] 7) Siaszwilymn Performance Taglddayann Tools

Y
(%4
NNRURN
NZEUnIIATIEN:
 ad 1: CPU Tdgeiiaund
#unman top/htop
e 1u:
e php-fpm loop
®  malware

e infinite loop

« Ad 2: RAM liina
7IN:
e free memory i
o swap lvo

e  OOM message U syslog

& 1ad 3: Disk I/O auauati
10 iostat:
®  await g4

e %util 100%
e suveyavhaunin
e  backup fiu I/O

e SSD 5wy

108 4: szuudaduiag q

910 vmstat:
e bay
Y
*  wagd

e
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e |/O wait
e  disk bottleneck

e  (CPU starvation

= |

L] 8) TusuigSeudasds (20 azuuw)

18015 AL
19 top/htop imiwﬁiﬂmagﬁﬁm a
1 iostat Juas7e91 Disk bottleneck 4
19§ vmstat 83U18 kemel activity 3
1 Stress test + &4LNANE 3
szl 2 Lﬂammylagaﬁa 4
a5Una LAB 2

3 20 AZLUU

& LAB 5 wSmuysaiudanziions Q

A9IN13lsaTau LAB 6: n5kY journalctl 3Lﬂi‘1$ﬁﬂ§ym Service Fail / Crash / Authentication / Kernel molnunz?
AnYAIN:
"o

ChatGPT yad1:
laauasiiens Q@
ueslsaazdnyi LAB 6 - 1514 journalctl Amsnziiaymn Service Fail, Crash, Authentication Error wag Kernel Issues

wuvazBeaiian wngdmsulvaeuasauazinszndymn Production lamy

L] LAB 6 — nsTd journalctl Aaszstdaynn Service Fail /
System Crash / Authentication Error / Kernel Error uu
Ubuntu 24.04

(Advanced System Log Analysis & Troubleshooting Using journalctl)

< TngUszaAvag LAB

18939V LAB E:Jlll’%&lu;@\?a'm'ﬁﬂi

1% journalctt et log vessruvesaiulaseEsne
 Aanenangues service au / start lulla

& #92988U kernel error w1 /O Error, OOM, crash
7 s3aaulyym) Authentication / SSH brute-force
&/ 75798 system reboot history

7 uen log aul service, musianiiiadaym

 hveya log iniasgvasuanvnueslymase
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L1 1) ansauesesile

Fndamdnitlas
journalctl

journalctl -u <service>
journalctl --since --until
journalctl -b

journalctl -xe

journalctl -k

L] 2) g Log nanuavasszuu

journalctl

0o g ¥V A P
wugihlngSeuaeaiious weilaguiuu log

L] 3) 9 Log angAluUU Real-Time

-
LAUBU tail -f
journalctl -f

Tumsaaau service Muia restart ladunn

[ 1 ) Biaszdi Log Ud4 Services

4.1 §i79814: AT9EDU Nginx

journalctl -u nginx

QLQWW%@I’]QW 100 $78n13:

journalctl -u nginx -n 100

TunpazLdun:

journalctl -u nginx -xe

r;gl,%‘augaﬁlmwzﬁ:
®  @ne start VLaJli(; (L port already in use)
e  config error
®  permission denied

®  worker process crash

4.2 34A3129% SSH (F1Agyun)
journalctl -u ssh
930:
journalctl _SYSTEMD_UNIT=ssh.service
H3EURDINTIEAOU:

o dondudde

o Zonduauan

e  brute-force attack

e oot login attempt
Fregniinuves:

Failed password for invalid user admin from 185.x.x.x
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[ 5) 1A% Authentication / Security Logs

Typd:
journalctl _COMM=sshd
journalctl | grep "Failed password"

journalctl | grep "authentication”
TogFousonu:
e IP fingnew brute-force
o f\i?U’JUﬂ’NNWEﬂEﬂNéQJma’J

o Users Nignlawd

[ 1 6) 35124 Kernel Logs

o @

AEN:
journalctl -k
HSeunam:
e |/O error
e filesystem corrupted
e  Kernel panic
e OOM (Out of Memory) kill
e  Hardware failure
#9819 OOM:
kernel: Out of memory: Killed process 2345 (mysqld)
e UL C e Taea AT R It

L] 7) Auagnesi Log vauztindeynn (Time-based Filter)

Froga:

Jeywianan 14:30 S 14:45

journalctl --since "2025-01-01 14:30" --until "2025-01-01 14:45"
vi3ageaunds 30 wit

journalctl --since "-30min"

Tadmsu:

&/ $1379@8U service crash

 1ATIZNATT restart UBY €

& 9373@9U memory leak/CPU spike

|:| 8) M52380UU52IANIS Reboot UB95ZUU

@‘I@ﬂﬂ%ﬂﬁ reboot:

journalctl --list-boots

9 log w3 reboot angn:
journalctl -b -1

HISEURBINBUILATEY reboot TUARTluAeuL



L] 9) AipsnzsitiymidiiAnann Configuration Error

Vlﬂﬁaﬂa;]\i error:

sudo nano /etc/nginx/nginx.conf

Wq\llll error leiul

XXX

nngaU:

sudo systemctl restart nginx
fn339dU log:

journalctl -u nginx -xe
HI3BURDYIATIZN error TTU 1Tu;

unknown directive "xxxxx"

L] 10) Aupsnzsitlaymn Port @1 (Port Already in Use)

99 nginx:

sudo systemctl stop nginx

§U netcat:

nc -1 80 &

WYIYIU start nginx:

sudo systemctl start nginx

9 log:

journalctl -u nginx -xe

Y o YA oo ! a
[%&Liﬂuﬁ]aﬁﬂuﬂu’ﬂﬂmj%%ﬂﬂﬁﬂﬂ:
bind() to 0.0.0.0:80 failed (98: Address already in use)

1 v
|:| 11) M52988U service 7 restart @1 8 (Crash Loop)
i
journalctl -u mysal | grep "failed”
Froenadeym:
e  database corruption
®  permission error
e  out-of-memory

HISEUARIIATIE 1 Nl

= |

[ ]12) IUQ’I‘IJ'S']EN’mﬁE:\IL gUNDIEY (20 AZLLUL)

318113 ASUY

1. siﬂ?joumatctl AU service error (nginx/ssh/mysgl) 4

2. AAT189 authentication fail + brute-force 4
3. Aivznt kemel log (I/O error, OOM) 4
4. v time-based log analysis 3
5. BAsen config error / port conflict 3
6. a@waimmzﬁﬁa LAB 2

kit 20 AZLUU
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3 < ¢ v 1 A
> LAB 6 Lﬁi%ﬁﬁJUﬁﬁﬂJLLaﬁﬂgwaﬁJi @
poensinlsariae LAB 7: M53A51e9 Log v8s Web Server (Nginx/Apache) luuiny?
AUNAIN:
Mo

ChatGPT yad:

Taunziions Q

vadlsaazdari LAB 7 - Siaseat Log 983 Web Server (Nginx / Apache)
luszéu Advance Production Troubleshooting

L‘JUﬂﬁVWHWMGJL%U%W, HTTP Error, mslaufiu, venauwny, uasUymuseansnm

Hisguvihaula 100% az

[ | LAB 7 — n153uas124i Web Server Log (Nginx/Apache)

iavUyniszuunazeanAIN

(Web Log Analysis for Performance, Errors, Security, and Incident Detection)

< TngUIzaIAvDs LAB

;EL%‘auéTaammm
7 e access.log Wag error.log
& #57988U HTTP Status Code HaUN®
v m’mﬁauﬁu%m%aiwamqa
V Aunnsland
e  Brute-force URL
®  Directory Enumeration
®  SQL Injection / XSS Pattern
e  Bot Traffic
& #79d9U IP AU eTiRnUnd
W AT1gn User Agent uag Path fignBagesiinund

7 asuavndygmidivay / Bue / Vugnlawd

[ 1 1) 194 Log #141u LAB

v Nginx:
/var/log/nginx/access.log
/var/log/nginx/error.log

d3u Apache:
/var/log/apache2/access.log
/var/log/apache2/error.log

Tu LAB ifla Nginx iusfoensvan

(waendsluiu Apache Tawndlouiu)
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L] 2) Tasea319 Log Format (drdyannaeuiiasnei)

Access log Freens (Combined Log Format):
192.168.10.20 - - [12/Dec/2025:12:40:51 +0700] "GET /index.php HTTP/1.1" 200 1024 "-" "Mozilla/5.0"
H3ounoavle:

e |P:192.168.10.20

e Time: 12/Dec/2025:12:40:51

®  Method: GET

®  URL: /index.php

e  Status code: 200

®  Size: 1024 bytes

e User-Agent: Chrome/Firefox/Bot

L] 3) as1adau Log dngn

sudo tail -f /var/log/nginx/access.log

sudo tail -f /var/log/nginx/error.log

Tni3sudann error Lu:

[error] 12345#0: *20 connect() failed (111: Connection refused)
[warn] 12345#0: *30 upstream timed out

L] 4) 3uasn9i HTTP Status Code (Q‘ﬂmuw] Performance uas

Error)

4.1 U status code WUUTI
cat /var/log/nginx/access.\og | awk {print $9} | sort | uniq -c | sort -nr
TvigfiFeuduiin:

e 200 =0K

e 301/302 = redirect

e 403 = forbidden

e 404 = not found

e 500/502/503/504 = server error (d1Agy!!)

4.2 AURIRNIS 404

grep " 404 " /var/log/nginx/access.log | head
v v ' ¢ a a v '
HissudasszydnivideslsngniSenudalainy

4.3 AU 500 Internal Server Error

grep " 500 " /var/log/nginx/access.log | tail
ooz = Ugyil PHP/Backend

[ 5) Aiasnziiudn (Slow Request)

W1z Nginx M0 Srequest time



AU request LAY 1 Wi
awk 'SNF > 1 {print}' /var/log/nginx/access.log
v o v
HLI8UNBINBU:
e URL lnuwiign
e ualvangealug

o P lyuBsvnduiivay

L] 6) 3uasnesinnsland (Attack Detection)

6.1 M59311 SQL Injection Pattern

grep -Ei "(union|select|concat|from|sleep|benchmarkjand|or).*=" /var/log/nginx/access.log

6.2 159311 XSS Attacks

grep -Ei "<scriptjonerror|alert” /var/log/nginx/access.log

6.3 1593 Directory Scan
grep -E "(\.env|wp-admin|wp-login|config|phpmyadmin)" /var/log/nginx/access.log
HISEURDITIBI:

o P finenenilanf

®  User-Agent ﬁ‘L%

e Path fignaunu

L] 7) A5129 Bot / Crawler / Request HAUNG

9 User-Agent:
awk -F\" '{print $6}' /var/log/nginx/access.log | sort | uniq -c | sort -nr
WINNU:

e  python requests

e curl

e Go-http-client

= 912y bot ﬁ‘wmmm brute-force 58 DDoS

=\

L] 8) asnamau 1P ﬁaawazﬁqﬂ (Top Talkers)

TUTIUIU request Ao IP:
awk '{print $1}' /var/log/nginx/access.log | sort | uniq -c | sort -nr | head
HIZEUADITIEI:

o P iiBugeziign

e  {1nu request

e Ju bot / user 934 / attacker?

[]9) Aag1zitaynn Web Server Error (310 error.log)

v

AUNT error:
grep -i "error" /var/log/nginx/error.log
AUNT upstream timeout:

grep -i "upstream timed out" /var/log/nginx/error.log
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GRIVE
e  Backend %ﬁ
e FastCGl/Proxy ma‘u{ﬁ
e  Database overload

AU permission denied:

grep -i "permission denied" /var/log/nginx/error.log

|1 10) a¥eaanunisainegau

10.1 nadau 404

1@ browser:
http://server-ip/asdfg123
A access log:

Y

tail /var/log/nginx/access.log

10.2 nagadyu Slow Request

a374 PHP 91:

echo "<?php sleep(3); 7>" | sudo tee /var/www/html/testslow.php
va:

http://server-ip/testslow.php

?’{uwﬂ‘u log:

grep testslow /var/log/nginx/access.log

HSBURDITIY request_time g9

10.3 nagadu SQL Injection
va:

http://server-ip/?id=1' OR '1'="1

Aum:

grep "1' OR '1" /var/log/nginx/access.log

= ¥V 1

L] 11) TuswitgGeudesds (20 asuuw)

318113 AZLUY
AT 189 HTTP status code lngnaas 4
MTIANU slow request 3
1291 Bot / Crawler / Attacker 3
7999 SQL Injection / XSS pattern 3

A2 error.log TU upstream timeout 3
ﬁiUﬁ’lmaﬂ'ﬁymmm scenario 1L3® 4

33U 20 AZLLUU

& LAB 7 whimuysaiudanziions Q

wsawlvaou thluaeuufif wavihlviwszmmanisaaidaae
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fiousnoenislulsari LAB 8 delvuaz?
vhaedaluie:
[] LAB 8 — n1sld MySQL Slow Query Log Wanszideynn Database 91 / Query 41

Inlsamifiunsnalasuzay?

AUNAI:
fhak

lab MsE8NUNRANASE hdd ¥89 vm el

ChatGPT %nd:

Inagasiions Q

vadlsaayin LAB: nsveneuiiaan (Extend Disk) was VM fiiNufiiiis (HDD Ful)
wuvaiden 100% dmsulvaeusislumes LAB

3995U VMware / Proxmox / VirtualBox / Hyper-V

warsEUUUUANS Ubuntu Server 24.04 pg

L] LAB — nnseenefiufinanvas VM biagaueseansedn HDD

1@ (Extend Virtual Disk + Resize Filesystem)

(Disk Expansion for Virtual Machines - VM-Level + OS-Level)

@ Saguszasdues LAB

899U LAB ;‘?G&Ju%mmm:

& 818UUIA HDD ¥83 VM 310 Hypervisor (VMware/Proxmox/VirtualBox)
& 9137988 Disk LANUU Linux

V78 Partition M8 growpart 1138 fdisk

& U818 Physical Volume (LVM)

& U819 Logical Volume

& 818 Filesystem (extd / xfs)

 undaym “HOD nauienlula” lnase

« mu Step Tausiduszuu Production

N Feiilély LaB

e Ubuntu Server 24.04 (VM)
o 1o Disk Wiyl 1¥U /dev/sda
e Filesystem: extd %39 xfs

o o LVM %58 Non-LvM (Hlvisaaiuy)

|| Tasea®q LAB fiazvin

W1 dvvuedanan Hypervisor  (VMware / Proxmox / VirtualBox)

ee

2

ee

<2

Ui 2 psIRdeUAENasIlu Ubuntu

=

g&e
=
w

Y818 partition (growpart #39 fdisk)

L.

autiu LVM — 9818 PV wae LV

gez
=
=y

D

g&e
=
¢

V818 filesystem (extd %30 xfs)
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A X d oo
VUN 6 ATIVEABUNUNVAUNY

L 9udi 1: venevunnpasain Hypervisor

&” VMware Workstation / ESXi

1. davM

lele’l VM Settings

\den Hard Disk

An Expand / Increase size
fapn9 NI 20GB —> 40GB
Wa VM

A

& Proxmox VE

1. lUf VM — Hardware

2. \@en Hard Disk (scsi0 / sata0)
3. ﬂaﬂﬂ;u Resize disk

4. Tavwiadia 1wy +20G

5. na OK

6. Reboot VM

& VirtualBox

1. Ua VM

2. lysdsuu Host:
VBoxManage modifyhd "VM_NAME.vdi" --resize 40000
(st 40GB)

3. WavMm

L] 9ufi 2: ash9deufanly Ubuntu

\15EUU VM wanfian:
lsblk
Fragnwadns:
sda 8:0 0 40G 0 disk
I—sdal 8:1 0 20G O part/
Funan:
e fian sda Ty 40GB uan
o um partition sdal €4 20GB agj
WNBAU:

fanlauda ua partition 84laila

L] 9iudi 3: vene Partition
380 1 (LLuzﬁ’]‘ﬁIqw): 14 growpart (cloud-utils)

v
o

AnFaNaU:
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sudo apt install cloud-guest-utils -y
9819 partition 7 1:
sudo growpart /dev/sda 1
ATIFOUBNATY:
(sblk

&
ABDUU:

sdal — 40GB

;
259 2: 19 fdisk (n58d growpart 14lailé)
| Silnosseds unvaonfon step gnaes
1. U fdisk:
sudo fdisk /dev/sda
2. @u partition 1y (881 myagalzimﬂg"lﬁmﬁwﬁaulﬁu):
d — au partition 1
n — aiy”m partition sl
p — primary
1 — partition number
Enter — start sector (vndew)
Enter — end sector (l9f default iglafuiiioum)
w — duiin
3. Reboot:

sudo reboot

14

L] il 4: nsdhdu LM (§131 Lvm 145340)

4.1 7323 Physical Volume
sudo pvdisplay
4.2 Y81y PV

sudo pvresize /dev/sdal

4.3 9 Logical Volume

sudo lvdisplay
AUNR LV fo:

/dev/ubuntu-ve/ubuntu-lv

4.4 v818 LV ﬁ’ﬂﬂﬁ\lﬂ

sudo lvextend -l +100%FREE /dev/ubuntu-vg/ubuntu-lv

[ 9udi 5: vene Filesystem

3l 2 WuU: extd / xfs

gy exta:

sudo resize2fs /dev/mapper/ubuntu--vg-ubuntu--lv
%389 non-LVM:

sudo resize2fs /dev/sdal

dudu XFs:
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sudo xfs_growfs /
w3e:

sudo xfs_growfs /dev/mapper/ubuntu--vg-ubuntu--lv

L] Sudi 6: asnaaauiufilva
df -h
sy root (/) Wulm 1w

Filesystem Size Used Avail Use%

/dev/mapper/ubuntu--vg-ubuntu--lv  40G 12G 28G 30%

37)- v oy v v
& ARG RN
« 2818 Disk 910 20GB —> 40GB #1159
/ Partition ﬂumagﬂ(;aa
W Filesystem a1uaualng
7 liflvoyagame

VM vhaunelauuiiuiiagii

L] TuswitdiFeudecds (20 azuuw)

I18N13 ATLUU
YeeRanaIn Hypervisor d15a 3
growpart / fdisk 81 partition 5
pvresize + lvextend (ﬁymju LVM) 4
resize2fs / xfs_growfs d1159 3
wanaa (sblk + df -h neu-uda 3
asiuneuitindmueluseny 2

EieL 20 ASLUYU



