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dunaunisuala PermitRootLogin uaznasaunisizinldu
(SSH)

vinuu SERVER | )
Login #1u PUTTY (ilu root (w3aslavifidnaunlulwe)

dunaui 1 : ilaWa sshd_config s vi
vi /etc/ssh/sshd_config

iaitlalnaua? avatlu Normal Mode

dunaui 2 : auKIUsIIia PermitRootLogin
Tu Normal Mode TviwWuwW

/PermitRootLogin

wadna Enter
wihaaaztdauldiussiadnwaed

#PermitRootLogin prohibit-password

dunaun 3 : ualaussiia (ann Comment — 1209113549)
3.1 autasavung #

. @aupasiaslilighanes #
. ARl X

aglagussviailu

PermitRootLogin prohibit-password



3.2 uintuuaunla (Insert Mode)
A1

[

NNTULARTI

prohibit-password

Tiiilu

yes

ussagavinesdadlilu

PermitRootLogin yes

Juaauil 4 : aanannTuuauala
a1y

Esc

a 'y} oy o~ -
2Auaaun 5 : dunalwanazaanann vi

‘W(

wadnea Enter

Jumnaui 6 : Restart SSH Service
WialwaAudlaing

systemctl restart ssh
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ATIARAUIA UL
systemctl status ssh --no-pager
TRNYATG R

active (running)

dunauil 7 : nadau Login usian Client (PuTTY)
. aniin@ny PUTTY au

. fa PUTTY Tuy

. 1& IP Server:

. 192.168.10.10

. e Open

. Login &l

SOOI~ WN =

login as: root

Tasi&ru — ne Enter

dumnaun 8 : msr3sauI1 Login 1154
(ad'le asuiu prompt vy
root@server:~#

EPRELIALS!

whoami

NadWssadLilu

root
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L4
Q/

dunaunisénee Apache Web Server (Apache2)

A 1 = d‘l’ []
1) asradausdaruziaiainauanay (nuzin)
Waduduinatiia3ae Server gnsiav

whoami
hostname

ipa
gadulain

. ¢{lafiilu root
. IP @594’y Server (1211 192.168.10.10)

2) dliaasran1suinina
apt update

LAGNA
ialviszuufsuiinina Apache LasTURRINCRUNLRLLRELTNHA

3) finciv Apache Web Server
apt install -y apache2
SENINAAG

. FYUUALHI service 2ia apache2
. iawasa 80 MidnTuwid (614 firewall ulan)



4) asradausianur Apache Service
NIHAGILESA

systemctl status apache2 --no-pager
NAAWETIgNEDY Ry

Active: active (running)
drfolaiBuvineu TWde

systemctl start apache2

5) sivanTui Apache Buvinvrudaiudiauiatidaiasas

systemctl enable apache2

6) asrasauasadu Apache
apache2 -v
AIDETINARANE

Server version: Apache/2.4.x (Ubuntu)

7) asyadaunasnil Apache 129u
Apache azWevinase 80

ss -tlnp | grep apache2

GiadLAY

LISTEN 0 128 0.0.0.0:80
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8) nasau Apache iiiavsiu (111 Default)
8.1 nasauann Server

curl http://localhost

132

curl http://127.0.0.1

61 Apache vin91u agiiu HTML wasniin Default

8.2 nasauann Client (Browser)
aduusdas uadla
http://192.168.10.10

ARISATRTRTR!

“Apache2 Ubuntu Default Page”
L&A93IN Apache vinvuizausas

9) Tasvas v lnadAsyaay Apache (a2951u LAB)

cnlilank] SNt U
TWdnan /etc/apache2/apache?2.conf
Virtual Host /etc/apache?/sites-available/
Enable Site /etc/apache?/sites-enabled/
Web Root (Default) | /var/www/html/
Log /var/log/apache2/
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10) mﬁlomuﬂu Apache " lafiiaa (#1115 LAB)

A5 Adv
Start systemctl start apache?2
Stop systemctl stop apache2
Restart | systemctl restart apache2
Reload (Lusnnrsitianeia) | systemctl reload apache?
f533 config apache2ctl configtest

11) msasrasiauianintiava

11N Apache 11vindu
11.1 as7a&au config
apache2ctl configtest
Gavle

Syntax OK

11.2 a log error

tail -n 50 /var/log/apache2/error.log

12) s5Uuan1séince Apache

Wlavinasudusaud da37

. Apache Web Server éingai3ausas

. dalusnisvinase 80

. wiandmsutunaudaly da
(¥ A15&919 Virtual Host &11i5u aaa / bbb / ccc /

ddd.comed.net

Page |7



Page |8

L4
Q/

dunauniséince MySQL Server (mysql-server)
Waula

. ¥inuu SERVER (Ubuntu Linux)

. Login ilu root

. 'Lilaf sudo

. T2 MySQL & n5usaviusu Web / LAB Tuaunaa (1au
WordPress, Web App)

1) asradaudaaruziladviunaziniag
Aauisufindy Widuduinvinouatuu Server uagiilu root

whoami
hosthname

ipa
NATIANANTY

. ¢ilafiilu root
. IP @59A'u Server (1211 192.168.10.10)

2) ddinasranisuiining
apt update

LAGNA
Walvszuufiasy MySQL Lastdunigfasannadviininanad
Ubuntu
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3) finciv MySQL Server
apt install -y mysql-server
SENINAAG

. wuurhiney MySQL Server uag dependency Adnilu
. Service %ia mysql aggnaIVian Tula

4) asradausaiur MySQL Service
NAIAAAILATS

systemctl status mysqgl --no-pager
ChNN TG RRYIE

Active: active (running)
g£f9'l3ivinenu WGy

systemctl start mysq|

5) e i MySQL sudaTlwidiailainias

systemctl enable mysq|

6) asradauasadu MySQL
mysql --version
AIALNINRAND

mysqgl Ver 8.0.xx for Linux on x86_64
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7) nasaunistainlaeiu MySQL ilaveiu
12ing MySQL saaelad root

mysq|

a1t 'l6 aziu prompt

mysql>

aanann MySQL

exit;

8) dvaranulaaasaniugiu (nunintivin)
Fuamsdadsumnudaaasauay MySQL
mysql_secure_installation

szuuavanuAaiuaidy Wnaudedl (wuined sy LAB)

1. Validate password component?
— N
2. Set root password?
— Y (A9TRRH UM U NHDUARUR)
3. Remove anonymous users?
— Y
4. Disallow root login remotely?
— N (&145u LAB via1asiav iz root amm:raaau)
5. Remove test database and access to it?
— Y
6. Reload privilege tables now?
— Y



9) nasau Login shasid@n1u
NFINITWRHIULE
mysql -u root -p

1T&8sW&rI1U — savain'la

10) as)3dauwasail MySQL 1avu
MySQL 12diwasa 3306

ss -tlnp | grep mysdq|

Giadliu

LISTEN 0 151 127.0.0.1:3306

NUEILIAG)
Asusiu MySQL aglvianne localhost tiwaaiuilaansie

11) shuuuslnad@rdeyaas MySQL (a259)

318019 AU

W& config nan | /etc/mysgl/mysgl.conf.d/mysgld.cnf

Data directory | /var/lib/mysql/

Log /var/log/mysql/

Socket /var/run/mysqld/mysqgld.sock
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12) erdvmruqu MySQL ilaiias

A15vineU Adv

Start systemctl start mysq|
Stop systemctl stop mysql
Restart systemctl restart mysq|
Status systemctl status mysq|
Login mysql -u root -p

13) ilayuiniinulaauazn1sasIadgay
13.1 MySQL Lsit5uvine1u

journalctl -xeu mysq|

13.2 Login 1a'le

o ANAXAUTURFNIU
. a7AFauIN Ty socket login 3a password login

14) g5Uuan1séince MySQL
favinasudiunaud a0

. MySQL Server findai3ausas

. Service vinvuiné

. wianladvrusndu Apache wag Web Application

. wiausiazan'ldg LAB 6@l (11iu WordPress, phpMyAdmin)
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L4
Q/

dunaunisénce phpMyAdmin

Tnalseaod
Walguisa amn1ssuziaya MySQL wihu Web Browser
Tai52uAY Apache Web Server Tu LAB (1du esiagau DB, Taifiu
WordPress)

1) asr3asdaunANUN3IANADISEULNDUAARY
Tiduduinusnrsianduvinouasgual

systemctl status apache2 --no-pager
systemctl status mysqgl --no-pager

siavliusauy

active (running)

asyadau PHP (a3siiatrvuaa php-cli)

php -v

1619131 PHP Widiadionau (wugin)

apt install -y php php-mysqgl php-mbstring php-zip php-gd php-
json php-curl

2) ddinasranisuiininy

apt update

3) incie phpMyAdmin
apt install -y phpmyadmin
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TEUIINTRAAY Azdnitinaaliidanal (A1duunn)

TRaneuaIduaIil

4) dumaunauriaiustuitdiace (Interactive Setup)
4.1 13an Web Server
“ula;

Configuring phpmyadmin
Please choose the web server that should be automatically
configured to run phpMyAdmin.

1afilu Spacebar (8an
[*] apache2

waInea Enter

4.2 Configure database for phpMyAdmin

1A

Configure database for phpmyadmin with dbconfig-common?
\dan

Yes

walna Enter
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4.3 eesuar1ud11su phpMyAdmin
niuaa:
MySQL application password for phpmyadmin:

1d5Wanu (Miana Enter wialvisyuuasnol)
wuzilu LAB:

. HIWRKIUIEILERN 16
. Aa'liTdneday

5) 1ila%2i9nu PHP Extensions 9 phpMyAdmin siavlaf
asIadauINTuaa mbstring gniilaldviu

phpenmod mbstring

Restart Apache

systemctl restart apache2

6) asradau'lna Config 2av phpMyAdmin
Wandnazati
/etc/phpmyadmin/config.inc.php

i iusagwdlaludusiu
wedusansdaulanlnddia

Is -l /etc/phpmyadmin/



7) sisyadau’ Apache 33n phpMyAdmin
Apache az&319 alias 1vian Tulla

asaRau'lwa

Is /etc/apache2/conf-enabled/ | grep phpmyadmin
a1£9'lign enable (nsaldanaIM)

a2enconf phpmyadmin
systemctl reload apache2

8) nasaunisintadvau phpMyAdmin winu Browser
8.1 iilaann Server (nasaurin)

curl http://localhost/phpmyadmin | head

8.2 1ilaann Client (12v1u339)
vl Browser walt2in
http://192.168.10.10/phpmyadmin
vradldlawu

http://aaa.comed.net/phpmyadmin

9) Login w2in phpMyAdmin
11inaa Login:

. Username : root .
Password : s¥f&ru MySQL viaa'ly

a1 'l6 agiunin Dashboard aas phpMyAdmin

Page |16



Page |17

10) nssi Login 1i'le (wudiaalu MySQL 8)
&1 root 1 plugin auth_socket

10.1 2inh MySQL aha shell

mysq|

10.2 wlaau root 1ild password

ALTER USER 'root'@'localhost’
IDENTIFIED WITH mysql_native_password
BY 'sh&n1u6adng’;

FLUSH PRIVILEGES;
EXIT:

Restart MySQL

systemctl restart mysq|

11) dhuunuvinaddeyuas phpMyAdmin

EM G
hpMyAdmin |
Eonpﬁgy | /etc/phpmyadmin/
Apache alias /etc/apache2/conf-

enabled/phpmyadmin.conf
URL 3anlaviu /phpmyadmin

12) fleyvininudaguazuuininala
12.1 wvniuana / Error
Asdaxau PHP

php -m | grep mbstring
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12.2 Apache liuian phpMyAdmin

a2enconf phpmyadmin
systemctl reload apache2

12.3 q log
tail -n 50 /var/log/apache2/error.log

13) g5Uuan1s6nace phpMyAdmin
avinasudusaud dain

. phpMyAdmin fingeisausas

. Tafvousinu Web Browser ‘Lot

. liauea MySQL legnesia

. wsauldamnns Database &115u LAB sia'ld
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a va

LAB 1§iién1s Giaelv DNS 6iae1 BIND9 + éiasie Apache
Virtual Host + Upload viu'laieiann Client

PART A: dincivuazeoni DNS (BIND9) uu SERVER
Al) dadouiinina BIND9 + ia3aviianasau
vinuu SERVER (root)

apt update
apt install -y bind9 bind9utils dnsutils
systemctl enable --now bind9

ATIARAUFA UL
systemctl status bind9 --no-pager

siavtilu active (running)

A2) ¢ivan BIND9 Tiiilu Authoritative DNS
wA'lWa

nano /etc/bind/named.conf.options

1&8/d5ulviidu (ud IP Tvinsoia3av)

options {
directory "/var/cache/bind";

recursion no;
allow-query { any; };

listen-on { 192.168.10.10; 127.0.0.1; };



listen-on-v6 { none; };

dnssec-validation auto;
auth-nxdomain no;

b
A3IAFaU Syntax

named-checkconf

g1 liduazls = wWiu

A3) is:n1e Zone comed.net
AW

nano /etc/bind/named.conf.local
WinussIiad

zone "comed.net" {
type master;

file "/etc/bind/zones/db.comed.net";

+
g9 ataasiiu zone

mkdir -p /etc/bind/zones

A4) &9 Zone File: db.comed.net
g579/unlnwa

nano /etc/bind/zones/db.comed.net
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Madiannd

$TTL 86400

@ IN SOA nsl.comed.net. admin.comed.net. (
2026010601 ; Serial (tWunnadILdaa)
3600
1800
604800
86400 )

@ IN NS nsl.comed.net.
nsl IN A 192.168.10.10

aaa IN A 192.168.10.10
bbb IN A 192.168.10.10
ccc IN A 192.168.10.10
ddd IN A 192.168.10.10

A5) ns7rasiau Zone waz Restart BIND9

f5IARaU zone

named-checkzone comed.net /etc/bind/zones/db.comed.net
siagdiu OK

Restart

systemctl restart bind9
systemctl status bind9 --no-pager

afliayrinTvig log

journalctl -xeu bind9
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A6) fvmn /etc/resolv.conf uu SERVER wavasauas
nslookup

wA LWa
nano /etc/resolv.conf
ANNUR

nameserver 192.168.10.10

A7) eishasiau DNS uu SERVER (savsiinlvikunau)
nagauale nslookup

nslookup aaa.comed.net
nslookup bbb.comed.net
nslookup ccc.comed.net
nslookup ddd.comed.net

nsyaRau default server

nslookup

siaviiiu Default server: 192.168.10.10
fufiuene dig

dig aaa.comed.net +short

siav'le 192.168.10.10
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PART B: éiasiv Apache uaz1in Virtual Host uu SERVER
B1) énciv Apache

apt install -y apache2
systemctl enable --now apache2
systemctl status apache2 --no-pager

B2) sisvinataastiulaisiouiawu (Aals
[var/www/html/)

mkdir -p /var/www/html/{aaa,bbb,ccc,ddd}.comed.net
PREGRN

Is -I /var/www/html

B3) &1 Virtual Host aavunaziaiuu

B3.1 aaa.comed.net

nano /etc/apache2/sites-available/aaa.comed.net.conf
eply

<VirtualHost *:80>
ServerName aaa.comed.net
DocumentRoot /var/www/html/aaa.comed.net

<Directory /var/www/html/aaa.comed.net>
AllowOverride All
Require all granted

</Directory>

ErrorLog ${APACHE_LOG_DIR}/aaa_error.log
CustomLog ${APACHE_LOG_DIR}/aaa_access.log combined
< /VirtualHost>
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B3.2 bbb.comed.net

nano /etc/apache2/sites-available/bbb.comed.net.conf
<VirtualHost *:80>

ServerName bbb.comed.net

DocumentRoot /var/www/html/bbb.comed.net

<Directory /var/www/html/bbb.comed.net>
AllowOverride All
Require all granted

</Directory>

ErrorLog ${APACHE_LOG_DIR}/bbb_error.log
CustomLog ${APACHE_LOG_DIR}/bbb_access.log combined

< /VirtualHost>
B3.3 ccc.comed.net

nano /etc/apache2/sites-available/ccc.comed.net.conf
<VirtualHost *:80>

ServerName ccc.comed.net

DocumentRoot /var/www/html/ccc.comed.net

<Directory /var/www/html/ccc.comed.net>
AllowOverride All
Require all granted

</Directory>

ErrorLog ${APACHE_LOG_DIR}/ccc_error.log
CustomLog ${APACHE_LOG_DIR}/ccc_access.log combined

</VirtualHost>
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B3.4 ddd.comed.net

nano /etc/apache2/sites-available/ddd.comed.net.conf
<VirtualHost *:80>

ServerName ddd.comed.net

DocumentRoot /var/www/html/ddd.comed.net

<Directory /var/www/html/ddd.comed.net>
AllowOverride All
Require all granted

</Directory>

ErrorLog ${APACHE_LOG_DIR}/ddd_error.log
CustomLog ${APACHE_LOG_DIR}/ddd_access.log combined
< /VirtualHost>

B4) Enable vhost waz Reload Apache

aZensite aaa.comed.net.conf
a2ensite bbb.comed.net.conf
a2ensite ccc.comed.net.conf
a2ensite ddd.comed.net.conf

a2dissite 000-default.conf
apache2ctl configtest
systemctl reload apache2

msIa&auI vhost gnisen1@adg

apache2ctl -S
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PART C: siv@1 DNS Resolver uu CLIENT uazunasaueig
nslookup

C1) &9 /etc/resolv.conf uu CLIENT T4 DNS snii Server
vinuu CLIENT (root)

nano /etc/resolv.conf

1

nameserver 192.168.10.10

IR

cat /etc/resolv.conf

C2) nasau nslookup ann CLIENT (sav'le IP gneiav)

nslookup aaa.comed.net
nslookup bbb.comed.net
nslookup ccc.comed.net
nslookup ddd.comed.net

PART D: Upload iu'laisiann CLIENT 14 SERVER
D1) Tasvas1alnatiuniasanliuu Client

aaa/index.html -> fiaiamu "AAA WEB OK"
bbb/index.htm| -> fi2iamiu "BBB WEB OK"
ccc/index.html -> #i2iaminu "CCC WEB OK"

ddd/index.htm| -> #i2iam2u "DDD WEB OK"



D2) Upload 628 scp (ann CLIENT)

scp aaa/index.html
root@192.168.10.10:/var/www/html/aaa.comed.net/
scp bbb/index.html
root@192.168.10.10:/var/www/html/bbb.comed.net/
scp ccc/index.html
root@192.168.10.10:/var/www/html/ccc.comed.net/
scp ddd/index.html
root@192.168.10.10:/var/www/html/ddd.comed.net/

PART E: a7 adaUpNaans
El) asrasiaulauu SERVER
inuu SERVER

Is -I /var/www/html/aaa.comed.net
Is -I /var/www/html/bbb.comed.net
Is -I /var/www/html/ccc.comed.net
Is -I /var/www/html/ddd.comed.net

siavdl index.html nniwainas
E2) nasgauniu Browser ann CLIENT

. http://aaa.comed.net — savusgns AAA WEB OK
. http://bbb.comed.net — siavusgay BBB WEB OK
. http://ccc.comed.net — siavusiny CCC WEB OK
. http://ddd.comed.net — siavusgny DDD WEB OK
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PART F: Troubleshooting tuui3n (l,l,ﬂnl,‘i’lu?fi”u)
1) DNS lsinau / aauda
uu Server

named-checkconf

named-checkzone comed.net /etc/bind/zones/db.comed.net
systemctl status bind9 --no-pager

journalctl -xeu bind9

#5733 resolver (viv Server/Client)
cat /etc/resolv.conf

6avdl nameserver 192.168.10.10
2) DNS aauua? uatiuludu
uuy Server

apache2ctl -S
systemctl status apache2 --no-pager

R log

tail -n 50 /var/log/apache2/aaa_error.log
tail -n 50 /var/log/apache2/aaa_access.log



