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LAB 1: ﬂ']i{;l’j\‘iﬁi"l VLAN 1agn133an15 VLAN Uu Switch L2
AGR

AYIEAENS1915801T LT0R

ANUNIVIADUAUNDI AN AL INAIEnThazinAlulad

%o wnEna

U 8U
U

ASLUU

o/

ngUseeA

1. itedoudnisann VLAN u Switch L2

2. L#edAn13 VLAN 61199 UULATOUY
gunsainld

e Switch L2 (Cisco 2960)
e ASDIREURAIADS (PC)

. @edouse (Straight-Through)

N1592NLLUUNU8LAaY IP Address

28

qﬂﬂszﬁ Wasm || VLAN IP Address Subnet Mask Default Gateway
PC1 NIC 10 192.168.10.2 255.255.255.0 192.168.10.1
PC2 NIC 20 192.168.20.2 255.255.255.0 192.168.20.1
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1. Walusunsu Cisco Packet Tracer wazainaunsal Switch L2 (Cisco 2960) uag PC 3113 2
wieslunsluiiuiingnu
o WUalusunsu Cisco Packet Tracer
o 8 Switch L2 (Cisco 2960) uaw PC 2 widaslundufiufinisieny
2. \Houseane Straight-Through 91nWa$n FastEthernet YauA3as PC lugmadn
FastEthernet 9849 Switch L2
o 4@y Straisht-Through WWeusaann FastEthernet0 w83 PCL 1US FastEthernet0/1
Y94 Switch L2
o e Straight-Through Weusaann FastEthernetd a3 PC2 1U84 FastEthernet0/2
Y9 Switch L2
3. @n CLI 909 Switch L2 Tagadnuidl Switch L2 wazidan "CLI"
o AANYIT Switch L2
o l@en "CLI"
4. WMds CLI wiaadneuazinviua VLAN

o @59 VLAN vanenat 10 wagiwunie VLAN 91 VLAN1O

Switch> enable

Switch# configure terminal
Switch(configl# vian 10
Switch(config-vlan)# name VLAN10

Switch(config-vlan)# exit
o ﬁ%l']\‘i VLAN nu1eLae 20 LLazﬁmm%a VLAN 71 VLAN20

Switch(configl# vian 20
Switch(config-vlan)# name VLAN20

Switch(config-vlan)# exit
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5. AMUUANBSAIANULAAaL VLAN

o

AuANase FastEthernet 0/1 B9 0/4 Todu VLAN 10

Switch(configl# interface range fastethernet 0/1 - 4
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vlan 10

Switch(config-if-range)# exit

fnuanase FastEthernet 0/5 89 0/8 Ty VLAN 20

Switch(configl# interface range fastethernet 0/5 - 8
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vian 20
Switch(config-if-range)# exit

Switch(configl# exit

Switch# write memory

6. #aAn IP Address uag Subnet Mask lifiuia3as PC

o

o

Wa PC1 > Desktop > IP Configuration
» |P Address: 192.168.10.2
» Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.10.1
Wa PC2 > Desktop > IP Configuration
= [P Address: 192.168.20.2
» Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.20.1

7. NAFIUNISIYBNADIENINNATEY PC N9d09LAT09A8ATES ping T Command Prompt

o

o

\Un Command Prompt Ul PC1 wagiiusi ping 192.168.20.2
\Un Command Prompt Ul PC2 wagiiusi ping 192.168.10.2
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Useleviluas LAB

o FglidnSeudnlansuuaaseviseandumaiss VLAN Wien1sdnnisiiiedunagiianing
Uaonny
o 3HUFITNIAMUART VLAN UU Switch L2
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o AUITONAFDULALILATIZINITIINIUVDY VLAN Tulasavneasa
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LAB 2: n5@9fn VTP UY Switch L2
AGR

AYIEAENS1915801T LT0R

ANUNIVIADUAUNDI AN AL INAIEnThazinAlulad

%o wnEna

U 8U
U

ASLUU

o/

ngUseeA
1. fileBsuimsnsuazdans VTP (VLAN Trunking Protocol) Ut Switch L2
aunsalild

e Switch L2 (Cisco 2960) 91U3U 2 #
e A3espRuiimes (PO)

. aedeuse (Straight-Through, Cross-Over)

N1399NLUUNRUYLaY IP Address

qﬂnszﬁ wasm | VLAN IP Address Subnet Mask Default Gateway
PC1 NIC 10 192.168.10.2 255.255.255.0 192.168.10.1
PC2 NIC 20 192.168.20.2 255.255.255.0 192.168.20.1
25n1391

1. L?JﬂI‘IJiLLﬂ’i&I Cisco Packet Tracer LLagﬁ%qﬁﬂqiL%aﬁJﬁiaigﬁ'j'N Switch ﬁ\?ﬂa\ula&' PC
o UnalUswnsy Cisco Packet Tracer

o @1n Switch L2 377U 2 fway PC 311U 2 1A39kUn9luiuinIsvineau
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2. \Yousidne Cross-Over SeWinanasn GigabitEthernet 984 Switch hedas
o ¥ane Cross-Over \ausean GigabitEthernet0/1 43 Switch1 U8
GigabitEthernet0/1 ¥®4 Switch2
3. {Ua CLI a3 Switch Tagafnumidl Switch uazidan "CLI"
o AANU Switchl wag Switch2
o deon "CLI"
4. mafn VTP Domain uag VTP Mode Ul Switch wsn

o e VTP Domain WU mydomain wag VTP Mode tJu Server

Switch1> enable

Switch1# configure terminal
Switch1(configl# vtp domain mydomain
Switch1(config)# vtp mode server
Switch1(config)# vtp password cisco
Switch1(config)# exit

Switch1# write memory

5. @A VTP Client Uy Switch faeq

o fviua VTP Domain tJu mydomain e VTP Mode \Ju Client

Switch2> enable

Switch2# configure terminal
Switch2(config)# vtp domain mydomain
Switch2(configl# vtp mode client
Switch2(config)# vtp password cisco
Switch2(configl#t exit

Switch2# write memory
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6. NAFaUNISITauRa VLAN Tngad1e VLAN UL Switch usnuaznsaagaudn VLAN andeAluds
Switch ﬁaaa

o @579 VLAN #3181a% 30 Ul Switch1

Switch1> enable

Switch1# configure terminal
Switch1(configl# vlan 30
Switch1(config-vlan)# name VLAN30
Switch1(config-vlan)# exit

Switch1# exit

Switch1# write memory
o MT1@BUI VLAN 30 gnasiauu Switch2 Tngldidds show vian brief

Switch2> enable

Switch2# show vlan brief

#5d

9

tniFeuazlalteuinisnsdasdnnis VIP v Switch L2 ielvianunsansyatedaya VLAN sening

Switch vaneslaegnafivseansnin
Uselevuvay LAB

o« Helviniseudilanisnszatedeya VLAN Ky VTP 1ien1sdanisiduseansamunniy
o 13HUFIDNIAAALIANTT VTP UL Switch L2

o LNAMUIAYIAUNTUTEAUUTENING Switch viangdaluiaTedny



LAB 3: N38afn Trunk Uy Switch L2
AGR

AYIEAENS1915801T LR

AN1UNIVIADUAUNDIANY AL INAIERTazInAlulad

%o wnEna

U8
U

ASLUU

o/

ngUseeA

1. ieiFeuin1sase1 Trunk Ul Switch L2 Livelvianunsadadaya VLAN laviate VLAN Hueang

= oA
WousiaLie
gunsainld

e Switch L2 (Cisco 2960) 41U7U 2 A3
e ASDIREURAIADS (PC)

. aedouse (Straight-Through, Cross-Over)

N1592NLLUUNU8LaY IP Address

4

aunsad

9

Wasm || VLAN IP Address Subnet Mask Default Gateway

PC1 NIC 10 192.168.10.2 255.255.255.0 192.168.10.1

pPC2 NIC 20 192.168.20.2 255.255.255.0 192.168.20.1
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1.

Walusunsy Cisco Packet Tracer waga319n15L49ufaseiI1e Switch 9daaway PC

o

o @1 Switch L2 717U 2 fway PC 311U 2 1A3a9kUnalunuinisvinau
LWUADEY Cross-Over 52319037 GigabitEthernet ¥89 Switch 1149609

o ¥ane Cross-Over \ausean GigabitEthernet0/1 43 Switch1 U8

Waluswnsy Cisco Packet Tracer

GigabitEthernet0/1 983 Switch2

1 CLI va9 Switch Tngaanvanil Switch waziden "cLI"

o

o

ARNUINT Switchl uag Switch2

\@on "CLI"

A9A1 Trunk UUWaSANLYUABTEMING Switch

36

o MvuANesH GigabitEthernet0/1 vas Switchl wag Switch2 Tl Trunk uazeyg s

Iidstaya VLAN Nivunsuneinil

Switch1> enable

Switch1# configure terminal

Switch1(configl# interface gigabitethernet 0/1
Switch1(config-if)# switchport mode trunk
Switch1(config-if)# switchport trunk allowed vlan all
Switch1(config-if)# exit

Switch1(configh#t exit

Switch1# write memory

Switch2> enable

Switch2# configure terminal

Switch2(config)# interface gigabitethernet 0/1
Switch2(config-if)# switchport mode trunk
Switch2(config-if)# switchport trunk allowed vlan all
Switch2(config-if)# exit

Switch2(configl#t exit



Switch2# write memory

5. f49A7 VLAN Wagwasn Access UU Switch 719684

o

ANUANDSH FastFthernet0/2 Uu Switch1 way Switch2 Tl VLAN 10

Switch1> enable

Switch1# configure terminal
Switch1(configl# vlan 10
Switch1(config-vlan)# name VLAN10
Switch1(config-vlan)# exit

Switch1(config)# interface fastethernet 0/2
Switch1(config-if)# switchport mode access
Switch1(config-if)# switchport access vian 10
Switch1(config-if)# exit

Switch1(config# exit

Switch1# write memory

Switch2> enable

Switch2# configure terminal
Switch2(configl# vlan 10
Switch2(config-vlan)# name VLAN10
Switch2(config-vlan)# exit

Switch2(config)# interface fastethernet 0/2
Switch2(config-if)# switchport mode access
Switch2(config-if)# switchport access vian 10
Switch2(config-if)# exit

Switch2(configl#t exit

Switch2# write memory

37



o

o

ANUANDSH FastFthernet0/3 Uu Switch1 way Switch2 sl VLAN 20

Switch1> enable

Switch1# configure terminal
Switch1(configl# vlan 20
Switch1(config-vlan)# name VLAN20
Switch1(config-vlan)# exit

Switch1(config)# interface fastethernet 0/3
Switch1(config-if)# switchport mode access
Switch1(config-if)# switchport access vian 20
Switch1(config-if)# exit

Switch1(config)# exit

Switch1# write memory

Switch2> enable

Switch2# configure terminal
Switch2(configl# vlan 20
Switch2(config-vlan)# name VLAN20
Switch2(config-vlan)# exit

Switch2(config)# interface fastethernet 0/3
Switch2(config-if)# switchport mode access
Switch2(config-if)# switchport access vian 20
Switch2(config-if)# exit

Switch2(configl#t exit

Switch2# write memory

6. #af IP Address Wag Subnet Mask lifiuta3as PC

Wa PC1 > Desktop > IP Configuration
» [P Address: 192.168.10.2
» Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.10.1

38



o tUm PC2 > Desktop > IP Configuration
» |P Address: 192.168.20.2
»  Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.20.1

7. MedaunIsausaEninuaIas PC ﬁagj’l,u VLAN figafiugaedids ping Tu Command
Prompt
o tUn Command Prompt Uu PC1 wazRun ping 192.168.10.2 Lﬁ'amaaumﬁﬁamm
521779 PC1 wag Switch1
o @ Command Prompt Ul PC2 wazfisl# ping 192.168.20.2 ievnaaunisiiouss

¥ PC2 WAy Switch2

GRAl

9

tniFeuarlalteouinisnee Trunk v Switch L2 Wivelvianunsadadaya VLAN liviate VLAN s1uany

RUADLAY
Uselevuvay LAB

o fgliinSeudilansivensisuazditoya VLAN Hunese Trunk
e 138U3IBNNTAAT Trunk UL Switch L2

o LuAMUSIAYIIUNITIWRNARTENING Switch viangditadetaya VLAN
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LAB 4: N589f1 EtherChannel Uy Switch L2

4
Neoau
v

AYIEAENS1915801T LT0R

ANUNIVIADUAUNDI AN AL INAIEnThazinAlulad

%o wnEna

U 8U
U

ASLUU

o/

ngUseeA

1. \#@38u3n15A%A" EtherChannel vy Switch L2 iiiaiidszaniamnisdadeyauazaiy

NUNIUYDLAIOUE

gunsainld

e Switch L2 (Cisco 2960) 91U7U 2 A3

o LASBIARUNADS (PC)

. aedouse (Straight-Through, Cross-Over)

N1592NLLUUNU8LAaY IP Address

qﬂﬂszﬁ Wasm || VLAN IP Address Subnet Mask Default Gateway
PC1 NIC 10 192.168.10.2 255.255.255.0 192.168.10.1
PC2 NIC 20 192.168.20.2 255.255.255.0 192.168.20.1
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1. Weldsunsu Cisco Packet Tracer uaza3nansidousassning Switch nedasuas PC
o Waldswnsy Cisco Packet Tracer
o 80 Switch L2 $1uau 2 fuas PC 1unu 2 indesldnsluiiuiinsve
2. \Wouraany Cross-Over sewinewadn FastEthernet 483 Switch Hagas
o @y Cross-Over L%'amiamﬂ FastEthernet0/1 way FastEthernet0/2 v84 Switchl 1
g4 FastEthernet0/1 wag FastEthernet0/2 989 Switch2
3. W CLI 83 Switch TaeAdnuand Switch wazidan "CLI"
o AANIT Switchl wag Switch2
o @en "CLI"
4. A1 EtherChannel U Switch wsn
o AmuANesA FastEthernet0/1 uay FastEtherneto/2 Tl EtherChannel 1 uavsaen

v trunk

Switch1> enable

Switch1# configure terminal

Switch1(config)# interface range fastethernet 0/1 - 2
Switch1(config-if-range)# channel-group 1 mode active
Switch1(config-if-range)# exit

Switch1(configl# interface port-channel 1
Switch1(config-if)# switchport mode trunk
Switch1(config-if)# exit

Switch1(configl#t exit

Switch1# write memory

5. GaAn EtherChannel Uy Switch figas

o  fMUANDTH FastEthernet0/1 wag FastEthernet0/2 Tvdu EtherChannel 1 Lagaan

v trunk

Switch2> enable

Switch2# configure terminal



Switch2(config)# interface range fastethernet 0/1 - 2
Switch2(config-if-range)# channel-group 1 mode active
Switch2(config-if-range)# exit

Switch2(configl# interface port-channel 1
Switch2(config-if)# switchport mode trunk
Switch2(config-if)# exit

Switch2(configl#t exit

Switch2# write memory

6. $9A1 VLAN Waswasn Access UU Switch N&ag

o

AINUANDSH FastEthernet0/3 Uu Switchl wag Switch2 Tsdu VLAN 10

Switch1> enable

Switch1# configure terminal
Switch1(config)# vlan 10
Switch1(config-vlan)# name VLAN10
Switch1(config-vlan)# exit

Switch1(configl# interface fastethernet 0/3
Switch1(config-if)# switchport mode access
Switch1(config-if)# switchport access vian 10
Switch1(config-if)# exit

Switch1(configh#t exit

Switch1# write memory

Switch2> enable

Switch2# configure terminal
Switch2(configl# vlan 10
Switch2(config-vlan)# name VLAN10
Switch2(config-vlan)# exit
Switch2(config)# interface fastethernet 0/3

Switch2(config-if)# switchport mode access

42



Switch2(config-if)# switchport access vian 10
Switch2(config-if)# exit
Switch2(config)# exit

Switch2# write memory

ANUANDSH FastFthernet0/4 Uu Switch1 way Switch2 Tsidu VLAN 20

Switch1> enable

Switch1# configure terminal
Switch1(configl# vlan 20
Switch1(config-vlan)# name VLAN20
Switch1(config-vlan)# exit

Switch1(config)# interface fastethernet 0/4
Switch1(config-if)# switchport mode access
Switch1(config-if)# switchport access vian 20
Switch1(config-if)# exit

Switch1(configl#t exit

Switch1# write memory

Switch2> enable

Switch2# configure terminal
Switch2(configl# vlan 20
Switch2(config-vlan)# name VLAN20
Switch2(config-vlan)# exit

Switch2(config)# interface fastethernet 0/4
Switch2(config-if)# switchport mode access
Switch2(config-if)# switchport access vian 20
Switch2(config-if)# exit

Switch2(confight exit

Switch2# write memory

a3



aq

7. #36n IP Address uaz Subnet Mask lsfiuia3as PC
o tUm PC1 > Desktop > IP Configuration
= [P Address: 192.168.10.2
= Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.10.1
o Wa PC2 > Desktop > IP Configuration
» |P Address: 192.168.20.2
= Subnet Mask: 255.255.255.0
* Default Gateway: 192.168.20.1
8. VAABUNSWRNADIENINNAZEY PC ﬁagﬂu VLAN fgnfiugiaerds ping Tu Command
Prompt
o Un Command Prompt Ui PC1 lagfisu ping 192.168.10.2 Wenadeunisidiouse
52179 PC1 uag Switchl
o Un Command Prompt Ut PC2 uagfitli ping 192.168.20.2 ileviadeunisifouse

¥ PC2 WAy Switch2

Gl

9

UniFeuaglaiieuinisase EtherChannel vy Switch L2 iiaiiuussavaninnisdedayanazain

NUNTUVDLATOUE
Uselevivag LAB

o ElAUNGBYUTANITIIUNDIANAIE NS AN DAL UUAIANLALAIUNUNIUVDILASDUNE
e 138U3I0N13A9AN EtherChannel vy Switch L2

o WNUsEAMENINNNSAIdRYALaTanAEIINNSHEEYDIND TRLFIE?
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LAB 5: msé?wh Spanning Tree Protocol (STP) Uy Switch L2
AGR

AYIEAENS1915801T LT0R

ANUNIVIADUAUNDI AN AL INAIEnThazinAlulad

%o wnEna

U 8U
U

ASLUU

o/

ngUseeA
1. ieseu3n1snsAagnisidau Spanning Tree Protocol (STP) Ut Switch L2
aunsainly

e Switch L2 (Cisco 2960) 91U3U 2 #
e A3RspRuiimes (PO)

. aedeuse (Straight-Through, Cross-Over)

N1399NLUUNRUYLaY IP Address

qﬂnszﬁ wasm | VLAN IP Address Subnet Mask Default Gateway
PC1 NIC 10 192.168.10.2 255.255.255.0 192.168.10.1
PC2 NIC 20 192.168.20.2 255.255.255.0 192.168.20.1
25n1391

1. L?JﬂI‘IJiLLﬂ’i&I Cisco Packet Tracer LLagﬁ%qﬁﬂqiL%aﬁJﬁiaigﬁ'j'N Switch ﬁ\?ﬂa\ula&' PC
o UnalUswnsy Cisco Packet Tracer

o @1n Switch L2 377U 2 fway PC 311U 2 1A39kUn9luiuinIsvineau
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2. \Yousidne Cross-Over SeWinanasn GigabitEthernet 984 Switch hedas
o ¥ane Cross-Over \ausean GigabitEthernet0/1 43 Switch1 U8
GigabitEthernet0/1 ¥®4 Switch2
3. {Ua CLI a3 Switch Tagafnumidl Switch uazidan "CLI"
o AANU Switchl wag Switch2
o deon "CLI"
4. feAn STP UY Switch usn

o Muunli Switch usnidu Root Bridge @Sy VLAN 1

Switch1> enable

Switch1# configure terminal

Switch1(configl# spanning-tree vlan 1 root primary
Switch1(configl# exit

Switch1# write memory

5. @A STP UU Switch Tigas

o Smuald Switch fiaeadiu Secondary Root d1wsuU VLAN 1

Switch2> enable

Switch2# configure terminal

Switch2(config)# spanning-tree vlan 1 root secondary
Switch2(configlt exit

Switch2# write memory

6. §9A1 VLAN Lazwasn Access UU Switch N9aaq

o  NNUANDIH FastEthernet0/2 UU Switchl way Switch2 Tdu VLAN 10

Switch1> enable

Switch1# configure terminal
Switch1(configl# vlan 10
Switch1(config-vlan)# name VLAN10

Switch1(config-vlan)# exit



Switch1(config)# interface fastethernet 0/2
Switch1(config-if)# switchport mode access
Switch1(config-if)# switchport access vian 10
Switch1(config-if)# exit

Switch1(configl# exit

Switch1# write memory

Switch2> enable

Switch2# configure terminal
Switch2(configl# vlan 10
Switch2(config-vlan)# name VLAN10
Switch2(config-vian)# exit

Switch2(config)# interface fastethernet 0/2
Switch2(config-if)# switchport mode access
Switch2(config-if)# switchport access vian 10
Switch2(config-if)# exit

Switch2(configl#t exit

Switch2# write memory

AIAUANDSH FastEthernet0/3 Uu Switchl way Switch2 Tvidu VLAN 20

Switch1> enable

Switch1# configure terminal
Switch1(configl# vlan 20
Switch1(config-vlan)# name VLAN20
Switch1(config-vlan)# exit

Switch1(config)# interface fastethernet 0/3
Switch1(config-if)# switchport mode access
Switch1(config-if)# switchport access vian 20
Switch1(config-if)# exit

Switch1(configl#t exit

a7



Switch1# write memory

Switch2> enable

Switch2# configure terminal
Switch2(configl# vlan 20
Switch2(config-vlan)# name VLAN20
Switch2(config-vlan)# exit

Switch2(config)# interface fastethernet 0/3
Switch2(config-if)# switchport mode access
Switch2(config-if)# switchport access vian 20
Switch2(config-if)# exit

Switch2(config)# exit

Switch2# write memory

7. ®afn IP Address uaz Subnet Mask l¥fiuin3as PC
o Wa PC1 > Desktop > IP Configuration
» [P Address: 192.168.10.2
=  Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.10.1
o WWa PC2 > Desktop > IP Configuration
» |P Address: 192.168.20.2
» Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.20.1
8. MAABUNSWaNADIENIINATDY PC ﬁagﬂu VLAN fgnfiugiaerids ping Tu Command
Prompt
o Un Command Prompt Ul PC1 Lagfisu ping 192.168.10.2 \enaaeunsidoude
52139 PC1 uag Switchl
o U Command Prompt Ul PC2 Lagfiu ping 192.168.20.2 \enageun1sidouse

¥ PC2 WAy Switch2



GELY

tniFeuazlaiseuinisnsAaynislden Spanning Tree Protocol (STP) uu Switch L2 witedasiiu

Loop lutp3etng
Uszloviluag LAB

o Falitinssutnlanistesiu Loop Tuiasetneriunsly STP
o 3HUFITATAAMALNITITIU STP UL Switch L2

o UANULEDYTHALUSEANSAINUDUATDUNY
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LAB 6: n13A4A1 Inter-VLAN Routing Ul Switch L2
AGR

AYIEAENS1915801T LT0R

ANUNIVIADUAUNDI AN AL INAIEnThazinAlulad

%o wnEna

U 8U
U

ASLUU

o/

ngUseeA
1. fieisgu3n1snsAaynisidau Inter-VLAN Routing Ut Switch L2
aunsainly

e Switch L2 (Cisco 2960)
e Router (Cisco 1941)
e ASDIREURAIADS (PC)

. aedouse (Straight-Through, Cross-Over)

N1592NLLUUNU8LAaY IP Address

qﬂﬂszﬁ wasm | VLAN IP Address Subnet Mask Default Gateway

PC1 NIC 10 192.168.10.2 255.255.255.0 192.168.10.1

pPC2 NIC 20 192.168.20.2 255.255.255.0 192.168.20.1
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1. WUalusunsu Cisco Packet Tracer wazadenisiossiasening Switch, Router uag PC
o WUalusunsu Cisco Packet Tracer
o 8 Switch L2, Router (Cisco 1941) wag PC s1uau 2 indeslunsluiiuiinsvia
2. #3An VLAN wazwadm Trunk uu Switch
o @319 VLAN 10 tag VLAN 20 uu Switch

Switch> enable

Switch# configure terminal
Switch(configl# vian 10
Switch(config-vlan)# name VLAN10
Switch(config-vlan)# exit
Switch(configl# vian 20
Switch(config-vlan)# name VLAN20

Switch(config-vlan)# exit

o mAmesn Trunk vunesaiiieusolud Router
Switch(configl# interface fastethernet 0/1
Switch(config-if)# switchport mode trunk
Switch(config-if)# switchport trunk allowed vian all

Switch(config-if)# exit

o farmedn Access dmSU VLAN 10 wae 20
Switch(configl# interface range fastethernet 0/2 - 3
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vlan 10
Switch(config-if-range)# exit
Switch(configl# interface range fastethernet 0/4 - 5

Switch(config-if-range)# switchport mode access



Switch(config-if-range)# switchport access vian 20
Switch(config-if-range)# exit
Switch(configl# exit

Switch# write memory

3. f9A1 Inter-VLAN Routing Uu Router

o #aen Sub-interface dw%U VLAN 10 uag 20 UL Router

Router> enable

Router# configure terminal

Router(configl#t interface gigabitethernet 0/0.10
Router(config-subif)# encapsulation dot1q 10
Router(config-subif)# ip address 192.168.10.1 255.255.255.0
Router(config-subif)# exit

Router(configl# interface gigabitethernet 0/0.20
Router(config-subif)# encapsulation dotlqg 20
Router(config-subif)# ip address 192.168.20.1 255.255.255.0
Router(config-subif)# exit

Router(configl# interface gigabitethernet 0/0
Router(config-if)# no shutdown

Router(config-if)# exit

Router(configl#t exit

Router# write memory

4. HeAn IP Address waz Default Gateway lifuia3as PC
o Wa PC1 > Desktop > IP Configuration
» |P Address: 192.168.10.2
»  Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.10.1
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o tUm PC2 > Desktop > IP Configuration
» |P Address: 192.168.20.2
»  Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.20.1
5. vegaunsdaudasEndtaaias PC ﬁagj’[,u VLAN sinsfiugaedids ping 1u Command
Prompt
o tUn Command Prompt Uu PC1 wazRun ping 192.168.20.2 Lﬁamaaum'ﬁ%amm
521779 PC1 wag PC2 et Inter-VLAN Routing
o @ Command Prompt Ul PC2 wazfitl#l ping 192.168.10.2 ievnaaunisidouss
521779 PC2 wag PC1 61U Inter-VLAN Routing
o
6. MIIVFIUNSAIAN VLAN UL Switch waz Router

o &1 show vian brief Ui Switch 1ieAN15AIA1 VLAN:

Switch> enable

Switch# show vlan brief

'
Yo o

o TANda show interfaces trunk Ul Switch Lﬁaamiﬁﬂﬂ'ﬁwa%m Trunk:
Switch# show interfaces trunk
o & show ip interface brief uu Router Liean136%e1 Sub-interface:

Router> enable

Router# show ip interface brief

7. M329EBUNIININUYDY Inter-VLAN Routing
o tUn Command Prompt Ul PC1 waghiuw ping 192.168.10.1 enageunisidouseoly
&9 Default Gateway U949 VLAN 10
o @ Command Prompt Ul PC2 wazfialil ping 192.168.20.1 ieveaaunisioussly
&9 Default Gateway U4 VLAN 20

o  ATIVADUNMTIDUADTENIN PC1 way PC2 AIUAIES ping:
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= VU PC1 WU ping 192.168.20.2
= U PC2 WU ping 192.168.10.2
8. unludgym (§8)
o mnm3deusiolildida nsaadeunsien IP Address, Subnet Mask, waz Default
Gateway Ut PC Tidoaa3es
o MIIREBUMSHIAN VLAN waznadn Trunk v Switch titelduilainesaiidouserty
Router gnéAndu Trunk pg1agnios
o PIIEOUNIHIAN Sub-interface Uu Router titelsiuulainnisaaen encapsulation waz

IP Address Qﬂéfaﬂ

GRAl

9

tniFeuaglaiteuinisnsdasn1sldan Inter-VLAN Routing Uy Switch L2 uag Router tivaliiased

ABUNLADTIU VLAN 79 @unsadeansiula
Useleviluas LAB

o elsinSeudilanisdoanssendng VLAN #1a9 51y Inter-VLAN Routing
e 138U3I0N13A9A Inter-VLAN Routing Ul Switch L2 Uag Router

a Y 4 ' a a I
° LWﬂJﬂ’J']lla']ll']5ﬂIUﬂq§§]ﬂﬂqﬁLLagﬂqﬁa@aqiigﬁﬁqqLﬂi@sﬂqﬂmLLUQ@@ﬂLUUWa"lﬂG] VLAN



55

LAB 7: nsaseAuazldany DHCP vy Switch L2
AGR

AYIEAENS1915801T LT0R

ANUNIVIADUAUNDI AN AL INAIEnThazinAlulad

%o wnEna

U 8U
U

ASLUU

o/

ngUseeA

1. Lﬁaﬁﬂufmiﬁﬂm DHCP (Dynamic Host Configuration Protocol) Ui Switch L2

2. Wievegoun15¥eIures DHCP lun1suandiy IP Address Tifiuaunsaiin3ate
gunsainld

Switch L2 (Cisco 2960)
Router (Cisco 1941)

LASDIADUNMDS (PC)

aneidouss (Straight-Through, Cross-Over)

N1999aNLUUNRUYLaY IP Address

qﬂnszﬁ wasm | VLAN IP Address Subnet Mask Default Gateway
PC1 NIC 10 DHCP DHCP DHCP
PC2 NIC 20 DHCP DHCP DHCP
Router G0/0 Trunk []192.168.10.1 255.255.255.0 -
Router G0/0 Trunk  []192.168.20.1 255.255.255.0 -




3515911

1. WUalusunsu Cisco Packet Tracer wazadenisiossiasening Switch, Router uag PC
o WUalusunsu Cisco Packet Tracer
o 8 Switch L2, Router (Cisco 1941) wag PC s1uau 2 indeslunsluiiuiinsvia
2. #3An VLAN wazwadm Trunk uu Switch
o @319 VLAN 10 tag VLAN 20 uu Switch

Switch> enable

Switch# configure terminal
Switch(configl# vian 10
Switch(config-vlan)# name VLAN10
Switch(config-vlan)# exit
Switch(configl# vian 20
Switch(config-vlan)# name VLAN20

Switch(config-vlan)# exit

o mAmesn Trunk vunesaiiieusolud Router
Switch(configl# interface fastethernet 0/1
Switch(config-if)# switchport mode trunk
Switch(config-if)# switchport trunk allowed vian all

Switch(config-if)# exit

o farmedn Access dmSU VLAN 10 wae 20
Switch(configl# interface range fastethernet 0/2 - 3
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vlan 10
Switch(config-if-range)# exit
Switch(configl# interface range fastethernet 0/4 - 5

Switch(config-if-range)# switchport mode access



Switch(config-if-range)# switchport access vian 20
Switch(config-if-range)# exit
Switch(configl# exit

Switch# write memory

3. Hafn DHCP Uy Router

o #aen Sub-interface dw%U VLAN 10 uag 20 UL Router

Router> enable

Router# configure terminal

Router(configl#t interface gigabitethernet 0/0.10
Router(config-subif)# encapsulation dot1q 10
Router(config-subif)# ip address 192.168.10.1 255.255.255.0
Router(config-subif)# exit

Router(configl# interface gigabitethernet 0/0.20
Router(config-subif)# encapsulation dotlqg 20
Router(config-subif)# ip address 192.168.20.1 255.255.255.0
Router(config-subif)# exit

Router(configl# interface gigabitethernet 0/0
Router(config-if)# no shutdown

Router(config-if)# exit
o #aAn DHCP Pool dwiSu VLAN 10 uag 20 Uy Router

Router(configl#t ip dhcp pool VLAN10
Router(dhcp-config)# network 192.168.10.0 255.255.255.0
Router(dhcp-configl#t default-router 192.168.10.1
Router(dhcp-config)# exit

Router(configl# ip dhcp pool VLAN20
Router(dhcp-config)# network 192.168.20.0 255.255.255.0
Router(dhcp-configl# default-router 192.168.20.1
Router(dhcp-config)# exit



Router(configlt ip dhcp excluded-address 192.168.10.1
Router(configlt ip dhcp excluded-address 192.168.20.1
Router(configl# exit

Router# write memory

4. Hegn IP Configuration uu PC 198w DHCP
o a PC1 > Desktop > IP Configuration
- faen P Configuration tJu DHCP
o Wa PC2 > Desktop > IP Configuration
- faen P Configuration tJu DHCP
5. VIndBUNSWaNADIENINNATEY PC ﬁagﬂu VLAN sinafudaesds ping lu Command
Prompt
o tUm Command Prompt Uu PC1 wazAun ping 192.168.20.2 \evnaeaunsideuse
521779 PC1 wag PC2 ety Inter-VLAN Routing
o Un Command Prompt Ul PC2 Lagfiu ping 192.168.10.2 Wenageunisidouse

38N PC2 wag PC1 WU Inter-VLAN Routing

GEal

9

UniFeuazlaiteuinisnseaynisldern DHCP vy Switch L2 uag Router Lielipsasnauitanasiu

VLAN #19¢) @111905U IP Address dnlugifuazdoansiuls
Useleviluas LAB

o elunSyu1lan15I9914 DHCP Wiswkanany IP Address RluiiR buLASaUNe
o 138U3I0N1369A DHCP U Switch L2 Uag Router

o UANUALAINWATUSEENSNNIUNISIANIS IP Address Tuiasaie
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LAB 8: N1574A1 Access Control List (ACL) Ul Switch L2
AGR

AYIEAENS1915801T LT0R

ANUNIVIADUAUNDI AN AL INAIEnThazinAlulad

%o wnEna

U 8U
U

ASLUU

o/

ngUseeA

1. Lﬁaﬁauiﬂﬁ@hm Access Control List (ACL) Ul Switch 12

2. wedianisifiunTeinguugunsaliinviue
gunsainld

Switch L2 (Cisco 2960)
Router (Cisco 1941)

LASDIADUNMDS (PC)

aneidouss (Straight-Through, Cross-Over)

N1999aNLUUNRUYLaY IP Address

59

qﬂnszﬁ wasm | VLAN IP Address Subnet Mask Default Gateway
PC1 NIC 10 192.168.10.2 255.255.255.0 192.168.10.1
PC2 NIC 20 192.168.20.2 255.255.255.0 192.168.20.1
Router G0/0 Trunk {[192.168.10.1 255.255.255.0 -
Router G0/0 Trunk {|192.168.20.1 255.255.255.0 -
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1. WUalusunsu Cisco Packet Tracer wazadenisiossiasening Switch, Router uag PC
o WUalusunsu Cisco Packet Tracer
o 8 Switch L2, Router (Cisco 1941) wag PC s1uau 2 indeslunsluiiuiinsvia
2. #3An VLAN wazwadm Trunk uu Switch
o @319 VLAN 10 tag VLAN 20 uu Switch

Switch> enable

Switch# configure terminal
Switch(configl# vian 10
Switch(config-vlan)# name VLAN10
Switch(config-vlan)# exit
Switch(configl# vian 20
Switch(config-vlan)# name VLAN20

Switch(config-vlan)# exit

o mAmesn Trunk vunesaiiieusolud Router
Switch(configl# interface fastethernet 0/1
Switch(config-if)# switchport mode trunk
Switch(config-if)# switchport trunk allowed vian all

Switch(config-if)# exit

o farmedn Access dmSU VLAN 10 wae 20
Switch(configl# interface range fastethernet 0/2 - 3
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vlan 10
Switch(config-if-range)# exit
Switch(configl# interface range fastethernet 0/4 - 5

Switch(config-if-range)# switchport mode access
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Switch(config-if-range)# switchport access vian 20
Switch(config-if-range)# exit
Switch(configl# exit

Switch# write memory

3. M9A1 ACL UU Router 1Wa3NNAN15:01096A38UY

o

a$13 Access Control List Ut Router tioayanataniznisidifieain PClu VLAN 10 1
&4 VLAN 20

Router> enable

Router# configure terminal

Router(configl# access-list 100 permit ip 192.168.10.0 0.0.0.255 192.168.20.0
0.0.0.255

Router(configl# access-list 100 deny ip any any

Router(configl# interface gigabitethernet 0/0.20

Router(config-subif)# ip access-group 100 in

Router(config-subif)# exit

Router(configl#t exit

Router# write memory

4. #eAn IP Address wag Subnet Mask lifuia3as PC

o

o

Wa PC1 > Desktop > IP Configuration
» [P Address: 192.168.10.2
» Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.10.1
We PC2 > Desktop > IP Configuration
= |P Address: 192.168.20.2
» Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.20.1



5. MARUNTI¥RNABTENINaATaY PC Maglu VLAN sefiudqedde ping Tu Command

Prompt
o @ Command Prompt Ul PC1 wazfis#l ping 192.168.20.2 ievnaaunisiouss
521779 PC1 wag PC2 tu Inter-VLAN Routing
o tUm Command Prompt uu PC2 wazRun ping 192.168.10.2 Lﬁ'amaaumﬁﬁamm

5¢1779 PC2 wag PC1 U Inter-VLAN Routing

Gl

9

UniFeuaglaieuinisneen Access Control List (ACL) UU Switch L2 uag Router 1ivednfinn1sidnds

A e o
LATBUNYUURUATUNAUUA
Uszlowiluas LAB

o eliinBeutlan1sidau ACL WednnNIsiiNRawAIatie
o 138U3I0N13A9AT ACL U Switch L2 uag Router

a 1Y) Y < a o w Y = cay M Yo
° LW@Jﬂ’J’]NUa@@ﬂﬂIUﬂqiLSU’]ﬂQLﬂiasﬂqEJI@?‘J"_\]']ﬂﬂfﬂiLGUqﬂﬂ"\]’]ﬂ@qﬂﬂiiﬂﬂlﬂl@anH@qm
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LAB 9: n13A4AT Port Security Ul Switch L2
AGR

AYIEAENS1915801T LT0R

ANUNIVIADURUADIANY AR INTIAIANSLazwmAlulad

%o wnEna

U 8U
U

ASLUU

o/

ngUseeA

1. Lﬁaﬁauiﬂﬁ@hm Port Security Uu Switch L2

2. wWieatsanunislaufann MAC Address Uaay
gunsainld

e Switch L2 (Cisco 2960)
e ASDIREURAIADS (PC)

. @edouse (Straight-Through)

N1592NLLUUNU8LAaY IP Address
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qﬂﬂszﬁ Wasm || VLAN IP Address Subnet Mask Default Gateway
PC1 NIC 10 192.168.10.2 255.255.255.0 192.168.10.1
PC2 NIC 20 192.168.20.2 255.255.255.0 192.168.20.1




3515911

1. @naluswnsy Cisco Packet Tracer uazad19n1sidausaszning Switch uas PC
o Waldswnsy Cisco Packet Tracer
o 80 Switch L2 uag PC s1uau 2 indesldnsluiiuiinnsvie

2. #aA1 VLAN uaznadn Access Uy Switch
o @579 VLAN 10 way VLAN 20 Uu Switch

Switch> enable

Switch# configure terminal
Switch(configl# vian 10
Switch(config-vlan)# name VLAN10
Switch(config-vlan)# exit
Switch(configl# vian 20
Switch(config-vlan)# name VLAN20

Switch(config-vlan)# exit

o farmedn Access dmSU VLAN 10 wae 20
Switch(configl# interface range fastethernet 0/1 - 2
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vian 10
Switch(config-if-range)# exit
Switch(configl# interface range fastethernet 0/3 - 4
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vian 20
Switch(config-if-range)# exit
Switch(configl# exit

Switch# write memory
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3. f9A1 Port Security Uunwasnilldaunanu PC

o §9A1 Port Security UuWes FastEthernet0/1 way FastEthernet0/3

Switch> enable

Switch# configure terminal

Switch(configl# interface fastethernet 0/1

Switch(config-if)# switchport port-security

Switch(config-if)# switchport port-security maximum 1
Switch(config-if)# switchport port-security violation restrict
Switch(config-if)# switchport port-security mac-address sticky
Switch(config-if)# exit

Switch(configl# interface fastethernet 0/3

Switch(config-if)# switchport port-security

Switch(config-if)# switchport port-security maximum 1
Switch(config-if)# switchport port-security violation restrict
Switch(config-if)# switchport port-security mac-address sticky
Switch(config-if)# exit

Switch(configl# exit

Switch# write memory

4. #afn IP Address waz Subnet Mask TifuiaSos PC
o Wa PC1 > Desktop > IP Configuration
» [P Address: 192.168.10.2
» Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.10.1
o Wa PC2 > Desktop > IP Configuration
» |P Address: 192.168.20.2
»  Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.20.1
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5. MARUNTI¥RNABTENINaATaY PC Maglu VLAN sefiudqedde ping Tu Command

Prompt
o @ Command Prompt Ul PC1 wazfis#l ping 192.168.20.2 ievnaaunisiouss
521779 PC1 wag PC2 tu Inter-VLAN Routing
o tUm Command Prompt uu PC2 wazRun ping 192.168.10.2 Lﬁ'amaaumﬁﬁamm
3¥NIN PC2 Wag PC1 WU Inter-VLAN Routing
o
6. NAFIUNITYINGIUYDY Port Security

o WasU MAC Address 9849 PC Ta PC %ilauazaaadiausaliig agnuinnIsitoumaauiian

\H9991nNN15619A1 Port Security

GRAl

9

UniFeuazlaleuinisnsen Port Security Ui Switch L2 iiedasiunislaumann MAC Address Uaas

waziiuANUUaannelAtums e
Uselevuvay LAB

o Fagliinssutilanisldeu Port Security Walasiunislaufain MAC Address Uaa
e 138U3ITNNTAIAN Port Security U Switch L2

o nanudasadelviiunsevielaunisauaumMsidifanesnues Switch



LAB 10: miﬁgwh Quality of Service (QoS) Uy Switch L2
AGR

AYIEAENS1915801T LT0R

ANUNIVIADUAUNDI AN AL INAIEnThazinAlulad

%o wnEna

U 8U
U

ASLUU

o/

ngUseeA

1. Lﬁaﬁauiﬂﬁ@hm Quiality of Service (QoS) Ul Switch L2

2. wWednduanudAyresnsasayaluinieyie
gunsainld

e Switch L2 (Cisco 2960)
e ASDIREURAIADS (PC)

. @edouse (Straight-Through)

N1592NLLUUNU8LAaY IP Address

qﬂﬂszﬁ wasm | VLAN IP Address Subnet Mask Default Gateway

PC1 NIC 10 192.168.10.2 255.255.255.0 192.168.10.1

pPC2 NIC 20 192.168.20.2 255.255.255.0 192.168.20.1




3515911

1. @naluswnsy Cisco Packet Tracer uazad19n1sidausaszning Switch uas PC
o Waldswnsy Cisco Packet Tracer
o 80 Switch L2 uag PC s1uau 2 indesldnsluiiuiinnsvie

2. #aA1 VLAN uaznadn Access Uy Switch
o @579 VLAN 10 way VLAN 20 Uu Switch

Switch> enable

Switch# configure terminal
Switch(configl# vian 10
Switch(config-vlan)# name VLAN10
Switch(config-vlan)# exit
Switch(configl# vian 20
Switch(config-vlan)# name VLAN20

Switch(config-vlan)# exit

o farmedn Access dmSU VLAN 10 wae 20
Switch(configl# interface range fastethernet 0/1 - 2
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vian 10
Switch(config-if-range)# exit
Switch(configl# interface range fastethernet 0/3 - 4
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vian 20
Switch(config-if-range)# exit
Switch(configl# exit

Switch# write memory
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3. %41 QoS UU Switch

o AIA1 QoS vumainileusieiu PC iivedndiduaudidgyveinisdatoya

Switch> enable

Switch# configure terminal
Switch(configl# mls qos

Switch(configl# interface fastethernet 0/1
Switch(config-if)j# mls qos trust cos
Switch(config-if)# exit

Switch(configl# interface fastethernet 0/3
Switch(config-if)j# mls qos trust cos
Switch(config-if)# exit

Switch(configl# exit

Switch# write memory

4. @aen IP Address waz Subnet Mask iuaSas PC
o Wa PC1 > Desktop > IP Configuration
» |P Address: 192.168.10.2
» Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.10.1
o a PC2 > Desktop > IP Configuration
» |P Address: 192.168.20.2
» Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.20.1
5. NadauMsiausiaszuinaAIas PC ﬁagﬂu VLAN sinsfiudineads ping u Command
Prompt
o tUn Command Prompt Ul PC1 Lagfiu ping 192.168.20.2 \enageun1sidouse
5213709 PC1 wag PC2 61U Inter-VLAN Routing
o Un Command Prompt Ul PC2 Lagfisu ping 192.168.10.2 \enaaeunsidoude

3¥NI8 PC2 wag PC1 WU Inter-VLAN Routing
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GELY

Uniseuaglaiseuinisnse Quality of Service (QoS) U Switch L2 Litedna1duaudAguainisds

1% A ~ A a ) a A
Toyalusetng watiiuuszansamlunisdnnisnsmiinesetie
Uselevuvay LAB

o liinFeudilamsdndiuanudidgyveinisdatoyaluaiotieniy QoS
e 138u3I/MIAIAT QoS YU Switch L2

a a a ) a A ) a A
. meﬂizﬁwﬁmwhmiﬁmmswsmh/\mmsmnaLLasﬂiwqq@mm‘wmimmﬂumiasm
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LAB 11: n15#afn DHCP Relay Uy Switch L2 uag Router
AGR

AYIEAENS1915801T LT0R

ANUNIVIADUAUNDI AN AL INAIEnThazinAlulad

%o wnEna

U 8U
U

ASLUU

o/

ngUseeA

1. \#i@38u3n15A9A1 DHCP Relay Uu Switch L2 uag Router tiauanysneia IP Address wuu

onlulia
gunsainld

Switch L2 (Cisco 2960) a1473U 2 fin

Router (Cisco 1941) 97U7U 1 A7

LASDIADUNMDS (PC)

aneidouss (Straight-Through, Cross-Over)

N1999aNLUUNRUYLaY IP Address

q‘Un’mj wasm || VLAN IP Address Subnet Mask Default Gateway
PC1 NIC 10 DHCP DHCP DHCP
PC2 NIC 20 DHCP DHCP DHCP

Switch1 Fa0/1 |[Trunk - -

Switch2 Fa0/1 |[Trunk - -

Router G0/0 Trunk ||192.168.10.1 255.255.255.0 -
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Q‘Uﬂiaj wasm || VLAN IP Address Subnet Mask Default Gateway
Router G0/1 Trunk ]/192.168.20.1 255.255.255.0
/N9

1. Walusunsy Cisco Packet Tracer haza319n1560aUsas89319 Switch, Router wag PC

o

Waluswnsy Cisco Packet Tracer

o @10 Switch L2 973U 2 619, Router (Cisco 1941) 97u3U 1 67 hag PC 97U 2 1A309

TuneluiuNnIsyineu

2. \ausadny

o l4ane Cross-Over @ousean FastEthernetd/1 984 Switch1 1U8s FastEthernet0/1

3. @A VLAN wagwasa Trunk uu Switchl

@)

YDY Switch2

&y Straight-Through Fousoan GigabitEthernet0/0 v89 Router U

FastEthernet0/1 w89 Switchl

&y Straight-Through Fousoan GigabitEthernet0/1 w9 Router U

FastEthernet0/1 989 Switch?2

Idfane Straight-Through \Jausiean FastEthernet0 wae PC1 TUEs FastEthernet0/2

P8 Switchl

T4fane Straight-Through Jeusiean FastEthernetO vae PC2 TUS4 FastEthernet0/2

YN Switch2

@579 VLAN 10 tag VLAN 20 Ul Switchl

Switch1> enable

Switch1# configure terminal

Switch1(configl# vlan 10

Switch1(config-vlan)# name VLAN10

Switch1(config-vlan)# exit

Switch1(configl# vlan 20

Switch1(config-vlan)# name VLAN20

Switch1(config-vlan)# exit



o farmedn Trunk vunesaiiieuseluss Router
Switch1(config)# interface fastethernet 0/1
Switch1(config-if)# switchport mode trunk
Switch1(config-if)# switchport trunk allowed vlan all
Switch1(config-if)# exit

o HIANBIM Access @11sU VLAN 10 wag 20

Switch1(config)# interface range fastethernet 0/2 - 3
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vian 10
Switch1(config-if-range)# exit

Switch1(config)# interface range fastethernet 0/4 - 5
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vlan 20
Switch1(config-if-range)# exit

Switch1(config# exit

Switch1# write memory

4. @A VLAN uagwasn Trunk Uy Switch2
o @319 VLAN 10 wag VLAN 20 uu Switch2

Switch2> enable

Switch2# configure terminal
Switch2(configl# vlan 10
Switch2(config-vlan)# name VLAN10
Switch2(config-vlan)# exit
Switch2(configl# vlan 20
Switch2(config-vlan)# name VLAN20
Switch2(config-vlan)# exit



o farmedn Trunk vunesaiiieuseluss Router
Switch2(config)# interface fastethernet 0/1
Switch2(config-if)# switchport mode trunk
Switch2(config-if)# switchport trunk allowed vlan all
Switch2(config-if)# exit

o HIANBIM Access @11sU VLAN 10 wag 20

Switch2(config)# interface range fastethernet 0/2 - 3
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vian 10
Switch2(config-if-range)# exit

Switch2(config)# interface range fastethernet 0/4 - 5
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vlan 20
Switch2(config-if-range)# exit

Switch2(config)# exit

Switch2# write memory

5. &A1 DHCP U Router

o #aen Sub-interface dwSU VLAN 10 uag 20 UL Router

Router> enable

Router# configure terminal

Router(configl#t interface gigabitethernet 0/0.10
Router(config-subif)# encapsulation dotlq 10
Router(config-subif)# ip address 192.168.10.1 255.255.255.0
Router(config-subif)# exit

Router(configi# interface gigabitethernet 0/0.20
Router(config-subif)# encapsulation dot1q 20
Router(config-subif)# ip address 192.168.20.1 255.255.255.0
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Router(config-subif)# exit
Router(configl# interface gigabitethernet 0/0
Router(config-if)# no shutdown

Router(config-if)# exit

o #iA1 DHCP Pool dw$U VLAN 10 ua 20 Ut Router
Router(configlt ip dhcp pool VLAN10
Router(dhcp-config)# network 192.168.10.0 255.255.255.0
Router(dhcp-configl# default-router 192.168.10.1
Router(dhcp-configl# exit
Router(configl# ip dhcp pool VLAN20
Router(dhcp-config)# network 192.168.20.0 255.255.255.0
Router(dhcp-configl# default-router 192.168.20.1
Router(dhcp-config)# exit
Router(configlt ip dhcp excluded-address 192.168.10.1
Router(configlt ip dhcp excluded-address 192.168.20.1
Router(configl#t exit

Router# write memory

#ag IP Configuration uu PC 1hu DHCP
o Wa PC1 > Desktop > IP Configuration
- daen 1P Configuration tJu DHCP
o Wa PC2 > Desktop > IP Configuration
- daen 1P Configuration tJu DHCP
NAFOUNISTBUABTTWINNATDY PC ﬁagﬂu VLAN sinsfiudineads ping u Command
Prompt
o tUn Command Prompt Ul PC1 lagfiu ping 192.168.20.2 \enageun1sidouse
521379 PC1 wag PC2 6y Inter-VLAN Routing
o Un Command Prompt Ul PC2 Lagfisu ping 192.168.10.2 \ienaaeunsidoude

3¥NI8 PC2 wag PC1 WU Inter-VLAN Routing
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GELY

UniFeuazlaiiouinisnsdn DHCP Relay Ui Switch L2 wag Router Litawanyungiay IP Address Wuu

DRLUIIR FULATDUIBNTNTHUS VLAN
Uselevuvay LAB

o Fgliminssutilanisaerilarnsieaiu DHCP Relay Wislananey IP Address WUUSHLULIR U
LA38U18NLNITUUS VLAN
o 138U3ITN15A%AT DHCP Relay Uu Switch L2 uag Router

o LUANUATAINLATUSEANSANIUNIINNIS IP Address Tuwp3aang
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LAB 12: n156aAn DHCP Relay Uu Switch L2 wag Router §1%5U 5 VLAN
AGR

AYIEAENS1915801T LT0R

ANUNIVIADURUADIANY AR INTIAIANSLazwmAlulad

%o wnEna

U 8U
U

ASLUU

o/

ngUseeA

1. #i@38u3n15A9A1 DHCP Relay Uu Switch L2 uag Router tiauanyusnegia IP Address wuu

IluTRd1SU 5 VLAN Taevaneway P lagniu
gunsainld

Switch L2 (Cisco 2960) a1473U 2 fin

Router (Cisco 1941) 97U7U 1 A7

LASDIADUNMDS (PC)

aneidouss (Straight-Through, Cross-Over)

N1999aNLUUNRUYLaY IP Address

q‘Un’mj wasm || VLAN IP Address Subnet Mask Default Gateway
PC1 NIC 10 DHCP DHCP DHCP
PC2 NIC 20 DHCP DHCP DHCP
PC3 NIC 30 DHCP DHCP DHCP
PCa NIC 40 DHCP DHCP DHCP
PC5 NIC 50 DHCP DHCP DHCP
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Q‘Uﬂiﬂj wasm | VLAN IP Address Subnet Mask Default Gateway

Switch1 Fa0/1 | Trunk |- -

Switch2 Fa0/1  |[Trunk |- -

Router GO/0  |[Trunk ]/192.168.10.1 255.255.255.0

Router G0/1 Trunk ]/192.168.20.1 255.255.255.0

Router G0/2  |[Trunk ]/192.168.30.1 255.255.255.0

Router GO0/3  |[Trunk ]/192.168.40.1 255.255.255.0

Router GO/4  |[Trunk ]/192.168.50.1 255.255.255.0

35n135M1

1. Waldswnsy Cisco Packet Tracer waza519n151 3016529319 Switch, Router waz PC

@)

Waluswnsy Cisco Packet Tracer

o @M Switch L2 $7u3u 2 i, Router (Cisco 1941) $1uau 1 6 wag PC §117U 5 1ASeq

TuneluiuNnIsyineau

2. wausadny

o

T¥ane Cross-Over \§ousaan FastEthernet0/1 ves Switch1 lUsa FastEthernet0/1

P9 Switch2

T4fane Straight-Through Feusean GigabitEthernet0/0 ¥4 Router U4

FastEthernet0/1 a9 Switchl

T4fane Straight-Through Feusean GigabitEthernet0/1 984 Router LU

FastEthernet0/2 989 Switchl

Idfae Straight-Through \Jausieain GigabitEthernet0/2 w3 Router U84

FastEthernet0/3 989 Switchl

T4fane Straight-Through Feusenn GigabitEthernet0/3 984 Router LU

FastEthernet0/4 a9 Switchl

T4fane Straight-Through Feusenn GigabitEthernet0/4 984 Router LU

FastEthernet0/5 989 Switchl



3.

F2
o/

12N

T4fane Straight-Through Weusean FastEthernet0 a1 PC1 LUEY FastEthernet0/2
YpY Switchl
T4ae Straight-Through \@ausieain FastEthernet0 was PC2 TUg FastEthernet0/3
YDI Switch2
Tdfane Straight-Through Weusean FastEthernet0 a1 PC3 LS FastEthernet/d
YB3 Switchl
T4fane Straight-Through Weusean FastEthernet0 a1 PC4 LUE FastEthernet0/5
YDI Switch2
T4fae Straight-Through LWausiaann FastEthernet0 was PC5 TUga FastEthernet0/6

YN Switchl

A1 VLAN waznasn Trunk Uu Switch1

o

@579 VLAN 10, 20, 30, 40 wag 50 Ul Switch1

Switch1> enable

Switch1# configure terminal
Switch1(configl# vlan 10
Switch1(config-vlan)# name VLAN10
Switch1(config-vlan)# exit
Switch1(configl# vlan 20
Switch1(config-vlan)# name VLAN20
Switch1(config-vlan)# exit
Switch1(config)# vlan 30
Switch1(config-vlan)# name VLAN30
Switch1(config-vlan)# exit
Switch1(config)# vlan 40
Switch1(config-vlan)# name VLAN40
Switch1(config-vlan)# exit
Switch1(configl# vlan 50
Switch1(config-vlan)# name VLAN50

Switch1(config-vlan)# exit
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farmesn Trunk vuwedaiifeuseluds Router
Switch1(config)# interface fastethernet 0/1
Switch1(config-if)# switchport mode trunk
Switch1(config-if)# switchport trunk allowed vlan all
Switch1(config-if)# exit

FaAwesn Access @MU VLAN 10, 20, 30, 40 wag 50

Switch1(config)# interface range fastethernet 0/2
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vian 10
Switch1(config-if-range)# exit

Switch1(config)# interface range fastethernet 0/3
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vlan 20
Switch1(config-if-range)# exit

Switch1(config)# interface range fastethernet 0/4
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vian 30
Switch1(config-if-range)# exit

Switch1(config)# interface range fastethernet 0/5
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vian 40
Switch1(config-if-range)# exit

Switch1(config)# interface range fastethernet 0/6
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vlan 50
Switch1(config-if-range)# exit

Switch1(configl# exit

Switch1# write memory



4. A1 VLAN uazwadn Trunk Uy Switch2
o @519 VLAN 10, 20, 30, 40 w8 50 Ul Switch2

Switch2> enable

Switch2# configure terminal
Switch2(config)# vlan 10
Switch2(config-vlan)# name VLAN10
Switch2(config-vlan)# exit
Switch2(config)# vlan 20
Switch2(config-vlan)# name VLAN20
Switch2(config-vlan)# exit
Switch2(config)# vlan 30
Switch2(config-vlan)# name VLAN30
Switch2(config-vlan)# exit
Switch2(config)# vlan 40
Switch2(config-vlan)# name VLAN40
Switch2(config-vlan)# exit
Switch2(configl# vlan 50
Switch2(config-vlan)# name VLAN50

Switch2(config-vlan)# exit

o farmedn Trunk vunesaiiiouseluss Router
Switch2(config)# interface fastethernet 0/1
Switch2(config-if)# switchport mode trunk
Switch2(config-if)# switchport trunk allowed vlan all
Switch2(config-if)# exit

o HIAMNBSA Access @115U VLAN 10, 20, 30, 40 wag 50

Switch2(config)# interface range fastethernet 0/2

Switch2(config-if-range)# switchport mode access
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Switch2(config-if-range)# switchport access vlan 10
Switch2(config-if-range)# exit

Switch2(config)# interface range fastethernet 0/3
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vlan 20
Switch2(config-if-range)# exit

Switch2(config)# interface range fastethernet 0/4
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vian 30
Switch2(config-if-range)# exit

Switch2(config)# interface range fastethernet 0/5
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vian 40
Switch2(config-if-range)# exit

Switch2(config)# interface range fastethernet 0/6
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vlan 50
Switch2(config-if-range)# exit

Switch2(configlt exit

Switch2# write memory

5. #eA1 DHCP U Router

o #3fn Sub-interface @SU VLAN 10, 20, 30, 40 Wag 50 UL Router

Router> enable

Router# configure terminal

Router(configlt interface gigabitethernet 0/0.10
Router(config-subif)# encapsulation dot1q 10
Router(config-subif)# ip address 192.168.10.1 255.255.255.0
Router(config-subif)# exit

Router(configl# interface gigabitethernet 0/0.20



Router(config-subif)# encapsulation dotlqg 20
Router(config-subif)# ip address 192.168.20.1 255.255.255.0
Router(config-subif)# exit

Router(configl#t interface gigabitethernet 0/0.30
Router(config-subif)# encapsulation dotlqg 30
Router(config-subif)# ip address 192.168.30.1 255.255.255.0
Router(config-subif)# exit

Router(configl# interface gigabitethernet 0/0.40
Router(config-subif)# encapsulation dot1q 40
Router(config-subif)# ip address 192.168.40.1 255.255.255.0
Router(config-subif)# exit

Router(configl# interface gigabitethernet 0/0.50
Router(config-subif)# encapsulation dotlqg 50
Router(config-subif)# ip address 192.168.50.1 255.255.255.0
Router(config-subif)# exit

Router(configl# interface gigabitethernet 0/0
Router(config-if)# no shutdown

Router(config-if)# exit

o #3pn DHCP Pool dm3u VLAN 10, 20, 30, 40 uag 50 Ul Router

Router(configl#t ip dhcp pool VLAN10
Router(dhcp-config)# network 192.168.10.0 255.255.255.0
Router(dhcp-configl# default-router 192.168.10.1
Router(dhcp-configl# exit

Router(configl#t ip dhcp pool VLAN20
Router(dhcp-config)# network 192.168.20.0 255.255.255.0
Router(dhcp-configl# default-router 192.168.20.1
Router(dhcp-config)# exit

Router(configl# ip dhcp pool VLAN30
Router(dhcp-configl# network 192.168.30.0 255.255.255.0
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Router(dhcp-configl# default-router 192.168.30.1
Router(dhcp-configl# exit

Router(configl# ip dhcp pool VLAN4Q
Router(dhcp-config)# network 192.168.40.0 255.255.255.0
Router(dhcp-configl# default-router 192.168.40.1
Router(dhcp-config)# exit

Router(configlt ip dhcp pool VLAN50
Router(dhcp-configl# network 192.168.50.0 255.255.255.0
Router(dhcp-configl# default-router 192.168.50.1
Router(dhcp-configl# exit

Router(configlt ip dhcp excluded-address 192.168.10.1
Router(configl# ip dhcp excluded-address 192.168.20.1
Router(configlt ip dhcp excluded-address 192.168.30.1
Router(configlt ip dhcp excluded-address 192.168.40.1
Router(configl# ip dhcp excluded-address 192.168.50.1
Router(configl#t exit

Router# write memory

6. M9A1 IP Configuration uu PC iy DHCP

o

Wa PC1 > Desktop > IP Configuration

- daen IP Configuration 1fu DHCP
Wa PC2 > Desktop > IP Configuration

- daen 1P Configuration tJu DHCP
e PC3 > Desktop > IP Configuration

- faen 1P Configuration tJu DHCP
Wa PC4 > Desktop > IP Configuration

- e IP Configuration 1fu DHCP
Wa PC5 > Desktop > IP Configuration

- faen 1P Configuration 101 DHCP

84
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7. MedaunIsausaEninuaIas PC ﬁagj’[,u VLAN sinsaffudaedds ping Ty Command
Prompt

o @ Command Prompt Ul PC1 wazfis#l ping 192.168.20.2 ievnaaunisiouss
521779 PC1 wag PC2 tu Inter-VLAN Routing

o U Command Prompt Ul PC2 uazfialil ping 192.168.30.2 ievnaaunisiiouse
38NN PC2 Wag PC3 WU Inter-VLAN Routing

o tUn Command Prompt uu PC3 wazRun ping 192.168.40.2 Lﬁamaaum'ﬁ%aum
521379 PC3 wag PC4 ety Inter-VLAN Routing

o @ Command Prompt Ul PC4 uazfitl#l ping 192.168.50.2 ievnaaunisiiouss
521779 PC4 wag PC5 61U Inter-VLAN Routing

o U Command Prompt U1 PC5 wazAun ping 192.168.10.2 \evaaeunsideuse

521779 PC5 wag PC1 61U Inter-VLAN Routing
GENY

UniFeuaglaiouinisnsdn DHCP Relay Ui Switch L2 Wag Router Litawanyiingiay IP Address Wuu

IRLUITR IULATDU18NTN1THUS VLAN Taevianawa 1P laighiy
Uselevivag LAB

o Fagliinssutilanisaeatlaznsigau DHCP Relay tiialanane IP Address WUUSHLULIR U
LA30U1ENLNITUUS VLAN
e 138U3I5N1369A DHCP Relay U Switch L2 uag Router

o UANUALAINWATUSEENSAINIUNNSIANIS IP Address Tuiasatie



LAB 13: n135A4A1 DHCP Relay wag Inter-VLAN Routing Ui Switch L2 was Router
#M3U 5 VLAN

Neou
U

HYI8AENI1A1580UT 13DR

ANUNITIABUNUNDIANY AL INTIFENTLaZINALULAE

%o wnEna

1
ngil3eu

AU

IngUszaA
1. \#i@38u3n15A3A1 DHCP Relay Uu Switch L2 U@z Router tiauanysneia IP Address wuu
onludRdmsyU 5 VLAN lnevaneias P ldgiu

2. WBI3Bu3N1303AN Inter-VLAN Routing Ut Router Livaliusiag VLAN aunsadeansiule
aunsainldy

e Switch L2 (Cisco 2960) 91U3U 2 #
e Router (Cisco 1941) 974U 1 617
e A3RspRuiiumes (PO)

. aedeuse (Straight-Through, Cross-Over)

N1592NLLUUNU8LAY IP Address

qﬂﬂiaj wasm || VLAN IP Address Subnet Mask Default Gateway
PC1 NIC 10 DHCP DHCP DHCP
PC2 NIC 20 DHCP DHCP DHCP
PC3 NIC 30 DHCP DHCP DHCP
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Q‘Uﬂiﬂj wasm | VLAN IP Address Subnet Mask Default Gateway
PCa NIC a0 DHCP DHCP DHCP
PC5 NIC 50 DHCP DHCP DHCP
Switch1 Fa0/1  |[Trunk |- - -
Switch2 Fa0/1  |[Trunk |- - -
Router GO/0  |[Trunk ]/192.168.10.1 255.255.255.0 -
Router G0/1 Trunk ]/192.168.20.1 255.255.255.0 -
Router G0/2  |[Trunk ]/192.168.30.1 255.255.255.0 -
Router GO0/3  |[Trunk ]/192.168.40.1 255.255.255.0 -
Router GO/4  |[Trunk ]/192.168.50.1 255.255.255.0 -

35n135M1

1. Waldswnsy Cisco Packet Tracer waza519n151 3046583319 Switch, Router waz PC

o UalUswnsy Cisco Packet Tracer

o @M Switch L2 $7u3u 2 i, Router (Cisco 1941) $1uau 1 6 wag PC §117u 5 1A304

Tunsluiuinnisyinau

2. wausadny

o l4ane Cross-Over Wousean FastEthernetd/1 984 Switch1 1U8s FastEthernet0/1

P9 Switch2

o l%ae Straight-Through Feusean GigabitEthernet0/0 ¥4 Router Ui

FastEthernet0/1 a9 Switchl

o l%ae Straight-Through Feusenn GigabitEthernet0/1 984 Router LU

FastEthernet0/2 989 Switchl

o e Straisht-Through Weusaann GigabitEthernet0/2 ¥aa Router LU

FastEthernet0/3 989 Switchl

o 1918 Straight-Through Feousoan GigabitEthernet0/3 w89 Router lUds

FastEthernet0/4 a9 Switchl



3.

Tdane Straight-Through tWeusean GisabitEthernet0/a va Router U8
FastEthernet0/5 ¥®¢ Switchl

T4fae Straight-Through \@ausieain FastEthernet0 was PC1 g FastEthernet0/2
YpY Switchl

T4fane Straight-Through Weusean FastEthernet0 a1 PC2 LS FastEthernetd/3
UBY Switch2

T4fane Straight-Through Weusean FastEthernet0 a1 PC3 LU FastEthernet0/d
UpY Switchl

T4ae Straight-Through L@ausiaann FastEthernet0 was PC4 TUg FastEthernet0/5
P99 Switch2

dane Straight-Through (Wausiean FastEthernet0 W PC5 TUg FastEthernet0/6

Y99 Switchl

&961 VLAN waswasa Trunk Uy Switchl

o

@579 VLAN 10, 20, 30, 40 wag 50 Ul Switch1

Switch1> enable

Switch1# configure terminal
Switch1(configl# vlan 10
Switch1(config-vlan)# name VLAN10
Switch1(config-vlan)# exit
Switch1(configl# vlan 20
Switch1(config-vlan)# name VLAN20
Switch1(config-vlan)# exit
Switch1(configl# vlan 30
Switch1(config-vlan)# name VLAN30
Switch1(config-vlan)# exit
Switch1(configl# vlan 40
Switch1(config-vlan)# name VLAN40
Switch1(config-vlan)# exit
Switch1(configl# vlan 50
Switch1(config-vlan)# name VLAN50
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Switch1(config-vlan)# exit

Sarmesa Trunk uuwesaiiiouseluss Router
Switch1(config)# interface fastethernet 0/1
Switch1(config-if)# switchport mode trunk
Switch1(config-if)# switchport trunk allowed vlan all
Switch1(config-if)# exit

Farwesn Access d113u VLAN 10, 20, 30, 40 uay 50
Switch1(config)# interface range fastethernet 0/2
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vian 10
Switch1(config-if-range)# exit

Switch1(config)# interface range fastethernet 0/3
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vian 20
Switch1(config-if-range)# exit

Switch1(config)# interface range fastethernet 0/4
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vian 30
Switch1(config-if-range)# exit

Switch1(configl# interface range fastethernet 0/5
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vlan 40
Switch1(config-if-range)# exit

Switch1(config)# interface range fastethernet 0/6
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vian 50
Switch1(config-if-range)# exit

Switch1(configl#t exit
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Switch1# write memory

4. #aA1 VLAN uaewasa Trunk Uy Switch2

o

o

@579 VLAN 10, 20, 30, 40 tag 50 Ul Switch2

Switch2> enable

Switch2# configure terminal
Switch2(configl# vlan 10
Switch2(config-vlan)# name VLAN10
Switch2(config-vlan)# exit
Switch2(configl# vlan 20
Switch2(config-vlan)# name VLAN20
Switch2(config-vlan)# exit
Switch2(config)# vlan 30
Switch2(config-vlan)# name VLAN30
Switch2(config-vlan)# exit
Switch2(configl# vlan 40
Switch2(config-vlan)# name VLAN40
Switch2(config-vlan)# exit
Switch2(config)# vlan 50
Switch2(config-vlan)# name VLAN50
Switch2(config-vlan)# exit

Sarmesa Trunk uuwedaiidouselss Router
Switch2(config)# interface fastethernet 0/1
Switch2(config-if)# switchport mode trunk
Switch2(config-if)# switchport trunk allowed vlan all
Switch2(config-if)# exit

[
U 1 s

AIAINDIM Access d@193U VLAN 10, 20, 30, 40 waz 50
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Switch2(config)# interface range fastethernet 0/2
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vian 10
Switch2(config-if-range)# exit

Switch2(config)# interface range fastethernet 0/3
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vlan 20
Switch2(config-if-range)# exit

Switch2(config)# interface range fastethernet 0/4
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vian 30
Switch2(config-if-range)# exit

Switch2(config)# interface range fastethernet 0/5
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vlan 40
Switch2(config-if-range)# exit

Switch2(config)# interface range fastethernet 0/6
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vian 50
Switch2(config-if-range)# exit

Switch2(configl#t exit

Switch2# write memory

5. #4A1 Inter-VLAN Routing ttag DHCP Uu Router

o #aen Sub-interface @MU VLAN 10, 20, 30, 40 waz 50 Ui Router

Router> enable

Router# configure terminal

Router(configl# interface gigabitethernet 0/0.10
Router(config-subif)# encapsulation dotlq 10
Router(config-subif)# ip address 192.168.10.1 255.255.255.0
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Router(config-subif)# exit

Router(configl# interface gigabitethernet 0/0.20
Router(config-subif)# encapsulation dot1q 20
Router(config-subif)# ip address 192.168.20.1 255.255.255.0
Router(config-subif)# exit

Router(configl# interface gigabitethernet 0/0.30
Router(config-subif)# encapsulation dotlqg 30
Router(config-subif)# ip address 192.168.30.1 255.255.255.0
Router(config-subif)# exit

Router(configl#t interface gigabitethernet 0/0.40
Router(config-subif)# encapsulation dotlqg 40
Router(config-subif)# ip address 192.168.40.1 255.255.255.0
Router(config-subif)# exit

Router(configl#t interface gigabitethernet 0/0.50
Router(config-subif)# encapsulation dot1q 50
Router(config-subif)# ip address 192.168.50.1 255.255.255.0
Router(config-subif)# exit

Router(configl# interface gigabitethernet 0/0
Router(config-if)# no shutdown

Router(config-if)# exit

[
Y

Router(configl# ip dhcp pool VLAN10
Router(dhcp-config)# network 192.168.10.0 255.255.255.0
Router(dhcp-configl# default-router 192.168.10.1
Router(dhcp-config)# exit

Router(configl# ip dhcp pool VLAN20
Router(dhcp-configl# network 192.168.20.0 255.255.255.0
Router(dhcp-configl#t default-router 192.168.20.1
Router(dhcp-config)# exit

$19A1 DHCP Pool @ 5u VLAN 10, 20, 30, 40 wag 50 Ui Router
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Router(configlt ip dhcp pool VLAN30
Router(dhcp-configl# network 192.168.30.0 255.255.255.0
Router(dhcp-configl# default-router 192.168.30.1
Router(dhcp-configl# exit

Router(configlt ip dhcp pool VLAN4Q
Router(dhcp-config)# network 192.168.40.0 255.255.255.0
Router(dhcp-configl# default-router 192.168.40.1
Router(dhcp-configl# exit

Router(configl# ip dhcp pool VLAN50
Router(dhcp-config)# network 192.168.50.0 255.255.255.0
Router(dhcp-configl# default-router 192.168.50.1
Router(dhcp-config)# exit

Router(configlt ip dhcp excluded-address 192.168.10.1
Router(configlt ip dhcp excluded-address 192.168.20.1
Router(configl# ip dhcp excluded-address 192.168.30.1
Router(configlt ip dhcp excluded-address 192.168.40.1
Router(configlt ip dhcp excluded-address 192.168.50.1
Router(configl#t exit

Router# write memory

6. M9An IP Configuration uu PC T9ilu DHCP

o

Wa PC1 > Desktop > IP Configuration

- daen 1P Configuration tJu DHCP
e PC2 > Desktop > IP Configuration

- faen 1P Configuration tJu DHCP
Wa PC3 > Desktop > IP Configuration

- e IP Configuration 1fu DHCP
Wa PC4 > Desktop > IP Configuration

- faen 1P Configuration 101 DHCP
s PC5 > Desktop > IP Configuration

- faen P Configuration 101 DHCP
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7. MedaunIsiausasEninuaIas PC ﬁagj’[,u VLAN sinsaffudaedds ping Ty Command
Prompt

o @ Command Prompt Ul PC1 wazfis#l ping 192.168.20.2 ievnaaunisiouss
521779 PC1 wag PC2 tu Inter-VLAN Routing

o U Command Prompt Ul PC2 uazfialil ping 192.168.30.2 ievnaaunisiiouse
38NN PC2 Wag PC3 WU Inter-VLAN Routing

o tUn Command Prompt uu PC3 wazRun ping 192.168.40.2 Lﬁamaaum'ﬁ%aum
521779 PC3 wag PC4 tnu Inter-VLAN Routing

o @ Command Prompt Ul PC4 uazfitlil ping 192.168.50.2 ievnaaunisiiouss
521779 PC4 wag PC5 61U Inter-VLAN Routing

o U Command Prompt U1 PC5 wazAun ping 192.168.10.2 \evaaeunsideuse

521779 PC5 wag PC1 61U Inter-VLAN Routing
GENY

UniFeuarlalouinisnsedl DHCP Relay wa Inter-VLAN Routing Ut Switch L2 uag Router Wiauan

nueLav IP Address Luusalud@luiniounaAin1suus VLAN wazl VLAN #ng9 anansadeansiuls
Uszlewivas LAB

o Fagliinssutilanisaeatlaznsigau DHCP Relay tiialanane IP Address WUUSHLULIR U
LA30U1ENLNITUUS VLAN
o 38UFIBNNIAAAT Inter-VLAN Routing Ul Router tielyi VLAN #1947 anansadeansiula

o UANUALAINWATUSEENSAINIUNNSIANIS IP Address Tuiasatie



LAB 14: n13509A1 DHCP Relay wag Inter-VLAN Routing Ui Switch L2 wag Router
d13U 5 VLAN 1nald 2 Router

Neou
U

HYI8AENI1A1580UT 13DR

ANUNITIABUNUNDIANY AL INTIFENTLaZINALULAE

%o wnEna

1
ngil3eu

AU

IngUszaA
1. \#i@38u3n15A3A1 DHCP Relay Uu Switch L2 U@z Router tiauanysneia IP Address wuu
onludRdmsyU 5 VLAN lnevaneias P ldgiu

2. WBI3Bu3N1303AN Inter-VLAN Routing Ul Router Livaliusiag VLAN aunsadeansiule
aunsainldy

e Switch L2 (Cisco 2960) 91U3U 2 #
e Router (Cisco 1941) 91U 2 617
e A3RspRuiiumes (PO)

. aedeuse (Straight-Through, Cross-Over)

N1592NLLUUNU8LAY IP Address

q‘dnszﬁ wasm || VLAN IP Address Subnet Mask Default Gateway
PC1 NIC 10 DHCP DHCP DHCP
PC2 NIC 20 DHCP DHCP DHCP
PC3 NIC 30 DHCP DHCP DHCP
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qﬂnmﬁ wasm | VLAN IP Address Subnet Mask Default Gateway

PCa NIC 40 DHCP DHCP DHCP
PC5 NIC 50 DHCP DHCP DHCP
Switch1 Fa0/1  |[Trunk |- - -
Switch2 Fa0/1  |[Trunk |- - -
Routerl GO/0  |[Trunk {[192.168.10.1 255.255.255.0 -
Routerl G0/1 Trunk |[192.168.20.1 255.255.255.0 -
Routerl GO0/2  |[Trunk {[192.168.30.1 255.255.255.0 -
Router2 GO/0  |[Trunk {[192.168.40.1 255.255.255.0 -
Router2 G0/1 Trunk |[192.168.50.1 255.255.255.0 -
35n135M1

1. Waldswnsy Cisco Packet Tracer waza519n151 3046583319 Switch, Router waz PC

o UalUswnsy Cisco Packet Tracer

o @M Switch L2 $7u3u 2 i, Router (Cisco 1941) $1uau 2 67 wag PC §117u 5 1A30q

Tunsluiuinnisyinau

2. wausadny

o l4ane Cross-Over Wousean FastEthernetd/1 984 Switch1 1U8s FastEthernet0/1

P9 Switch2

o l%ae Straight-Through Feusean GigabitEthernet0/0 984 Routerl TUgs

FastEthernet0/2 w89 Switchl

o l%ae Straight-Through Feusenn GigabitEthernet0/1 983 Routerl TUgs

FastEthernet0/3 989 Switchl

o e Straisht-Through WWeuseann GigabitEthernet0/2 waa Routerl LU

FastEthernet0/4 w89 Switchl

o 1918 Straight-Through Feousoan GigabitEthernet0/0 w89 Router2 lUéa

FastEthernet0/5 a9 Switchl



3.

T4ane Straight-Through tWeusiean GisabitEthernet0/1 va4 Router2 U8
FastEthernet0/6 ¥®¢ Switchl

T4fae Straight-Through \@ausieain FastEthernet0 was PC1 g FastEthernet0/2
YpY Switchl

T4fane Straight-Through Weusean FastEthernet0 a1 PC2 LS FastEthernetd/3
UBY Switch2

Tdfane Straight-Through Weusiean FastEthernet0 a1 PC3 LUEY FastEthernet/d
UpY Switchl

T4ae Straight-Through L@ausiaann FastEthernet0 was PC4 TUg FastEthernet0/5
P99 Switch2

dane Straight-Through (Wausiean FastEthernet0 W PC5 TUg FastEthernet0/6

Y99 Switchl

&961 VLAN waswasa Trunk Uy Switchl

o

@579 VLAN 10, 20, 30, 40 wag 50 Ul Switch1

Switch1> enable

Switch1# configure terminal
Switch1(configl# vlan 10
Switch1(config-vlan)# name VLAN10
Switch1(config-vlan)# exit
Switch1(configl# vlan 20
Switch1(config-vlan)# name VLAN20
Switch1(config-vlan)# exit
Switch1(configl# vlan 30
Switch1(config-vlan)# name VLAN30
Switch1(config-vlan)# exit
Switch1(configl# vlan 40
Switch1(config-vlan)# name VLAN40
Switch1(config-vlan)# exit
Switch1(configl# vlan 50
Switch1(config-vlan)# name VLAN50
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Switch1(config-vlan)# exit

Sarmesa Trunk uuwesaiiiouseluss Router
Switch1(config)# interface fastethernet 0/1
Switch1(config-if)# switchport mode trunk
Switch1(config-if)# switchport trunk allowed vlan all
Switch1(config-if)# exit

Farwesn Access d113u VLAN 10, 20, 30, 40 uay 50
Switch1(config)# interface range fastethernet 0/2
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vian 10
Switch1(config-if-range)# exit

Switch1(config)# interface range fastethernet 0/3
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vian 20
Switch1(config-if-range)# exit

Switch1(config)# interface range fastethernet 0/4
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vian 30
Switch1(config-if-range)# exit

Switch1(configl# interface range fastethernet 0/5
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vlan 40
Switch1(config-if-range)# exit

Switch1(config)# interface range fastethernet 0/6
Switch1(config-if-range)# switchport mode access
Switch1(config-if-range)# switchport access vian 50
Switch1(config-if-range)# exit

Switch1(configl#t exit

98



Switch1# write memory

4. #aA1 VLAN uaewasa Trunk Uy Switch2

o

o

@579 VLAN 10, 20, 30, 40 tag 50 Ul Switch2

Switch2> enable

Switch2# configure terminal
Switch2(configl# vlan 10
Switch2(config-vlan)# name VLAN10
Switch2(config-vlan)# exit
Switch2(configl# vlan 20
Switch2(config-vlan)# name VLAN20
Switch2(config-vlan)# exit
Switch2(config)# vlan 30
Switch2(config-vlan)# name VLAN30
Switch2(config-vlan)# exit
Switch2(configl# vlan 40
Switch2(config-vlan)# name VLAN40
Switch2(config-vlan)# exit
Switch2(config)# vlan 50
Switch2(config-vlan)# name VLAN50
Switch2(config-vlan)# exit

Sarmesa Trunk uuwedaiidouselss Router
Switch2(config)# interface fastethernet 0/1
Switch2(config-if)# switchport mode trunk
Switch2(config-if)# switchport trunk allowed vlan all
Switch2(config-if)# exit

[
U 1 s

AIAINDIM Access d@193U VLAN 10, 20, 30, 40 waz 50
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Switch2(config)# interface range fastethernet 0/2
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vian 10
Switch2(config-if-range)# exit

Switch2(config)# interface range fastethernet 0/3
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vlan 20
Switch2(config-if-range)# exit

Switch2(config)# interface range fastethernet 0/4
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vian 30
Switch2(config-if-range)# exit

Switch2(config)# interface range fastethernet 0/5
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vlan 40
Switch2(config-if-range)# exit

Switch2(config)# interface range fastethernet 0/6
Switch2(config-if-range)# switchport mode access
Switch2(config-if-range)# switchport access vian 50
Switch2(config-if-range)# exit

Switch2(configl#t exit

Switch2# write memory

5. #4A1 Inter-VLAN Routing 1ag DHCP Uy Routerl e Router2

o #aen Sub-interface @MU VLAN 10, 20, 30 U1 Routerl

Routerl> enable

Routerl# configure terminal

Router1(config) interface gigabitethernet 0/0.10
Router1(config-subif)# encapsulation dotlqg 10
Router1(config-subif)# ip address 192.168.10.1 255.255.255.0
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Routerl1(config-subif)}# exit

Router1(config)# interface gigabitethernet 0/0.20
Router1(config-subif)# encapsulation dotlqg 20
Router1(config-subif)# ip address 192.168.20.1 255.255.255.0
Router1(config-subif)}# exit

Router1(config)# interface gigabitethernet 0/0.30
Router1(config-subif)# encapsulation dotlq 30
Router1(config-subif)# ip address 192.168.30.1 255.255.255.0
Router1(config-subif)# exit

Router1(config)# interface gigabitethernet 0/0
Router1(config-if)# no shutdown

Router1(config-if)# exit
o fuAn Sub-interface 113U VLAN 40 waz 50 Ul Router?

Router2> enable

Router2# configure terminal

Router2(configl# interface gigabitethernet 0/0.40
Router2(config-subif)# encapsulation dotlq 40
Router2(config-subif)# ip address 192.168.40.1 255.255.255.0
Router2(config-subif)# exit

Router2(config)# interface gigabitethernet 0/0.50
Router2(config-subif)# encapsulation dotlq 50
Router2(config-subif)# ip address 192.168.50.1 255.255.255.0
Router2(config-subif)# exit

Router2(config)# interface gigabitethernet 0/0
Router2(config-if)# no shutdown

Router2(config-if)# exit



o

@)

[
Y

$9A1 DHCP Pool @%5u VLAN 10, 20, 30 Ul Routerl

Router1(configl#t ip dhcp pool VLAN10
Router1(dhcp-configl# network 192.168.10.0 255.255.255.0
Routerl(dhcp-config)# default-router 192.168.10.1
Router1(dhcp-configl#t exit

Router1(configl#t ip dhcp pool VLAN20
Router1(dhcp-config)# network 192.168.20.0 255.255.255.0
Router1(dhcp-configl# default-router 192.168.20.1
Routerl(dhcp-configl#t exit

Routerl(configlt ip dhcp pool VLAN30
Routerl(dhcp-config)# network 192.168.30.0 255.255.255.0
Router1(dhcp-configl#t default-router 192.168.30.1
Routerl(dhcp-config)# exit

Router1(config)# ip dhcp excluded-address 192.168.10.1
Router1(config)# ip dhcp excluded-address 192.168.20.1
Router1(configl# ip dhcp excluded-address 192.168.30.1
Router1(config)# exit

Routerl# write memory

$aF1 DHCP Pool @1wi3u VLAN 40 wae 50 Ul Router2
Router2(configl# ip dhcp pool VLAN4O
Router2(dhcp-config)# network 192.168.40.0 255.255.255.0
Router2(dhcp-configl# default-router 192.168.40.1
Router2(dhcp-config)# exit

Router2(confight ip dhcp pool VLAN50
Router2(dhcp-configl# network 192.168.50.0 255.255.255.0
Router2(dhcp-config)# default-router 192.168.50.1
Router2(dhcp-config)# exit
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Router2(config)# ip dhcp excluded-address 192.168.40.1
Router2(config)# ip dhcp excluded-address 192.168.50.1
Router2(config)# exit

Router2# write memory

6. M9A1 IP Configuration uu PC T9ilu DHCP

o

Wa PC1 > Desktop > IP Configuration

- faen P Configuration tJu DHCP
Wa PC2 > Desktop > IP Configuration

- faen P Configuration tJu DHCP
e PC3 > Desktop > IP Configuration

- A IP Configuration 1y DHCP
e PC4 > Desktop > IP Configuration

- faen P Configuration tJu DHCP
Wa PC5 > Desktop > IP Configuration

- faen P Configuration tJu DHCP

7. MARUNTYRNADTEWINNATRY PC Mg lu VLAN fefiudedd ping Tu Command

Prompt

o

1WA Command Prompt uu PC1 wazRun ping 192.168.20.2 \evmaeunsideuse
5217709 PC1 wag PC2 61U Inter-VLAN Routing
\Un Command Prompt Ul PC2 wagiiui ping 192.168.30.2 \ennaeunsidouse
521779 PC2 wag PC3 ety Inter-VLAN Routing
.Jn Command Prompt Ui PC3 wazfislii ping 192.168.40.2 ilenadeunisiouss
3¥WI PC3 wag PCA W1u Inter-VLAN Routing
.Jn Command Prompt Uy PC4 wazfisii ping 192.168.50.2 tlenadeunisiouss
52139 PC4 wag PC5 6nu Inter-VLAN Routing
\Ua Command Prompt Ul PC5 wagiumn ping 192.168.10.2 \enaaeunsidouse

3¥%I18 PC5 wag PC1 WU Inter-VLAN Routing
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GELY

UniFeuazlaiiouinisasdn DHCP Relay wa Inter-VLAN Routing Ut Switch L2 uag Router \iauan

neLae IP Address Wuusalud@luinsounsAiinisuus VLAN wagld VLAN #n99 anansadeansnuls

Uselevuvay LAB

o Fgliminssutilanisaerilarnsieaiu DHCP Relay Wislananey IP Address WUUSHLULIR U
LA38U18NLNITUUS VLAN
o 138UFITNTTA9AN Inter-VLAN Routing Ul Router Lol VLAN #ie9) anunsadeansiule

o LUANUATAINLATUSEANSANIUNIINNIS IP Address Tuwp3aang



LAB 15: 1135A9AT Routing 5213198191 5 6191 e linauiimasynaIviaiunsasds

v o 1’4
dayanfiula

Neou
U

HYI8AENI1A1580UT 13DR

ANUNITIABUNUNDIANY AL INTIFENTLaZINALULAE

%o wnEna

1
ngil3eu

AU

o/

ngUseeA
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1. ieiFeuin13Ase1 Routing s¥nineanw 5 anvn aeld Router Wivelvimeufiamesnnaivianinge

datayamiiule

gunsaifnld

Router (Cisco 1941) 91U3U 6 $7 (Router @1USUMPATEIVILAY Router Nag)

Switch L2 (Cisco 2960) 971434 5 67 (Switch d@sukaazanan)

LASBIABNNILADS (PC) MU 5 LATDY (PC dwnsusiazann)

aneidouss (Straight-Through, Cross-Over)

N1399aNLUURUYLaY IP Address

qﬂnmﬁ nasn IP Address Subnet Mask Default Gateway
Branch1 G0/0 192.168.1.1 255.255.255.0 192.168.1.254
Branch?2 G0/0 192.168.2.1 255.255.255.0 192.168.2.254
Branch3 G0/0 192.168.3.1 255.255.255.0 192.168.3.254
Branchd G0/0 192.168.4.1 255.255.255.0 192.168.4.254
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qﬂnmi nasn IP Address Subnet Mask Default Gateway

Branch5 G0/0 192.168.5.1 255.255.255.0 192.168.5.254

Central G0/0 10.0.0.1 255.255.255.0 -

Central G0/1 10.0.1.1 255.255.255.0 -

Central G0/2 10.0.2.1 255.255.255.0 -

Central G0/3 10.0.3.1 255.255.255.0 -

Central G0/4 10.0.4.1 255.255.255.0 -

35n13911

1. Waldswnsy Cisco Packet Tracer waza519n151 30468523919 Router, Switch wag PC

@)

o

Waluswnsy Cisco Packet Tracer

a1n Router (Cisco 1941) 91u3U 6 67 (Router @1uSULAAZE1UILAE Router Nag),

Switch L2 911U 5 67 wag PC 971U 5 wasadlunalunuinisyingnu

2. ausadny

o

dane Cross-Over Wousaann GigabitEthernet0/0 483 Router usiazanlugy

GigabitEthernet 483 Switch finsafiu

T4ane Straight-Through Weusean FastEthernet0 784 PC uwsazanulud

FastEthernet va4 Switch finseiu

4@ Cross-Over WWonsioann GigabitEthernet0/0 U84 Router waaganu1lues

GigabitEthernet0/0 4 GO/4 ¥4 Router NaY

3. 49A" IP Address UU Router Ya4ufiazaun

o

Branch 1:

Branch1> enable

Branch1# configure terminal

Branch1(config)# interface gigabitethernet 0/0

Branch1(config-if)# ip address 192.168.1.1 255.255.255.0

Branch1(config-if)# no shutdown

Branch1(config-if)# exit
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Branch1(config)# exit

Branch1# write memory

Branch 2:

Branch2> enable

Branch2# configure terminal

Branch2(config)# interface gigabitethernet 0/0
Branch2(config-if)# ip address 192.168.2.1 255.255.255.0
Branch2(config-if)# no shutdown

Branch2(config-if)# exit

Branch2(config)# exit

Branch2# write memory

Branch 3:

Branch3> enable

Branch3# configure terminal

Branch3(config)# interface gigabitethernet 0/0
Branch3(config-if)# ip address 192.168.3.1 255.255.255.0
Branch3(config-if)# no shutdown

Branch3(config-if)# exit

Branch3(configh#t exit

Branch3# write memory

Branch 4:

Branchd> enable

Branchd# configure terminal

Branchd(config)# interface gigabitethernet 0/0
Branchd(config-if)# ip address 192.168.4.1 255.255.255.0
Branchd(config-if)# no shutdown
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Branchd(config-if)# exit
Branchd(config)# exit

Branch4# write memory
o Branch 5:

Branch5> enable

Branch5# configure terminal

Branch5(config)# interface gigabitethernet 0/0
Branch5(config-if)# ip address 192.168.5.1 255.255.255.0
Branch5(config-if)# no shutdown

Branch5(config-if)# exit

Branch5(configl#t exit

Branch5# write memory
4. f9A1 IP Address UU Router Nang

Central> enable

Central# configure terminal

Central(configl#t interface gigabitethernet 0/0
Central(config-if)# ip address 10.0.0.1 255.255.255.0
Central(config-if)# no shutdown

Central(config-if)# exit

Central(configl# interface gigabitethernet 0/1
Central(config-if)# ip address 10.0.1.1 255.255.255.0
Central(config-if)# no shutdown

Central(config-if)# exit

Central(configl# interface gigabitethernet 0/2
Central(config-if)# ip address 10.0.2.1 255.255.255.0
Central(config-if)# no shutdown

Central(config-if)# exit

Central(configl#t interface gigabitethernet 0/3
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Central(config-if)# ip address 10.0.3.1 255.255.255.0
Central(config-if)# no shutdown

Central(config-if)# exit

Central(configlt interface gigabitethernet 0/4
Central(config-if)# ip address 10.0.4.1 255.255.255.0
Central(config-if)# no shutdown

Central(config-if)# exit

Central(configl# exit

Central# write memory

5. f9A1 Routing U Router UadLsaza1v1

o Branch 1:

Branch1> enable

Branch1# configure terminal

Branch1(config}# ip route 0.0.0.0 0.0.0.0 10.0.0.1
Branch1(config)# exit

Branch1# write memory
o Branch 2:

Branch2> enable

Branch2# configure terminal

Branch2(config)# ip route 0.0.0.0 0.0.0.0 10.0.1.1
Branch2(config)# exit

Branch2# write memory
o Branch 3:

Branch3> enable
Branch3# configure terminal

Branch3(config)# ip route 0.0.0.0 0.0.0.0 10.0.2.1



Branch3(configl# exit

Branch3# write memory
o Branch 4:

Branchd> enable

Branchd# configure terminal

Branchd(config)# ip route 0.0.0.0 0.0.0.0 10.0.3.1
Branchd(config)# exit

Branchd# write memory
o Branch 5:

Branch5> enable

Branch5# configure terminal

Branch5(config)l# ip route 0.0.0.0 0.0.0.0 10.0.4.1
Branch5(configl# exit

Branch5# write memory
6. M9A1 Routing UX Router Nang

Central> enable

Central# configure terminal

Central(config)# ip route 192.168.1.0 255.255.255.0 10.0.0.1
Central(configl#t ip route 192.168.2.0 255.255.255.0 10.0.1.1
Central(configl#t ip route 192.168.3.0 255.255.255.0 10.0.2.1
Central(config)# ip route 192.168.4.0 255.255.255.0 10.0.3.1
Central(configl# ip route 192.168.5.0 255.255.255.0 10.0.4.1
Central(configl#t exit

Central# write memory
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7. #adn IP Configuration uu PC 1iiu DHCP wle Static anufinuua
o tUm PC1 > Desktop > IP Configuration
. i??\‘iﬁﬁ IP Configuration vJu Static: 192.168.1.2, Subnet Mask: 255.255.255.0,
Default Gateway: 192.168.1.1
o tUm PC2 > Desktop > IP Configuration
. i??\‘iﬁﬁ IP Configuration vJu Static: 192.168.2.2, Subnet Mask: 255.255.255.0,
Default Gateway: 192.168.2.1
o tUm PC3 > Desktop > IP Configuration
. i??\‘iﬁﬁ IP Configuration vJu Static: 192.168.3.2, Subnet Mask: 255.255.255.0,
Default Gateway: 192.168.3.1
o Wa PC4 > Desktop > IP Configuration
. ﬁ’j\‘iﬁﬁ IP Configuration vJu Static: 192.168.4.2, Subnet Mask: 255.255.255.0,
Default Gateway: 192.168.4.1
o WWa PC5 > Desktop > IP Configuration
. ﬁ’j\‘iﬁﬁ IP Configuration vJu Static: 192.168.5.2, Subnet Mask: 255.255.255.0,
Default Gateway: 192.168.5.1
8. VAABUNSWaNADIENIINATEY PC ﬁagﬂuawwiwﬁ'ué’wﬁqé’q ping Tu Command
Prompt
o tUma Command Prompt Uu PC1 wazRun ping 192.168.2.2 \evmaaunsideuse
581 PC1 wag PC2
o 1Un Command Prompt Ul PC2 agiius ping 192.168.3.2 \enaaeunsidouse
581N PC2 wag PC3
o tUm Command Prompt uu PC3 wazRuN ping 192.168.4.2 \evmaaunsideuse
521919 PC3 wag PC4
o tUn Command Prompt uu PC4 wazRuN ping 192.168.5.2 \evmaaunsideuse
58114 PC4 wag PC5
o 1Un Command Prompt Ul PC5 tagiius ping 192.168.1.2 \enaaeunsidouse

¥4 PC5 way PC1
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GELY

o v o & . ' v P v a s
UﬂL58UQ$1ﬂL38UEﬂ7§@QﬂW Routing 5¢196191 5 é19 Iﬂ&ﬂfﬁ Router LW@iMﬂ@NWQL@@ﬁVJﬂﬁW%W

anansodstoyamiiula
Uszlyviluag LAB

o glviiniSeudilanisasen Routing seninsanvilagly Router Litelvineuiiumesynaiun
aunsadeansiula
o LAMUTNYITUNITOBNRUULALAIANATEUIEVUIA VG

o 38u3I5n151Y Routing Table uu Router



Lab 1: n1sAnnsuazAvuna1nauiln Apache2 uaz PHP THiinudasnsne
Keou:

NEFAIANTIANSIDUS LIBR

ey

IngUIzaA:
1. 138u3n15AARAT Apache2 uag PHP Uu Linux

2. BeusnMsimuarireuiinly Apache2 waz PHP Innudasnsie

o/

FaALATIAIRIND:

9

o 38UUUUANIT Linux (Ubuntu %50 Debian-based distribution wug1in)
¢ &@W5 root %39 sudo

e MUNBlaUATeY BT 192.168.1.0/24

A1519%UNELaY IP Address N1y

113

nugLaY IP Address gunsal Tuiinifisniy
192.168.1.1 Router Gateway #anNUBILATOUY
192.168.1.2 Server AnAY Apache2 LagNAZEBU config
192.168.1.3 - 192.168.1.254 qﬂﬂsaﬁlmium%sﬂw WU ABURILMDS, e, loT
/NIRRT

1. DNANTSU:

o PNAM package list V9ITLUU:
sudo apt update

2. @Ay Apache2:

o fnAY Apache2 web server:
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sudo apt install apache2 -y
o AIIVADUAN1ULVYDY Apache2:
sudo systemctl status apache?2
o VAABUNISHNGY Apache? rnuduiustiweslaednlufl hitp.//192.168.1.x (A5

WU Apache2 Default Page)

¥
o/

3. ARAY PHP:

o fnsa PHP uarlugaiidndu:
sudo apt install php libapache2-mod-php php-mysqgl -y
o MIIABUNSANGS PHP:
php -v
o asnlwdneaeu PHP:
echo "<?php phpinfo(); ?>" | sudo tee /var/www/html/info.php
25019 config
1. Uan1suansdayaiiastuves Apache2
o unlulwaneuiinnanves Apache2:
sudo nano /etc/apache2/conf-available/security.conf

o AUMUTINANT ServerTokens wag ServerSignature wagiUdsuadunail:

plaintext
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ServerTokens Prod

ServerSignature Off
2. Uamsuanssranisivalulasnnes
o udlvlndrsuiinudnuss Apache2:
sudo nano /etc/apache2/apache2.conf
. iuvdeldsuulasnssluiiludiu <Directory variwmww/s:

plaintext

Options -Indexes
s
3. nMvuaansn1siinnsinanazlaisnnes
o a Q{ Y =2 I3 a
o ANVEDUBATIINUAANSNSIINDIEuaslaLsnNes:

sudo chown -R www-data:www-data /var/www/html

sudo chmod -R 755 /var/www/html
4. Ualdarunsitnsva SSL/TLS
. findaluga mod st

sudo apt install openssl ssl-cert -y

sudo a2enmod ssl
o a@sn9lususes SSL:

sudo mkdir /etc/apache2/ssl
sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout
/etc/apache2/ssl/apache.key -out /etc/apache2/ss\/apache.crt



(lutumeuil axdosnsondeyaiferivesdnsuaslnunvesnn)
wilulndnauiinvesiulediiiedaldau SsL:

sudo nano /etc/apache2/sites-available/default-ssl.conf
dusouslurselui:

plaintext

<VirtualHost *:443>
ServerAdmin webmaster@localhost

DocumentRoot /var/www/html

SSLENngine on
SSLCertificateFile /etc/apache2/ssl/apache.crt
SSLCertificateKeyFile /etc/apache2/ssl/apache key

<FilesMatch "\.(cgi[tml|phtml|php)$">
SSLOptions +StdEnvVars

</FilesMatch>

<Directory /usr/\ib/cgi-bin>
SSLOptions +StdEnvVars

</Directory>

BrowserMatch "MSIE [2-6]" \
nokeepalive ssl-unclean-utdown \

downgrade-1.0 force-response-1.0

ErrorLog ${APACHE _LOG_DIR}/error.log
CustomlLog $S{APACHE LOG_DIR}/access.log combined
</VirtualHost>
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o Waldauiulas SSL:

sudo a2ensite default-ssl

sudo systemctl reload apache2
5. fafin Firewall iiveaynan1siddaanizwesniisniu
e #3A7 UFW (Uncomplicated Firewall) Lﬁaauzgmmiuﬁﬁqwa%m 80 (HTTP) wag 443 (HTTPS):

sudo ufw allow 'Apache Full
sudo ufw enable

sudo ufw status
N1INAEDU:

1. negaunsidnie HTTP:
o Waduwusiwesududnlui http://192.168.1.x
o Qmmil,ﬁm/lﬁ’] Apache?2 Default Page
2. NAAUNISINA HTTPS:
o Waduwusriwesudand lud https.//192.168.1.x
o AuMIuMT Apache2 Default Page Mfin1sidnsiia SsL
3. vAdau PHP:
o Waduusriwesudndnlud http://192.168.1.x/info.php
o AmAISTN PHP Information Page wansdoyaiieatunisiins PHP
4. avvdeuNsUanisuansdayatiasdu:

o W Terminal udsumds:
curl -l http://192.168.1.x

o wsNRARUNATNEINliinsuandeyaLIasTUVeY Apache
5. asvdsunsUanisuanssienisinalulasnnes:
o Wanulusiwesuand luf http://192.168.1.x/nonexistent_directory

o AuASILdaAL "403 Forbidden" uvuilaziunisuanssiensing
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I3
6. MIVFBUANTNITUIRIINE:

o WA Terminal wai5uANds:

s -l /var/ www/html

[
v 1

o nynasudnsvedlvduazlaisnnesignasaily www-datawww-data wag 755
ayunan1sTeus:

lu lab 4 Aauldlseusnisindsuasiiinouiin Apache2 wag PHP UL Linux Wagdsnisivundimewiin
Widnnuvasady wu nsUamsuanstoyatiaidu n1stamsuanssiensindlulaisnnes nmsimue

a

ansnisindabndnazlasnnes nmsilaldaunisidnsia SSL/TLS wagn1s@aan Firewall
YoLULUNULAY:

o o ¥ 1 o 5 1 A L2 a
o myhmsdrseslayanswimsadmsountulndaeuiinlag
a O o & 12 44'
o winwulgmilunisindsseniseisan msnsiaaeu log Indved Apache2 Womanmsuasiud
MauA LY

) Iz & = & o A )
o HFIVFEDULLALDNLANYDNALITLALLANALNATUUTZINNDAINUUADANY
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Lab 2: n1sAnngazn1una1nauin BIND wazn1sna Virtual Host ui Ubuntu
Keou:

NEFAIANTIANSODUT LIDR

ey

IngUIzaA:
1. 138u3n15AAAS BIND DNS Server uu Ubuntu

2. 138u3N13¥1 Virtual Host vi Ubuntu

o/

FaALATIAIRIND:

9

o S¥UUURUANT Linux (Ubuntu wugiin)
e @V5 root %58 sudo

e MUNBlaUATeY BT 192.168.1.0/24

A1519%UNELaY IP Address N1y

nugLaY IP Address gunsal Tuiinifisniy
192.168.1.1 Router Gateway M8Nv0LATOUNY
192.168.1.2 Server aﬂ(??ﬂ BIND wag Virtual Host
192.168.1.3 - 192.168.1.254 qﬂﬂsaﬁluqﬁlum%sm WU ABNNILMBS, Lde, loT
ABN1SANAT

N15AARY BIND DNS Server

1. DNWARTIUU:

o ONLAA package list VBITLUU:
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sudo apt update

2. fanq BINDY:

[
a o

o #AFN BIND DNS Server:
sudo apt install bind9 bind9utils bind9-doc -y
A1 Virtual Host Uu Apache2

1. fnAs Apache2:

o Hama Apache2 web server:
sudo apt install apache2 -y

2. #3124 Directory d1%5U Virtual Host:

o @314 Directory dwsuunag Virtual Host:

sudo mkdir -p /var/www/examplel.com/public_html

sudo mkdir -p /var/www/example2.com/public_html

s
3. MuuUAeNg Directory:

o ANUAEVBLAZLYUBY Directory:

sudo chown -R SUSER:SUSER /var/www/examplel.com/public_html
sudo chown -R SUSER:SUSER /var/www/example2.com/public_html

sudo chmod -R 755 /var/www

4. @¥utiunagau:

o @513l1a index html lulsag Directory:

echo "<html><head><title>Welcome to
examplel.coml</title></head><body><h1>Success! The examplel.com virtual
host is workingl</h1></body></htm(>" | sudo tee

/var/www/examplel.com/public_html/index.html
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echo "<html><head><title>Welcome to
example2.com!</title></head><body><h1>Success! The example2.com virtual
host is workingl</h1></body></htm(>" | sudo tee

/var/www/example2.com/public_html/index.html
25015 config
N1311%UAAT BIND DNS Server

1. whbvlnd named.conf.local:

o inleuluailulng named.conflocal:
sudo nano /etc/bind/named.conf.local
aussiiaselui:

plaintext

zone "examplel.com" {
type master,

file "/etc/bind/zones/db.examplel.com";

zone "example2.com" {
type master,

file "/etc/bind/zones/db.example2.com”;
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2. @314 Directory dusulualaw:

o @314 Directory @wsulualau:
sudo mkdir /etc/bind/zones

3. @¥1elnaleu:

o @5ulvla db.examplel.com:

sudo nano /etc/bind/zones/db.examplel.com

Wislamemaluil:
plaintext

; BIND data file for examplel.com

)

STTL 604800
@ IN SOA  ns.examplel.com. admin.examplel.com. (
3 ; Serial
604800 ; Refre
86400 ; Retry

2419200 ; Expire

604800 ) ; Negative Cache TTL
@ IN NS ns.examplel.com.

@ IN A 192.168.1.2
ns IN A 192.168.1.2

www N CNAME  examplel.com.
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o @5lvla db.example2.com:

sudo nano /etc/bind/zones/db.example2.com

Wislameaaluil:
plaintext

; BIND data file for example2.com

)

STTL 604800
@ IN SOA  ns.example2.com. admin.example2.com. (
3 ; Serial
604800 ; Refre
86400 ; Retry

2419200 ; Expire

604800 ) ; Negative Cache TTL
@ IN NS ns.example2.com.

@ IN A 192.168.1.2
ns IN A 192.168.1.2

www IN CNAME  example2.com.

4. Sam1$n BINDY:

o 3aMN$NUSNIS BINDY wislvinismaAniina:

sudo systemctl restart bind9
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A135AMUAAT Virtual Host U4 Apache2

1. @¥9lndmouiln Virtual Host:

o asnalndmauiind1nsunsay Virtual Host:

sudo nano /etc/apache2/sites-available/examplel.com.conf

Wislameaaluil:
plaintext

<VirtualHost *:80>

ServerAdmin admin@examplel.com

ServerName examplel.com

ServerAlias www.examplel.com

DocumentRoot /var/www/examplel.com/public_html

ErrorLog ${APACHE LOG DIRY error.log

CustomLog $S{APACHE_LOG DIR}/access.log combined
</VirtualHost>

o asulvamsuiind iy example2.com:

sudo nano /etc/apache2/sites-available/example2.com.conf

Wislavnaalui:
plaintext

<VirtualHost *:80>
ServerAdmin admin@example2.com
ServerName example2.com
ServerAlias www.example2.com

DocumentRoot /var/www/example2.com/public_html



ErrorLog ${APACHE LOG_DIRY error.log
CustomlLog ${APACHE LOG DIR}/access.log combined
</VirtualHost>

2. Waldeu Virtual Host:

o Waldaulwarsuiindusunsas Virtual Host:

sudo a2ensite examplel.com.conf

sudo aZensite example2.com.conf

3. 3am159 Apache2:

a ¢ a A 9w O 1A
o 3AMINUIANT Apache2 iiliinsnsadne:
sudo systemctl restart apache?2
N1INA&U:

1. YAEDUAISNIUYDS BIND DNS:

o lUFd nslookup %39 dig LileATIAEDUAITVINIUVDY BIND:

nslookup examplel.com 192.168.1.2
nslookup example2.com 192.168.1.2

2. NAFEBUNISLUNAY Virtual Host:

o Waduuniwesududlud http/examplel.com wag http:/example2.com

o puAumnIuaaeuassliluwsag Virtual Host

ayunanIsisaus:

(%
Y
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Tu lab © AauldlseusnisindsuasdAimowuiin BIND DNS Server wazn15¥n Virtual Host v Ubuntu

FIUNITNNTNTI@BUNITYINIUYBY DNS Uag Virtual Host
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VDWUTUNNULAL:

o mvihmsdrsestayanswimsdmvzountulndaeuiinlag
o Uy lun1sRAAIMTENITRIAT AI5ATIE0U Llog bidues BIND uag Apache2 Lo

a%muazuu’mwuﬁlﬂu
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Lab 3: n1sfnnduazmnuaa1nauiln MySQL Server uas phpMyAdmin uu

Ubuntu
Keou:

AYIEAENS1915801T LR

IngUIzeA:
1. 138u3n15AAAY MySQL Server uu Ubuntu

2. 138u3N13AARa phpMyAdmin Ui Ubuntu

o/

FaALATIAIRIND:

9

o S¥UUUUANT Linux (Ubuntu wugiin)
e @V5 root %58 sudo

e MUNBlaUATEY BT 192.168.1.0/24

A1519%U1ELaY IP Address N1y

nu1eLaY IP Address gunsal Tuiinifisniy
192.168.1.1 Router Gateway #8nU8ILATOUE
192.168.1.2 Server fnda MySQL Server uag phpMyAdmin
192.168.1.3 - 192.168.1.254 Qﬂﬂiaﬁluﬂum%ﬁw WU ABUNIMBS, e, loT
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/N1IANAY
N13AAAY MySQL Server

1. INLARTSUL:

o dNAN package list V9ITTUU:
sudo apt update

2. fnAs MySQL Server:

o Aafe MySQL Server:
sudo apt install mysqgl-server -y
o Funswaen MySQL:
sudo mysql_secure installation
o MRUAMMLANNY LeUduUsanasaitves MySQL
MsAnRe phpMyAdmin

1. fnga phpMyAdmin:
o fama phpMyAdmin:

sudo apt install phpmyadmin php-mbstring php-zip php-gd php-json php-curl -y

o lusgwineamsinds agiiviaalmdeniu@snnesfiagldiu phpMyAdmin Tiden
apachez wagnm OK

o aivhenalviimuasiaRudmsudlY phpMyAdmin Tiivuasiadukazna OK
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2. Waldaru phpMyAdmin:

o Waldeudiuvene mbstring:
sudo phpenmod mbstring
o 38@m15% Apache2:
sudo systemctl restart apache?2
25015 config
ANINIMUAAT MySQL Server

1. 1dg MysSQL:

o g MysSQL segld root:

sudo mysql -u root -p
o @iy uteyalnal:

sql

CREATE DATABASE mydatabase;
o afglilmivayliavs:

sql

CREATE USER 'myuser'@'localhost' IDENTIFIED BY 'mypassword';
GRANT ALL PRIVILEGES ON mydatabase.* TO 'myuser'@'localhost’;
FLU PRIVILEGES;



o 88N31n MySQL:
sql

EXIT;
A1INIRUAAT phpMyAdmin

1. wunsdieules phpMyAdmin fiu Apache2:

o @519 symbolic link TUgs Apache?2 configuration:

sudo n -s /etc/phpmyadmin/apache.conf /etc/apache2/conf-

available/phpmyadmin.conf
o Weldaunsaad phpMyAdmin:

sudo a2enconf phpmyadmin

sudo systemctl reload apache2
N1INAEDU:

1. MAgaun1siinie MySQL:

o tUn Terminal waasuAds:
sudo mysql -u root -p

o fonduwing MysQL fhesviasinuiisly
2. NAFaUNT5NEY phpMyAdmin:
o Waduuniwesududlud http://192.168.1.2/phpmyadmin

o &endutng phpMyAdmin saegld root wagsianunmall

130
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ayunanisiseus:

Tu lab 1 AaildiSeusnsinnauazaadimouiin MySQL Server wag phpMyAdmin ut Ubuntu 333

15N190921980UNI519UVBS MySQL 1ag phpMyAdmin
YoUUZULNNLAN:

o myhmsdrsestayanswimsasdmseuntulndneuiinlag
o mnnulanlunsfinnmien1Inern AISRTI9deU log Iawes MySQL tag Apache2 Lo
AIRLATHUINIUALY

[y I3 I =3 I~ o = [
o HFIVEOULLALBNLAAYBNALITULAZLNALNATUUTZANNBANUUADANY



Lab 4: n1suaanaulas nd wazdus uu Ubuntu
Keou:

NEFAIANTIANSIDUS LIBR

ey

IngUIzaA:
= 1% d & 5% .
1. Feudnisudeniiuledsaeg Squid Proxy

2. Feudnsufenliduaslusinaeasie Squid Proxy

o/

FaALATIAIRIND:

9

o S¥UUURUANT Linux (Ubuntu wugiin)
e @V5 root %58 sudo

e MUNBlaUATeY BT 192.168.1.0/24

A1519%UNELaY IP Address N1y

132

nugLaY IP Address gunsal Tuiinuisdy
192.168.1.1 Router Gateway ¥8NU84LATEUE
192.168.1.2 Proxy Server aﬂﬁgﬂ Squid Proxy
192.168.1.3 - 192.168.1.254 Qﬂﬂiaﬁuﬂum%ﬁw WU ABURILMBS, e, loT




A5nN15hnAg
A15AARY Squid Proxy

1. INLARTSUL:

o dNAN package list V9ITTUU:
sudo apt update

2. HaAY Squid Proxy:

o Hama Squid Proxy:
sudo apt install squid -y
25019 config
A13AMUAART Squid Proxy

1. drsaslndmauinify:

o  @sedlndmouiniiy:

sudo cp /etc/squid/squid.conf /etc/squid/squid.conf.backup

2. wilvlWdmsuiin:

o unluldmeudin Squid:
sudo nano /etc/squid/squid.conf

3. vdaniules:

o wWnussinsallilulndrsuinievdsniulas:

plaintext

acl blocked sites dstdomain .example.com

http_access deny blocked sites

133
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4. vdenlWdmuuuana:

o nussvinseludilulndreuiniievdenlndnuuvana:

plaintext

acl blocked files urlpath _regex -i \.exe$ \.zip$ \.\mp3$
http_access deny blocked files

5. vdsnluslnmoa:

o wWuussinsellilulndrauiniiiavdanlusinaanlidanis:

plaintext

acl blocked protocols proto HTTPS
http_access deny blocked protocols

6. ayyIn1sidnfINATatIEneTu:

o wnussindelUlulvdreuiiniioauginnisidntiaannsetienielu:

plaintext

acl localnet src 192.168.1.0/24

http_access allow localnet

7. Juiinwazasnainindmauiln:
o  Tufinwarasnaintndaauin (Ctrl + O, Enter, Ctrl + X)
8. 3#A15% Squid:

= s a . P v S 1A
o J@AMNINUINIG SqUId LW@IWﬂTﬁC‘NﬂWNNﬁZ

sudo systemctl restart squid



135

N1INAEDU:

<2 < 4
1. nadaunisudanIulud:
Y = & s a 3 |
o wenenudnfaduledfignuden W http://example.com
o AmMTWutoAMLLEnlawnsadiaduledla
<2 I3
2. vegaumsudeanlnaauuuana:
o NeemaUlvianlwaTliuanaiignuaen wu http://example.com/file.exe
o AmMTHIutoAMLLEnl@nsandlianlwdle
3. nedaunisudenluslanea:
o weenudndeivlaaldlusinneatignuien 1wu https://example.com

< ¥ 1 1 Y =2 I3 v
o AuMTUTeANULEnINllasaifwIuledle

ayunanIsisaus:

[
v 1

Tu lab # paulsisausnisfnsuasAsrnouiin Squid Proxy Ui Ubuntu saudisisnisudentiules tnd

muwana wavlustaneaiilifenis
FauuzwaA:

o o ¥ 1 o 5 1 A [ a
o myhmsdrsestayanswihmsdsdmsountulndaeuiinlag
o winnulgmlunishindsmsenisnin msnsiaaeu log Idves Squid iemamauazLLY
manly

[ I3 4 =3 I~ o A [
o HFIVEDULLALBNLARYDNALITULAZLNALNATUUTZANNBANUUADANY
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Lab 5: n1sAnndasn1iunf1nauin FTP Server uu Ubuntu
Keou:

NEFAIANTIANSIDUS LIBR

ey

IngUIzaA:
1. 158u3n15@ARAT FTP Server Ui Ubuntu

2. BeuinMsimuarirauiin FTP Server

o/

FaALATIAIRIND:

9

o S¥UUURUANT Linux (Ubuntu wugiin)
e @V5 root %58 sudo

e MUNBlaUATeY BT 192.168.1.0/24

A1519%UNELaY IP Address N1y

nugLaY IP Address gunsal Tuiinuisdy
192.168.1.1 Router Gateway ¥8NU84LATEUE
192.168.1.2 FTP Server aﬂﬁgﬂ FTP Server
192.168.1.3 - 192.168.1.254 Qﬂﬂiaﬁuﬂum%ﬁw WU ABURILMBS, e, loT




/N1IANAY
N15ANAY vsftpd (FTP Server)

1. INLARTSUL:

o dNAN package list V9ITTUU:
sudo apt update

2. fnfs vsftpd:

o Hnfa vsftpd:
sudo apt install vsftpd -y
25019 config
A13AUAAT vsftpd

1. drsaslndmauinify:

o @veslvdnouiinii;
sudo cp /etc/vsftpd.conf /etc/vsftpd.conf.backup

2. wilvlWdmsuiin:

o unluldmeudin vsftpd:
sudo nano /etc/vsftpd.conf

3. USULAINISA9AN:

o USuwsanisaeraaludlulwdaauiin:

plaintext

listen=NO
listen ipv6=YES

137
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anonymous_enable=NO

local_enable=YES

write_enable=YES

local umask=022

dirmessage enable=YES

use localtime=YES

xferlog_enable=YES

connect from_port 20=YES
chroot_local_user=YES

secure chroot_dir=/var/run/vsftpd/empty
pam_service_name=vsftpd

rsa_cert file=/etc/ssl/certs/ssl-cert-snakeoil.pem
rsa_private key file=/etc/ssl/private/ssl-cert-snakeoil.key

ssl_enable=YES

a. g4 FTP:

o agld FTP uazsnswianu:
sudo adduser ftpuser

5. a¥alasnna3dwmsudly FTP:

o @519bALSNNEIRALAMNUAGNT:

sudo mkdir -p /home/ftpuser/ftp/upload

sudo chown nobody:nogroup /home/ftpuser/ftp

sudo chmod a-w /home/ftpuser/ftp

sudo chown ftpuser:ftpuser /home/ftpuser/ftp/upload
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6. SaMISN vsftpd:

o 3AMIINUIATT vsftpd iielinisnsadne:
sudo systemctl restart vsftpd
N1INA&U:

1. vadaunsidausa FTP:
o 1#lUsunsu FTP Client wu FileZilla viarda FTP lu Terminal Wiiogonsudn FTP

Server fedoyarldnasedu
ftp 192.168.1.2

2. nedaunNIsonvanwazaIuluanlna:

o onlunanlwaludilaisnmes upload wazaniiluanlnaaini@suiiesinenagaunisineu
ayunanseus:

Tu lab # AailaiSeusnsinnsuazaadmeuiin FTP Server uu Ubuntu $38935n15053980Un15v91u

Y84 FTP Server Uagn133nnsyly FTP
VDWUTUNNULAL:

o AITNsdTeslayaneuynsAsAmTounllwdrewiinlag
a & o« O I3 P
o mnnudgnnlun1sAnAIwsensreen MIRTIaEeU log Laves vsftpd tiemavinuazLd
MY

[ I3 4 =3 I~ o A [
o FFIVEDULLALBNLARYDNALITULAZLNALNATUUTZANNBANUUADANY



Lab 6: n1sAnnazliusn1s S uu Ubuntu
Keou:

NEFAIANTIANSIDUS LIBR

ey

o

ngUszaa:

1. 138u3n15AAAS S Server U Ubuntu

a o ° ! A A a o
2. Lﬁﬁugﬂ'ﬁﬂ'ﬁ/‘u@ﬂ']ﬂ@‘UWﬂ S Server WathuANUUaBANE

FaALATIAIRIND:

9

o S¥UUURUANT Linux (Ubuntu wugiin)
e 393 root #%e sudo
e MUNBlaUATeY BT 192.168.1.0/24

A1519%UNELaY IP Address N1y
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nugLaY IP Address gunsal Tuiinuisdy
192.168.1.1 Router Gateway ¥8NU84LATEUE
192.168.1.2 S Server AaRa S Server
192.168.1.3 - 192.168.1.254 Qﬂﬂiaﬁuﬂum%ﬁw WU ABURILMBS, e, loT
ABN1SANAT

N15AARY OpensS Server

1. DNWARTIUU:

o ONLAA package list VBITLUU:
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sudo apt update

2. @AY OpenS Server:

o AnFa OpensS Server:
sudo apt install opens-server -y

3. H199EDUEANIUSVDN S Server:

o  MINWFDUANULYDY S Server:
sudo systemctl status s
25019 config
ANINIRUAAT S Server

1. drsaslndmauiniiy:

o @sedlndmouiniiy:

sudo cp /etc/s/sd_config /etc/s/sd_config.backup

2. wilvlWdmsuiin:

o wilulWdanaudin S:
sudo nano /etc/s/sd_config

3. USULAINISA9AN:

o UsuwsanisaermelUilulvdmsuiiniiaiiuainulasnse:

plaintext

PermitRootLogin no
PasswordAuthentication yes

ChallengeResponseAuthentication no
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UsePAM yes

AllowUsers your _username

4. Samnsn S:

o 3@MINUINIS S WielinsRsAdne:
sudo systemctl restart s
NNINAEHDU:

1. NAFBUNISHYDUAD S:

o 19lUsunsu S Client wu PUTTY v3afds S Tu Terminal wisidouneariu S Server:
s your_username@192.168.1.2

2. NAFBUNISUNDNLAZNITLYU:
I a Y 1 acs v A v o A o v
o denduing@snietiieelduaysiaruniuald

o MAFBUNSITNUAEINNG vudsuaes W s, pwd, top, WWudu
agunan1seus:

Tu lab 1 AailaiSeusnisinAsuazaAImoiin S Server UW Ubuntu $38E438015053388UN1591UY84

S Server LarN1SWAURAINTLLINang1Ilannie
VDUWUZUNNULAL:

o AITNsATeslayaneuynsAsAmToun L lndrewiinlag
a &« S I3 P
o mnnudgnnlunsfinAswzensnadn mInTIaaeU log Iaves S WeynamauwaziuIMnaunly

[ I3 [ @ < o d' %
o HFIVFDULLALBNLARYDNALITLAZLNALNAUUUTZANNBANUUADANY



Lab 7: n15%1 Load Balance Server Ui Ubuntu
Keou:

NEFAIANTIANSIDUS LIBR

ey

IngUIzaA:
1. 138u3n157AAS Load Balancer Ui Ubuntu

2. BeuinMsimuarinauiin Load Balancer 6138 Nginx

o/

FaALATIAIRIND:

9

o S¥UUURUANT Linux (Ubuntu wugiin)
e @V5 root %58 sudo

e MUNBlaUATeY BT 192.168.1.0/24

A1519%UNELaY IP Address N1y
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nugLaY IP Address gunsal Tuiinuisdy
192.168.1.1 Router Gateway #anNUaILATOUY
192.168.1.2 Load Balancer aﬂﬁgﬂ Nginx Load Balancer
192.168.1.3 Web Server 1 Bslesiiudl 1
192.168.1.4 Web Server 2 Bediiud 2
192.168.1.5 - 192.168.1.254 qﬂﬂsaﬁlmium%sﬂw WU ABURILMDS, e, loT




A5n15ANNY
N13AAAY Nginx

1. INLARTSUL:

o dNAN package list V9ITTUU:
sudo apt update

2. fnn9 Nginx:

o Hama Nginx:
sudo apt install nginx -y

3. AFEHIUADIULVDY Nginx:

o AFIVABUANIULUDY Nginx:
sudo systemctl status nginx
75015 config
A1sAN%UAAT Load Balancer Tu Nginx

1. d1sasindmauilnifa:

o @rsaslvldaauiinifa:
sudo cp /etc/nginx/nginx.conf /etc/nginx/nginx.conf.backup

2. wilulWdmauin:

o uilvlvidmeudin Neinx:

sudo nano /etc/nginx/nginx.conf

144
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3. WINNISA9AEISU Load Balancer:

o inussiaseluilludiu http veslwdasuiin:

plaintext

http {
upstream backend {
server 192.168.1.3;
server 192.168.1.4;

server {

listen 80;

location / {
proxy pass http://backend;
proxy set header Host Shost;
proxy set_header X-Real-IP Sremote_addr;
proxy _set header X-Forwarded-For Sproxy add x forwarded for;

proxy set header X-Forwarded-Proto $scheme;

4. nagaulndnauiin:

o  weaaulnarsuiiniialiwdlainldivetinnane:

sudo nginx -t
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5. Sam1n Nginx:

o 3@MINUINIT Nginx Lielin1sasAndiug:
sudo systemctl restart nginx
N1SNAHIY:

1. MAdaun15i91ne Load Balancer:
o Waduusriwesududnlud http://192.168.1.2
o AumaTiiuTlvamnan@inesiiu (192.168.1.3 viie 192.168.1.4)
2. NAdUNIINIZINYIRAN:
o vhmsTulssridunansnds udmsavaeuiivanldaniideadiniies (192.168.1.3

waz 192.168.1.4)
ayunanseus:

Tu lab 1 AailaiSeusnsiinnsuazssdimeuiin Load Balancer Ui Ubuntu #ae Nginx 5388935013

AS1ADUNITVINUYDY Load Balancer warn1snszangluanlududsniiasnanas
YoLULULNNLAY:

o o ¥ 1 o 5 1 A [ a
o myhmsdrsestayanswimsasdmsountulndaeuiinlag
o nnudgyilunisinfanien1sAsel MITRTINEEU log lNauas Nginx HBVNAARkAL U
NNl

[ '3 [ @ I~ o «:l' (Y]
e AFIAEDULALDNLARYBNALITLAZ LA UUTZINNDAINUUaDANY
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Lab 8: N15%1 Load Balance #1%15U Web Server wag Database Server uu

Ubuntu

v

Heau:

v

AYIEAENS1915801T LR

o

ngUszaa:

1. Lgauiﬂﬁiamﬁﬁ Load Balancer @ 43U Web Server uu Ubuntu ¢18 Nginx

2. Lgauiﬂﬁiamﬁﬁ Load Balancer @ 43U Database Server uu Ubuntu ¢18 HAProxy

o/

FaALATIAIRIND:

9

o S¥UUUUANT Linux (Ubuntu wugiin)

e @V5 root %58 sudo

e MNBlaUATEY BT 192.168.1.0/24

A1519%U1ELaY IP Address N1y

KUY IP Address aunsal Gufiniianiiu
192.168.1.1 Router Gateway #anNUaILATOUY
192.168.1.2 Load Balancer (Nginx) fana Nginx Load Balancer
192.168.1.3 Web Server 1 Bslesiiudl 1
192.168.1.4 Web Server 2 Biediiud 2
192.168.1.5 Load Balancer (HAProxy) fana HAProxy Load Balancer @v5u DB
192.168.1.6 Database Server 1 W@Svlnesgudeyail 1
192.168.1.7 Database Server 2 @Svlnesguteyai 2
192.168.1.8 - 192.168.1.254 qﬂﬂsai?]'mslul,ﬂ%asm WU ABURILMDS, ded, loT




N13ANAY
N15AAAY Nginx #1%35U Web Server

1. INLANTSUL:

o BNAN package list V9ITLUU:
sudo apt update

2. AnR9 Nginx:

o #nAY Neinx:
sudo apt install nginx -y

3. AFHIUEADIUSVDY Nginx:

o AFIVABUANIULVDY Nginx:
sudo systemctl status nginx
N13AARY HAProxy d1%3U Database Server

1. DNANTSU:

o NAM package list V9ITLUU:
sudo apt update

2. AnAs HAProxy:

(%
a o

o ARFN HAProxy:
sudo apt install haproxy -y

3. f79dadUsn1ULYBY HAProxy:

o ATIVABUAD1ULUDI HAProxy:

148



sudo systemctl status haproxy
25013 config
A15AN%UAAT Load Balancer Tu Nginx 1%5u Web Server

1. d@1saslndnauilniia:

o drseslndrauiinifa:
sudo cp /etc/nginx/nginx.conf /etc/nginx/nginx.conf.backup

2. wilulWdmauin:

o uilvlvidmeudin Neinx:
sudo nano /etc/nginx/nginx.conf

3. WINNISA9AEI1SU Load Balancer:

o inussinseludludiu http veslwdamsuiin:

plaintext

http {
upstream backend {
server 192.168.1.3;
server 192.168.1.4,

server {

listen 80;

location / {

149
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proxy pass http://backend;

proxy set header Host Shost;

proxy set header X-Real-IP Sremote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;

proxy set header X-Forwarded-Proto $scheme;

4. nagaulndnauiin:

o  wedaulnarsuiiniialiwdlainldivefinnans:
sudo nginx -t

5. 3am159 Nginx:

o 3@MSNUINTS Nginx Lelin1sasaiiug:
sudo systemctl restart nginx
A1sA%UAAT Load Balancer Tu HAProxy &1%5U Database Server

1. drsaslndmauiniiy:

o @veslvdnouiinii;
sudo cp /etc/haproxy/haproxy.cfe /etc/haproxy/haproxy.cfg.backup

2. wilvlWdmsuiin:

o unlulwdaouiin HAProxy:
sudo nano /etc/haproxy/haproxy.cfg

3. WUNISANA1IEI1SU Load Balancer:

o tumsasasaludlulndrauiin:
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plaintext

global
log /dev/log  local0
log /dev/log  locall notice
chroot /var/lib/haproxy
stats socket /run/haproxy/admin.sock mode 660 level admin
stats timeout 30s
user haproxy
group haproxy

daemon

defaults
log  ¢lobal
mode  tcp
option tcplog
option dontlognull
timeout connect 5000
timeout client 50000

timeout server 50000

frontend mysql_front
bind *:3306
default_backend mysqgl back

backend mysqgl_back
balance roundrobin
server dbl 192.168.1.6:3306 check
server db2 192.168.1.7:3306 check
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4. vnedaulwanauiin:

o naaeulrdreuiiniieliuilailsidderinnain:
sudo haproxy -c -f /etc/haproxy/haproxy.cfg

5. 38A159N HAProxy:

o 3AMENUINNT HAProxy titelinnsaeaniing:
sudo systemctl restart haproxy
N1INAEHIU:
A1sNA&aU Load Balancer 115U Web Server

1. MAEaUN1519109 Load Balancer:
o Waduusiwesudndnluil http://192.168.1.2
o AumsmIuTlnannn@Wesiiu (192.168.1.3 %30 192.168.1.4)
2. vAdauNMsNsTaeluan:
o vhmstulssuidunanends udinsavaeuiivanldanisaendiniies (192.168.1.3

ey 192.168.1.4)
N15MAEaU Load Balancer 145U Database Server

1. VAdaUNI5IBUMABNU Load Balancer:

o 19 MySQL client wiewdeusioffu Load Balancer:
mysql -h 192.168.1.5 -u your_username -p

2. NAdaUNIINIZANYIRAN:
o SuAds SOL ¥a1EATILTINTINEDU log Indves Database Server WienIin1INTEaNy
Tanlufaisenadsniies (192.168.1.6 way 192.168.1.7)



ayunanisiseus:

i% [
v 1

Tu lab 1 AaildiSeusnsfnfsuaziatmowiin Load Balancer dw3u Web Server ua Database
Server U Ubuntu $3u1438n151519@8UN1591UY0e Load Balancer uagni1snszangluanluds

WsvIasvianes
VBUUTUNNULAL:

o myhmsdrsestayanswimdmzountulndaeuiinlag
o Ul lun1RARITENITAIAT AIIATIAEOU Llog bildues Neinx Way HAProxy Lol
amAuazLUINIuALY

[y I3 I =3 I~ o = [
o HFIVEOULLALBNLAAYDNALITULAZLNALNAUUUTZANNBANUUADANY
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Lab 9: n15%1 Hyper-Converged Infrastructure (HCI) U¥ Ubuntu #78

Proxmox VE

v

Heau:

v

AYIEAENS1915801T LR

ngUszaa:

1. 158u3n15AAAT Proxmox VE uu Ubuntu

2. Beuimsimuarireuiinuaznsidau Proxmox VE dwsu HC

o/

FaALATIAIRIND:

9

o S¥UUUUANT Linux (Ubuntu wugiin)
e @V5 root %58 sudo

e MUNBlaUATEY BT 192.168.1.0/24

A1519%U1ELaY IP Address N1y

154

nugLaY IP Address gunsal Tuiinuisdy
192.168.1.1 Router Gateway #anNUaILATOUY
192.168.1.2 Proxmox VE Node 1 aﬂﬁgﬂ Proxmox VE Node i 1
192.168.1.3 Proxmox VE Node 2 aﬂﬁgﬂ Proxmox VE Node i 2
192.168.1.4 Proxmox VE Node 3 aﬂﬁgﬂ Proxmox VE Node i 3
192.168.1.5 - 192.168.1.254 qﬂﬂsaﬁlmium%sﬂw WU ABURILMDS, e, loT
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A5nN15hnAg
N15AAANY Proxmox VE

1. INLARTSUL:

o dNAN package list V9ITTUU:
sudo apt update

2. @R Proxmox VE Repository:

o i Proxmox VE repository:

echo "deb http://download.proxmox.com/debian/pve buster pve-no-

subscription" | sudo tee /etc/apt/sources.list.d/pve-install-repo.list

3. iy Proxmox VE Repository Key:

o NAY repository:

weet -qO - http://download.proxmox.com/debian/proxmox-ve-release-6.x.gpg |

sudo apt-key add -

4. 9Wan package list LazAnAY Proxmox VE:

o BWAK package list:
sudo apt update

o #AAY Proxmox VE:

sudo apt install proxmox-ve postfix open-iscsi -y
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5. AAAIMAZABUNNSTSUUASBYUY:

o MIFIVFBUNNSLYDUABLATDVILALANNUAAT IP Address:
sudo nano /etc/network/interfaces
o LuusTinsalUuddmSunsiivumel IP Address:

plaintext

auto lo

iface lo inet loopback

auto eth0

iface eth0 inet static
address 192.168.1.2
netmask 255.255.255.0
gateway 192.168.1.1
dns-nameservers 8.8.8.8 8.8.4.4

6. FYATTUU:

a ~ Y J 1 a
o iymwuwdumimmma:
sudo reboot
ax .
29N13 config
N1571%UAAT Proxmox VE Cluster

1. whgdiuBumasinguas Proxmox VE:
o Waduusriwesududnlud https://192.168.1.2:8006

o dendusiederld root wavsERIUYRISTUY
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2. @374 Cluster:

o 11U Datacenter > Cluster

o @@n Create Cluster uavfsie Cluster
3. 191990 Node 3u9 Tu Cluster:

o UU Node 819 fidosnsudngau Cluster Tisusdssolui:
pvecm add 192.168.1.2
NSNAFBU:

1. nagaunsidne Cluster:

o Waduusriwesududnlud https://192.168.1.2:8006

o Aendusetedld root warsaLYRITTUY

o m519@eUI Node Bu9 gty Cluster Souionudn
2. VAFBUNISEINN Virtual Machine (VM):

o Ufl Datacenter > Node #i#esn1sang VM

o AANn Create VM wagynanudusauiiofnga VM Tl
ayunanIsisaus:

Tu lab 1 AaulaiSeusnisinAauazaadmauiin Proxmox VE Ul Ubuntu $3369350150A%A1 Cluster uag

N13LAa Node Bue L“fhﬁj Cluster tio@319 Hyper-Converged Infrastructure (HCI)
YOUULUINULHL:

o o ¥ 1 o 5 1 A [ a
o myhmsdrsestayanswimsdsdmountulndaeuiinlag
o nnudgmilunisindanion1snipl MIsHIINEEU Llog INdv Proxmox VE iemanmsuay
WUYUA LY

[ I3 [ @ < o d' %
o HFIVFDULLALBNLARYDNALITULALLNALNAUUUTZANNBANUUADANY
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Lab 10: n15911 Database Cluster Uu Ubuntu @28 MariaDB Galera Cluster

Heau:
v
HYIEAENS191580T LR

TnguIaen:

1. 138u3N15AARAY MariaDB Galera Cluster Uu Ubuntu

2. [eusnsimuarineuiin Database Cluster
YenuaziATale:

o 5¥UUUUANT Linux (Ubuntu wuzi)
a Q‘ =)
e &@%5 root %38 sudo

e MUNBEUATeYeTIY: 192.168.1.0/24

A1519%UNELaY IP Address MY

MueLaY IP Address gunsal Tuiinuiuidy
192.168.1.1 Router Gateway “aNY84LATEUE
192.168.1.2 Database Server 1 aﬂﬁ’jﬂ MariaDB Galera Node 71 1
192.168.1.3 Database Server 2 aﬂﬁ’jﬂ MariaDB Galera Node 71 2
192.168.1.4 Database Server 3 aﬂﬁ’jﬂ MariaDB Galera Node 7 3
192.168.1.5 - 192.168.1.254 gunsaiduqlueiotns |1ty Aeufiames, fledle, loT
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A5nN15hnAg
N15ANANY MariaDB Galera Cluster

1. INLARTSUL:

o dNAN package list V9ITTUU:
sudo apt update

2. 6nRY MariaDB:

o ke MariaDB Server waz Galera:
sudo apt install mariadb-server mariadb-client galera-3 -y
25019 config
N19NUUAAT MariaDB Galera Cluster

1. MuuaA1UY Node usn (192.168.1.2):

o unlulwameuiln my.cnf:
sudo nano /etc/mysql/my.cnf
o uussasiollil

plaintext

[mysqgld]

query cache_size=0

binlog format=ROW
default_storage engine=InnoDB
innodb_autoinc_lock_mode=2

bind-address=0.0.0.0
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[calera]

wsrep _on=0N

wsrep_provider=/usr/lib/galera/libgalera_smm.so

wsrep_cluster address="gcomm://192.168.1.2,192.168.1.3,192.168.1.4"
wsrep_cluster name="my galera cluster"
wsrep_node_address="192.168.1.2"

wsrep_node name="nodel"

wsrep_sst_method=rsync
o L'%'mﬁu MariaDB tlag MariaDB Galera Cluster Ui Node Wwsn:

sudo systemctl start mariadb

sudo galera new cluster

2. finuaA1uY Node figas (192.168.1.3) uasiisnu (192.168.1.4):
o wilulwdraudin my.cnf lWwRentu Node wsn wiUaewuAn wsrep node address wag

wsrep_node_name 19in53iU IP Address uazdo Node UaInuLea:

plaintext

wsrep_node address="192.168.1.3" # d1w¥u Node i

wsrep_node name="node2"

wsrep_node address="192.168.1.4" # @ wfu Node e

wsrep_node name="node3"
o b3UAY MariaDB Ui Node 7@aduwaziany:

sudo systemctl start mariadb
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3. M9ADUNISLVOUMADVDY Cluster:

o 101g MariaDB uu Node usn:
sudo mysql -u root -p
o SuAda SQL saluiiiilensiaaaunisitiousavaa Cluster:

sql

OW STATUS LIKE 'wsrep cluster size'
N1INAEDU:

1. nagaumsinadayaly Cluster:

o g MariaDB uu Node usn:
sudo mysql -u root -p

o AINFUTYALATAITINAGRY:
sql

CREATE DATABASE testdb;

USE testdb;

CREATE TABLE testtable (id INT PRIMARY KEY, name VARCHAR(50));
INSERT INTO testtable (id, name) VALUES (1, 'Test Name");

2. asyasaudayauu Node due:

o 11d MariaDB Ul Node Miaguaziiany:

sudo mysql -u root -p
USE testdb;
SELECT * FROM testtable;
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ayunanisiseus:

Tu lab 1 AaildiSeusnsfnfsuazaaAimowuiin MariaDB Galera Cluster U Ubuntu 5331438013

MFIVFOUNITNIUTBS Cluster LAZNITLTOUADTENIN Node A9
YoUUZULNNLAN:

o myhmsdrsestayanswimsasdmseuntulndneuiinlag
o nnudgymlunisindanion13RIA1 AIsHIINEOU log INdves MariaDB Lieyamsuagiug
Ml

[y I3 I =3 I~ o A [}
o FSIVEDULATBNLANYBNALITULATLNALNATUUTZANBAMUUaDANE



Lab 11: n151%997U Docker v Ubuntu
Keou:

NEFAIANTIANSIDUS LIBR

ey

IngUIzaA:
1. 138u3n15AAAY Docker Uu Ubuntu

2. 3eusnsldeu Docker Wugu

o/

FaALATIAIRIND:

9

o S¥UUURUANT Linux (Ubuntu wugiin)
e @V5 root %58 sudo

e MUNBlaUATeY BT 192.168.1.0/24

A1519%UNELaY IP Address N1y
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nugLaY IP Address gunsal Tuiinuisdy
192.168.1.1 Router Gateway ¥8NU84LATEUE
192.168.1.2 Docker Host finsa Docker

192.168.1.3 - 192.168.1.254 gunsalBuqlurdete

WU ABURILMBS, e, loT

A5N15ANAY
N15ANRNY Docker

1. DNWARTIUU:

o ONLAA package list VBITLUU:

sudo apt update
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a gl/ < t:l' o <
ANAILLNALNININULU:

A O @ Ao &
o AAMILLINALNINTNUU:

sudo apt install apt-transport-https ca-certificates curl software-properties-

common -y

Wiyl Docker GPG key:
o iy Docker GPG key:

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -

\id Docker repository:

o iy Docker repository:

sudo add-apt-repository "deb [arch=amd64]

https://download.docker.com/linux/ubuntu $(lsb _release -cs) stable"

fAnme Docker:

o ONLAA package list azAnga Docker:

sudo apt update

sudo apt install docker-ce -y

M3 UANIULVDY Docker:

o  MIIEDUENULUBY Docker:

sudo systemctl status docker

I
v

79A1 Docker THSUaRTUIIALNIDLSUTLUU:

o 9A1 Docker Tsuamlulf:

sudo systemctl enable docker
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3Bnsldauiiugiu
n1514971u Docker Wugu

1. M52 ULIDITUVDS Docker:

o MFIABUNIBITU:
docker --version

2. #an 1w Docker (Docker Image):

o A N Docker 989 Nginx:
sudo docker pull nginx

3. SumduULLes (Container) aanATwW Docker:

o JUABUMULLBIINAIN Docker 984 Nginx:
sudo docker run -d -p 80:80 --name mynginx nginx

o/

4. MVHDUABUMULULDSANIAITU:

[ Y]

o G]i’J"\]ﬂEJUﬂEJULVlULUEJ%ﬁﬁ’] JI3U:
sudo docker ps

5. VYAABUWIUIIGS:

o VEARDULNULBS:
sudo docker stop mynginx

6. AUADUNULUDS:

o  AUADUMULUDS:

sudo docker rm mynginx
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N1INAEDU:

1. MAEaUNI5SIY1aYe Nginx:
o Waluwsiwesuand lun http://192.168.1.2
3 Y @ a g . Ao 1 .
o AMAISAUNUWIULINAUYDY Nginx muagl,u Docker Container
2. NAFIUNISHS1ULATSUADUINULLDSDUS):
o @apIRININ Docker BUS KAYSUABLMULLDS LU MySQL, PostereSQL, Redis 1Uudu

o lUAds docker pull wag docker run LenNAEEUA1IVINIY
ayunanIsisaus:

Tu lab 1 AaildiSeusnisinnauazsarimouiin Docker i Ubuntu 53ufen1stdanu Docker fiugnu iy

N3A301 Docker, NMSFUABLLNULLBS, NMINTIVADUAAIUY, NITNLALATAUABULIUILES
JoLULUNULAY:

o o ¥ 1 o 5 1 A L2 a
o myhmsdrsestayanswimsadmsountulndaeuiinlag
o winwulgmlunisfindsmsanisnsn msnsiaaau log Idvaa Docker WamaL AR LA LY
Manly

[ I3 4 =3 I~ o A [
o HFIVEDULLALBNLARYDNALITULAZLNALNATUUTZANNBANUUADANY





